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Caldwell J.A. 

 

I. Introduction 

[1] Matthew David Spencer was charged in an indictment which read: 
MATTHEW DAVID SPENCER, of the City of Saskatoon, in the Province of 
Saskatchewan, stands charged that between the 31st day of August, A.D. 2007 and 
the 20th day of September, A.D. 2007 at or near Saskatoon in the Province of 
Saskatchewan did: 

1) have in his possession child pornography to wit: images of children under 
the age of 18 engaged in explicit sexual activity, contrary to 
Section 163.1(4) of the Criminal Code. 

2) make available child pornography, when he did make images of children 
under the age of 18 engaged in explicit sexual activity available to other 
persons through the Internet, contrary to Section 163.1(3) of the Criminal 
Code. 

 

[2] Mr. Spencer appealed from his conviction on the first count of the 

indictment and the Crown appealed from Mr. Spencer’s acquittal on the 

second count of the indictment.  

 

[3] Following a brief recitation of the facts, I will address each appeal in 

turn. In sum, I would dismiss Mr. Spencer’s appeal from his conviction on the 

count of possession of child pornography and allow the Crown’s appeal from 

Mr. Spencer’s acquittal on the count of making available child pornography. 

 

II. Background Facts 

[4] Like the offender in R. v. Trapp, 2011 SKCA 143 (released concurrently 

with these reasons), Mr. Spencer obtained a number of computer files 

containing child pornography, both pictures and video, from others over the 

internet through his use of file-sharing software. Mr. Spencer used the 
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file-sharing software known as “LimeWire”. He retained the files he had 

downloaded in a “shared” folder on his personal computer and others were 

able to view and download his collection of child pornography using the same 

or similar file-sharing software. 

 

[5] It is important to understand how file-sharing programs like LimeWire 

function. A file-sharing program can search the shared folders of all of the 

computers which are running the same or a similar program and which happen 

to be connected to the internet at the time of the search. The shared folder(s) 

on each of these node computers serves as a separate repository of files which 

other users can access using file-sharing software and from which other users 

may view and download files of their choosing. A file-sharing program 

usually accesses only the shared folder(s) and no other part of a node 

computer. A file-sharing program searches the aggregated shared folders of 

these node computers only for files which correspond to the search request 

input by a user. It is the file-sharing program which creates the shared folder 

on the user’s computer and which then saves downloaded files to that folder, 

usually without overt input from the user. However, when such a program is 

installed on a computer, the user can typically adjust a number of program 

settings, such as download speed, the order of presentation of search results, 

etc. With LimeWire at least, these settings include whether or not to share 

files; however, the default is set to share files (i.e., LimeWire will share the 

user’s files unless the user tells it not to do so, either at installation or some 

later time). 
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[6] At 12:46 p.m. on August 31, 2007, by using file-sharing software 

similar to that employed by Mr. Spencer and other publicly available software, 

Constable Darren Parisien (now a Detective Sergeant), of the Saskatoon 

Police Service Criminal Intelligence Section – Vice Unit, discovered files 

containing child pornography in the shared folder of a computer which was 

using internet protocol address 70.64.12.102 (the “IP Address”) to connect to 

the internet; however, Constable Parisien did not know who owned the 

computer or where it was located. Using yet other software and a database 

compiled by another police service, Constable Parisien determined the IP 

Address was one of many assigned to Shaw Communications (“Shaw”) for use 

in Saskatoon, Saskatchewan. 

 

[7] On the basis of this information, Sergeant Deb Altrogge, also of the 

Criminal Intelligence Section – Vice Unit, wrote to Shaw: 
Constable Darren Parisien … is investigating a criminal code offence pertaining to 
child pornography and the internet. We have opened [sic] file investigation in 
relation to this investigation. 

Pursuant to the Personal Information Protection and Electronic Documents Act 
(PIPEDA), we request the disclosure of customer identifying information including 
but not limited to name, internet service provider records, address of service, 
current service status and phone number relevant to the following: 

1. Internet Protocol Address 70.64.12.102 on 2007-August-31 at 1246 
hours (Local Saskatchewan time) 

This information is being requested to assist in an ongoing investigation. We 
declare that Constable Darren Parisien of the Saskatoon Police Service Organized 
Crime Unit – Vice Section [sic] has the lawful authority to obtain the information 
and that the following section of PIPEDA is satisfied for this request: [full text of 
s. 7(3)(c.1) omitted] 

This request specifically satisfies Paragraph 7(3)(c.1)(ii). 

 

[8] In response, a representative of Shaw provided Constable Parisien with 

the name, address, telephone number, account number and current billing 
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particulars (the “Disclosed Information”) of the individual to whom Shaw had 

assigned the IP Address, namely, Mr. Spencer’s sister. With this information, 

Constable Parisien prepared and obtained a warrant to search the residence 

located at the address provided by Shaw. Mr. Spencer also resided at this 

address. 

 

[9] The Saskatoon Police Service executed the search warrant and 

discovered a significant quantity of child pornography on Mr. Spencer’s 

computer in its shared folder. This material consisted of 441 distinct images 

and 112 videos (the “Child Pornography Files”) that the trial judge described 

as including: 
… the display of infant genitalia, the manipulation by adults and infant boys 
attempting vaginal intercourse with an adult female. These were more than 
sufficient to convince any reasonable observer that what the images were 
portraying were disgusting, demeaning, depraved activities of child abuse of the 
worst order.   

 

[10] On the basis of this evidence the trial judge convicted Mr. Spencer on 

the offence of possession of child pornography; however, the judge found 

Mr. Spencer did not have the requisite intent to share his Child Pornography 

Files with others and therefore acquitted Mr. Spencer on the charge of making 

available child pornography. As noted, both Mr. Spencer and the Crown have 

appealed from the judge’s decision. 

 

III. Conviction Appeal 

[11] At the outset of the trial, Mr. Spencer applied pursuant to s. 24(2) of the 

Charter of Rights and Freedoms (the “Charter”) for an order excluding the 

Child Pornography Files from evidence. Mr. Spencer argued the letter from 
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the Saskatoon Police Service to Shaw requesting information as to its 

assignment of the IP Address constituted a breach of Mr. Spencer’s s. 8 

Charter rights because it amounted to an unreasonable search and seizure. The 

trial judge dismissed his application. Mr. Spencer has appealed from his 

conviction on the charge of possession of child pornography solely on the 

basis the trial judge erred in dismissing the Charter application. 

 

[12] Mr. Spencer submitted the trial judge erred in concluding Mr. Spencer 

had no reasonable expectation of privacy in the circumstances. He further 

submitted the trial judge erred in law in the manner in which he interpreted the 

cases which the judge found were binding authority on the issue.  

 

[13] This Court recently addressed these issues in R. v. Trapp on nearly 

identical facts. I have the advantage of having read the separate reasons of my 

brothers Cameron and Ottenbreit JJ.A. in that case. At its core, the issue here, 

as in Trapp, is whether the accused held a reasonable expectation of privacy 

in relation to the information disclosed to the police. In Trapp, Cameron J.A., 

with Jackson J.A. concurring, found the accused held a reasonable expectation 

of privacy in the material disclosed to the police but that the search was 

reasonable and, therefore, there had been no Charter breach; whereas 

Ottenbreit J.A. found no reasonable expectation of privacy and, therefore, that 

no search had occurred and, as such, there had been no Charter breach.  

 

[14] Although nearly identical in its facts, this case differs slightly but 

importantly from Trapp. There, the IP address used by the accused had been 

assigned to him under his personal internet services account with SaskTel, 
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who acted as the internet service provider (ISP), and, as SaskTel is a Crown 

corporation, the account information requested by the police fell under The 

Freedom of Information and Protection of Privacy Act, S.S. 1990-91, 

c. F-22.01. Here, Shaw had assigned the IP Address to Mr. Spencer’s sister 

and, as Shaw is a public corporation, the information requested by the police 

falls under the ambit of the Personal Information Protection and Electronic 

Documents Act, S.C. 2000, c.5 (“PIPEDA”).  

 

[15] While Mr. Spencer’s appeal from conviction may be summarily 

dismissed for the reasons given in Trapp, whether the majority decision or 

Ottenbreit J.A.’s decision concurring in the result, the effect of the slight 

differences in the facts in this case bears comment. In this respect, I will 

follow the two step inquiry set out in R. v. Tessling, 2004 SCC 67, [2004] 3 

S.C.R. 432, for assessing (1) whether the police conduct constituted a 

“search” within the meaning of s. 8 of the Charter, and (2) if so, whether the 

search was reasonable. 

 

1. Did this Constitute a Search? 

[16] As a premise to the analysis, I echo the acknowledgment made by 

Cameron J.A. in Trapp that privacy and confidentiality are very much 

associated with one’s use of, and the content of, one’s computer (Trapp, at 

para. 24; see also R. v. Morelli, 2010 SCC 8, [2010] 1 S.C.R. 253, at paras. 

2-3). I expect few users of a computer or the internet, among whom I would 

count reasonable and informed persons concerned about the protection of 

privacy, would disagree with this statement. That said, the analysis proceeds 

as Cameron J.A. described in Trapp: 
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[8] To begin with, the onus of establishing that a search has occurred is on the 
person who invokes the protection of the section. If the conduct of the police is 
shown to have intruded upon a reasonable expectation of privacy in the person, a 
“search” will have occurred. For this purpose, the person must enjoy a subjective 
expectation of privacy in the subject matter of the alleged search, and his or her 
expectation must be objectively reasonable. Otherwise there is no expectation of 
privacy and therefore no search. 

[9] A subjective expectation of privacy may be presumed to exist in some 
circumstances, but the objective reasonableness of that expectation must always be 
demonstrated on the basis of the totality of the circumstances. 

[10] In a case featuring allegedly confidential and private information about a 
person in the hands of a third party, the totality of the circumstances includes: 

•  the nature of the privacy interest asserted by the person; 
•  the precise nature of the subject matter of the alleged search; 
•  the relationship between the third party and the person; 
•  the legal framework governing disclosure of the information; 
•  the intrusiveness of the alleged search; and 
•  such other factors as may bear upon the strength or weakness of the 

expectation of privacy at issue. 

[11] When it comes to the nature of the privacy interest asserted by the person, 
it is necessary to bear in mind that privacy interests include personal privacy 
(concerning one’s body and bodily integrity), territorial privacy (the place one 
occupies, such as the home or the workplace), and informational privacy (the 
information about self that one may or may not wish to have disclosed). 

 

[17] Given Mr. Spencer was using his computer inside his home to access 

child pornography, Mr. Spencer undoubtedly held a subjective expectation of 

privacy in the Disclosed Information; but was his expectation objectively 

reasonable, having regard for the totality of the circumstances? In Trapp, 

Cameron J.A. framed this question thusly: 
[22] The critical question, then, is whether his expectation of privacy in relation 
to this information may be seen to have been reasonable when viewed objectively 
in light of the totality of the circumstances and from the perspective of the 
reasonable and informed person concerned about the protection of privacy. As 
Justice Binnie observed in R. v. Patrick . . .: 

[14] … Privacy analysis is laden with value judgments which are made from 
the independent perspective of the reasonable and informed person who is 
concerned about the long-term consequences of government action for the 
protection of privacy.     [emphasis added by Cameron J.A.] 
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[18] The question here is whether, in the totality of the circumstances, 

Mr. Spencer enjoyed a reasonable expectation of privacy in the Disclosed 

Information even though that information pertained to his sister. To answer 

this question one must remain mindful of the purpose for which the police 

sought to obtain that information.  

 

[19] From Constable Parisien’s investigation, the police had enough 

evidence to suspect the commission of the offences with which Mr. Spencer 

was ultimately charged but, without the Disclosed Information, the police 

could not associate that evidence with a suspect. For this reason the police 

sought the Disclosed Information to further their investigation generally, but, 

specifically, to identify the physical location of the computer upon which 

known child pornography was stored so they could obtain a warrant 

authorizing the search of that place, the seizure of any computers at that place 

and a search for further evidence supporting charges of possession and 

making available child pornography contrary to s. 163.1 of the Criminal Code. 

With this additional evidence, the police would, they expected, identify and 

charge the likely perpetrator of the offences.  

 

(a) The nature of the privacy interest asserted 

[20] The purpose for which the police sought the Disclosed Information 

identifies the nature of the privacy interest affected by the police conduct in 

this case. Here, Mr. Spencer’s privacy interest overlaps the categories of 

informational and territorial privacy. This is so even though the police 

conduct (i.e., seeking the Disclosed Information from Shaw) did not amount 
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to a physical search of Mr. Spencer’s residence. In Tessling, Binnie J., 

speaking for a unanimous Court, commented on a similar scenario: 
[24] The distinction between personal, territorial and informational privacy 
provides useful analytical tools, but of course in a given case, the privacy interest 
may overlap the categories. Here, for example, the privacy interest is essentially 
informational (i.e., about the respondent’s activities) but it also implicates his 
territorial privacy because although the police did not actually enter his house, that 
is where the activities of interest to them took place. 

 

[21] In Tessling (at para. 38), the Court concluded that “it may be presumed 

unless the contrary is shown in a particular case that information about what 

happens inside the home is regarded by the occupants as private.” (See also 

R. v. Patrick, 2009 SCC 17, [2009] 1 S.C.R. 579 at para. 19).  

 

(b) The subject matter of the alleged search 

[22] I do not propose to review the full analyses given to this issue in Trapp, 

by both Cameron J.A. and Ottenbreit J.A. It is sufficient to say that I agree 

with Cameron J.A.’s treatment of the subject matter of the search where he 

drew upon R. v. Plant, [1993] 3 S.C.R. 281, R. v. Patrick, and R. v. Gomboc, 

2010 SCC 55, [2010] 3 S.C.R. 211, to distinguish (at paras. 33-37) the 

mundane pieces of subscriber information (e.g., name, address, telephone 

number, etc.) from “its potential to reveal much about the individual, and the 

individual’s activity in the home”, which Cameron J.A. described as the 

quality of the information. To borrow language from R. v. Plant, in my 

opinion, the majority decision in Trapp is consistent with the principle that the 

biographical core of personal information includes “information tending to 

reveal intimate details of the lifestyle and personal choices of the individual”. 

The purpose for which the police sought the Disclosed Information and the 

use to which the police in fact put the Disclosed Information confirms, in my 
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view, that the Disclosed Information has the necessary quality identified by 

Cameron J.A. because it did ultimately reveal intimate details of lifestyle and 

personal choices of Mr. Spencer, and his activities within his home.  

 

[23] The focus on this quality undermines the Crown’s submission that 

Mr. Spencer could not hold a reasonable expectation of privacy in the 

Disclosed Information because it was his sister, with whom he lived, who had 

contracted with Shaw for the internet service they used at their residence. In 

support of this submission, the Crown pointed to R. v. Edwards, [1996] 1 

S.C.R. 128, as standing for the proposition that the right to privacy is 

personalized. Put simply, the Crown submitted that since the Disclosed 

Information pertained to Mr. Spencer’s sister, not him, the police conduct put 

her s. 8 rights at issue, not his. I would not interpret Edwards or s. 8 of the 

Charter so narrowly. 

 

[24] Although Cory J. did say “it is of fundamental importance to remember 

that the privacy right allegedly infringed must, as a general rule, be that of the 

accused person who makes the challenge” (at para. 34), he also, by reference 

to the decision of Finlayson J.A. in R. v. Pugliese (1992), 71 C.C.C. (3d) 295 

(Ont. C.A.), emphasized the essence of the test under s. 8 is to determine 

whether the person making the challenge has such a privacy right: 
[43] The following extracts from the reasons of Finlayson J.A. at pp. 301-02 are, 
I think, apposite: 

When an accused, such as the appellant, asserts at his trial that there has 
been a breach of his s. 8 Charter right to be secure from unreasonable 
search or seizure, he is asserting a particular right to privacy which may, 
on occasion, be unrelated to any recognized proprietary or possessory right. 
Section 8 of the Charter is directed to the protection of the security of the 
person, not the protection of his property, and it is the appellant’s 
personal exposure to the consequences of the search and seizure that 
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gives him the right to challenge, not the search warrant itself, but the 
admission into evidence at his trial of the fact of the search and the 
account of what was seized. 
Hunter v. Southam, supra, is authority for the proposition that s. 8 of the 
Charter does not authorize a search and seizure, but rather acts as a 
limitation on the powers of search and seizure set out in the Code. Section 
8 guarantees a broad and general right to be secure from unreasonable 
search and seizure which at least protects a person’s entitlement to a 
reasonable expectation of privacy. Accordingly, s. 8 is available to confer 
standing on an accused person who had a reasonable expectation of 
privacy in the premises where the seizure took place, even though he had no 
proprietary or possessory interest in the premises or in the articles seized. 
In a proper case, the remedy available to such an accused would be the 
exclusion under s. 24(2) of the Charter of the evidence obtained pursuant to 
the search. 

… 

The true test of a protected constitutional right under s. 8 of the Charter is 
whether there is a reasonable expectation of privacy. This is so even where 
it is alleged that the privacy shelters illegal activity: see R. v. Wong (1990), 
60 C.C.C. (3d) 406, [1990] 3 S.C.R. 36, 1 C.R. (4th) 1 (S.C.C.), and R. v. 
Mercer, a judgment of the Court of Appeal for Ontario, released January 29, 
1992 (since reported 70 C.C.C. (3d) 180, 7 O.R. (3d) 9, 15 W.C.B. (2d) 
215). 

 This is not to say that property rights do not confer privacy rights in 
a given case. They obviously do. But the appellant must assert a personal 
privacy right, whatever be the foundation of his assertion. And, since this 
reasonable expectation of privacy is a Charter protected right, the burden 
of providing an evidentiary basis for any violation rests with the appellant. 
… There is nothing in the record that supports any suggestion that the 
appellant had a reasonable expectation of privacy in McInnis’s apartment 
or in any portion of it where the drugs and drug paraphernalia were seized. 
The appellant is thus unable to show that he had a constitutionally 
protected right. [Emphasis by underlining in original; emphasis by italics 
added by Cory J.; emphasis by bolding added] 

 

[25] In my view, Edwards confirms that the right to challenge the legality of 

a search depends upon an accused establishing his or her personal rights to 

privacy have been violated. In other words, each case turns on its own facts 

and Edwards does not preclude an individual from challenging a search 

pursuant to s. 8 of the Charter in the circumstances of this appeal; provided, 
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of course, Mr. Spencer can establish a personal privacy right in the Disclosed 

Information.  

 

[26] As to that privacy right, the Disclosed Information has the quality 

identified by Cameron J.A. in Trapp and it matters little that Mr. Spencer’s 

sister had obtained the Shaw internet service account in question, that the IP 

Number had been assigned to her or that the other Disclosed Information 

pertained to her, and not Mr. Spencer. I say this for the following reasons. 

 

[27] As noted, a reasonable and informed person concerned about the 

protection of privacy would expect one’s activities on one’s own computer 

used in one’s own home would be private. Where a single service provider 

often supplies a bundle of telephone, television and internet services to a 

residence and where home Wi-Fi networks are commonplace, a reasonable 

and informed person concerned about the protection of privacy would not 

expect to surrender his or her privacy rights simply by reason that the internet 

service which they used in their own home was registered in another resident’s 

name.1 Conversely, it would be unreasonable to expect each resident of a 

household to independently arrange for their own personal internet access so 

as to retain their personal privacy rights. In my judgment, it matters not that 

the personal attributes of the Disclosed Information pertained to 

Mr. Spencer’s sister because Mr. Spencer was personally and directly exposed 

to the consequences of the police conduct in this case. As such, the police 

conduct prima facie engaged a personal privacy right of Mr. Spencer and, in 

                                              
1 See R. v. MacInnis, (2007) 163 C.R.R. (3d) 111 (Ont. Sup. Ct. J.) for a similar analysis in the context of 
cell phones. 
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this respect, his interest in the privacy of the Disclosed Information was direct 

and personal. There are, however, more circumstances to consider. 

 

(c) The relationship between Shaw and Mr. Spencer 

[28] The Disclosed Information was in the hands and under the control of a 

third party. Shaw provided services, including internet services, to 

Mr. Spencer’s sister and, by extension, to Mr. Spencer, at their residence 

under a standard form “Joint Terms of Service” agreement (the “Service 

Agreement”), which included the following terms: 
Use of the Services 
1. The Services may only be used in accordance with Shaw’s Acceptable Use 
Policies applicable to such Services. 

… 

Confidentiality 

Shaw may disclose any information as is necessary to: 

a. satisfy any legal, regulatory or other governmental request; 
b. operate the Services properly; 
c. or protect Shaw or its customers, in accordance with the guidelines 

set out in Shaw’s Privacy Policy.  [emphasis added] 
 

[29] Shaw’s privacy policy set out the following terms: 
2. Definitions 
… 
Customer: 

Any individual who has an account with Shaw and/or uses, has used, or 
applies to use Shaw’s products and/or services. 

 … 
 Personal Information: 

Information about an identifiable individual, but does not include the name, 
title or business address or telephone number of an employee of an 
organization. 

 … 
3.4 When and how does Shaw disclose Personal Information? 
… 
3.4.1 Shaw may disclose Customer’s Personal Information to: 
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… 
f. a third party or parties, where the Customer has given Shaw Consent 

to such disclosure or if disclosure is required by law, in accordance 
with The Personal Information Protection and Electronic 
Documents Act. [sic] 

 

[30] Shaw’s “Acceptable Use Policy” contained the following: 
These terms and conditions are in addition to Shaw’s Terms of Service. 

By using Shaw’s Internet Services and such services (collectively, the “Services”) 
provided by Shaw Cablesystems G.P., its partners and associates (collectively, 
“Shaw”), you agree to the following terms of this Acceptable Use Policy, including 
the General terms contained below: 

This Acceptable Use Policy constitutes the agreement between Shaw (“Shaw” or 
“our”) and the customer (“you” or” [sic] your”) subscribing to the Services. . .  

… 

 

 

Illegal Activity 
Use of the Services for any activity that violates Local, Provincial, Federal or 
International law, order or regulation, is a violation of this Agreement. Prohibited 
activities include, but are not limited to: 

1. Posting, storing, transmitting or disseminating unlawful material, 
including without limitation, child or other pornography, any content, data or other 
material which is libelous [sic], obscene, hateful, unlawful, threatening, reaction 
[sic] or ethnically offensive, defamatory or which in any way constitute or 
encourages conduct that would constitute a criminal offense [sic]. 

… 

Security 
You are responsible for any misuse of the Services that originate from your account, 
even activities committed by any friend, family, co-worker, employee, guest or 
anyone with access to the account. You must ensure that others not gain 
unauthorized access to the Services. 

… 

YOU ARE RESPONSIBLE FOR THE SECURITY OF ANY DEVICE YOU 
CONNECT TO THE SERVICES, INCLUDING, WITHOUT LIMITATION, 
DATA STORED ON THAT DEVICE. In particular, Shaw recommends against 
enabling file or printer sharing of any kind. Shaw recommends that any files or 
services you make available for remote access be password protected.   
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… 

Violation of this Agreement 
… 

Shaw prefers to advise customers of inappropriate behaviour and any necessary 
corrective action. However, if you use the Services in a way which Shaw, in its sole 
discretion, believes violate this Agreement, Shaw may take any responsive actions 
they deem appropriate. Such actions include, but are not limited to, temporary or 
permanent removal of content, cancellation of newsgroup posts, filtering of 
Internet transmissions, and the immediate suspension or termination of all or any 
portion of the Services. … The above described actions are not Shaw’s exclusive 
remedies and Shaw may take any other legal or technical action it deems 
appropriate. 

… 

You hereby authorize Shaw to cooperate with (i) law enforcement authorities in the 
investigation of suspected criminal violations, and/or (ii) system administrators at 
other Internet service providers or other network or computing facilities in order to 
enforce this Agreement. Such cooperation may include Shaw providing the 
username, IP address, or other identifying information about a subscriber, in 
accordance with the guidelines set out in Shaw’s Privacy Policy. 

 

General 
… 
6. Multiple Users You acknowledge that you are executing this Agreement on 
behalf of all persons who use the Services through your computer. You assume all 
liability for such use of the Services and are responsible for ensuring that all such 
other users understand and comply with the terms and conditions of this Agreement.
       [Emphasis in italics added] 

 

[31] The terms of the Service Agreement are clearly meant to bind 

Mr. Spencer’s sister as well as anyone who used the internet service provided 

by Shaw. I do not propose to parse the relationship between Shaw and 

Mr. Spencer under the principles of contract law or under the principled 

exception to the doctrine of privity of contract (see: Fraser River Pile & 

Dredge Ltd. v. Can-Dive Services Ltd., [1999] 3 S.C.R. 108). The inquiry here 

is whether Mr. Spencer’s privacy expectation is objectively reasonable, not 

whether he is a privy to the Services Agreement. For the purposes of this 
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privacy rights analysis, it is sufficient to assume Mr. Spencer had an interest 

in the Services Agreement as a derivative party to it. In other words, the 

objective reasonableness of Mr. Spencer’s privacy interest and expectations 

must be informed by the terms of the Service Agreement. 

 

[32] The reasoning here is akin to that which grounded my earlier conclusion 

that a reasonable and informed person concerned about the protection of 

privacy would expect one’s activities on one’s own computer in one’s own 

home would be private regardless of who held the account with the internet 

services provider. In my view, the same reasonable and informed person 

concerned about the protection of privacy would also expect to take the 

benefit of and to be required to comply with the terms of the agreement 

governing the provision of those internet services. In this sense, the residents 

of a home who are not account holders accept the terms of the internet services 

agreement when they access the internet using the services provided under 

that agreement. Just as it is unreasonable to expect each resident of a 

household to independently arrange for their own personal internet access so 

as to retain their privacy rights, it is equally unreasonable for them to expect 

higher or better privacy rights simply because their name is not on the internet 

service account. Furthermore, a reasonable and informed person concerned 

about the protection of privacy would not expect through reckless disregard 

or willful blindness to the terms of an internet service agreement to have 

higher or better privacy rights than the account holder. 

 

[33] Unlike the contractual terms of the internet service provided in Trapp, 

I regard the terms of the Services Agreement as relevant and material to 
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Mr. Spencer’s claim to have held an objectively reasonable expectation of 

privacy in the subject matter of the alleged search. I distinguish Trapp because 

the Shaw contractual provisions do not expressly render the Disclosed 

Information “confidential” nor do they impose on Shaw an obligation not to 

disclose that information. Rather, the terms of the Service Agreement very 

clearly caution that the precise information which was disclosed in this case 

might be disclosed to others, including law enforcement authorities, in 

circumstances such as those at hand. While disclosure is not a certainty under 

the terms of the Service Agreement (e.g., “Such cooperation may include 

Shaw providing the username, IP address, or other identifying information 

about a subscriber” and “Shaw may disclose any information as is necessary 

to … satisfy any legal, regulatory or other governmental request”), a 

subscriber clearly provides Shaw with a general, blanket authorization to 

cooperate with “law enforcement authorities in the investigation of suspected 

criminal violations”. The existence of contractual provisions of this nature 

significantly shifts the balance toward a finding that Mr. Spencer’s 

expectation of privacy in the Disclosed Information was objectively 

unreasonable. 

 

(d) The legal power to disclose the information 

[34] The Disclosed Information falls under the scope of PIPEDA because it 

was held by a private-sector third party. Section 3 of PIPEDA identifies the 

purpose of the protection of personal information provisions of the Act: 
Purpose 

3. The purpose of this Part is to establish, in an era in which technology 
increasingly facilitates the circulation and exchange of information, rules to govern 
the collection, use and disclosure of personal information in a manner that 
recognizes the right of privacy of individuals with respect to their personal 
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information and the need of organizations to collect, use or disclose personal 
information for purposes that a reasonable person would consider appropriate in the 
circumstances. 

 

[35] Section 5(3) of PIPEDA sets out the basic rule for the protection of 

personal information: “An organization may collect, use or disclose personal 

information only for purposes that a reasonable person would consider are 

appropriate in the circumstances.” I stop here to say that, given the nature of 

the offences alleged, a reasonable person might consider Shaw’s disclosure of 

the Disclosed Information to have been “appropriate in the circumstances”, 

but that simple analysis would ignore the fundamental principle of the 

presumption of innocence, among other things. Regardless, PIPEDA contains 

more developed comparators than “appropriate in the circumstances” for 

determining when such a disclosure may be made. 

 

[36] Section 4.3 of Schedule I to PIPEDA identifies “consent” as the third 

principle for the protection of personal information. The portions of s. 4.3 of 

Schedule I relevant to the matter at hand read as follows: 
4.3 Principle 3 — Consent 
The knowledge and consent of the individual are required for the collection, use, or 
disclosure of personal information, except where inappropriate. 

Note: In certain circumstances personal information can be collected, used, or 
disclosed without the knowledge and consent of the individual. For example, legal, 
medical, or security reasons may make it impossible or impractical to seek consent. 
When information is being collected for the detection and prevention of fraud or for 
law enforcement, seeking the consent of the individual might defeat the purpose of 
collecting the information. … In addition, organizations that do not have a direct 
relationship with the individual may not always be able to seek consent. … 

… 

4.3.2 

The principle requires “knowledge and consent”. Organizations shall make a 
reasonable effort to ensure that the individual is advised of the purposes for which 
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the information will be used. To make the consent meaningful, the purposes must 
be stated in such a manner that the individual can reasonably understand how the 
information will be used or disclosed. 

… 

4.3.5 

In obtaining consent, the reasonable expectations of the individual are also relevant. 
… 

4.3.6 

The way in which an organization seeks consent may vary, depending on the 
circumstances and the type of information collected. An organization should 
generally seek express consent when the information is likely to be considered 
sensitive. Implied consent would generally be appropriate when the information is 
less sensitive. Consent can also be given by an authorized representative (such as 
a legal guardian or a person having power of attorney). 

4.3.7 

Individuals can give consent in many ways. For example: 

… 

(d) consent may be given at the time that individuals use a product or service. 

 

[37] As is evident from the foregoing, PIPEDA does not tread upon an 

organization’s collection, use and disclosure of personal information where 

the organization has informed the individual of the purposes to which it 

intends to put his or her information and the individual has consented to the 

collection, use and disclosure of personal information for those purposes. In 

other words, where there is informed consent the personal information 

protection or privacy aspects of PIPEDA do not further come into play. 

 

[38] It is clear from the terms of the Service Agreement that Mr. Spencer’s 

sister had given her express, informed consent to Shaw to disclose the 

Disclosed Information to the police in the circumstances of this case. This fact 

moves the scales considerably more in favour of a finding that Mr. Spencer 
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did not hold an objectively reasonable expectation of privacy in the Disclosed 

Information. 

 

[39] However, even if Mr. Spencer’s sister had not consented to the 

disclosure of her personal information, in these circumstances the disclosure 

would have been permitted under s. 7(3)(c.1)(ii) of PIPEDA. Section 7(3) of 

PIPEDA supplements the basic rule prohibiting disclosure in the absence of 

informed consent by setting forth certain disclosure activities which are 

permitted without the knowledge or consent of the individual in question. In 

particular, s. 7(3) permits the disclosure of an individual’s personal 

information to the police by a third party without the individual’s knowledge 

or consent if the disclosure is: 
… 

(c) required to comply with a subpoena or warrant issued or an order 
made by a court, person or body with jurisdiction to compel the production 
of information, or to comply with rules of court relating to the production 
of records; 

(c.1) made to a government institution or part of a government institution 
that has made a request for the information, identified its lawful authority to 
obtain the information and indicated that 

(i) it suspects that the information relates to national security, 
the defence of Canada or the conduct of international affairs, 

(ii) the disclosure is requested for the purpose of enforcing any 
law of Canada, a province or a foreign jurisdiction, carrying out an 
investigation relating to the enforcement of any such law or 
gathering intelligence for the purpose of enforcing any such law, or 

(iii) the disclosure is requested for the purpose of administering 
any law of Canada or a province; 

 … 

(d) made on the initiative of the organization to an investigative body, 
a government institution or a part of a government institution and the 
organization 
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(i) has reasonable grounds to believe that the information 
relates to a breach of an agreement or a contravention of the laws of 
Canada, a province or a foreign jurisdiction that has been, is being 
or is about to be committed, or 

(ii) suspects that the information relates to national security, the 
defence of Canada or the conduct of international affairs; 

…; or 

(i) required by law. 

 

[40] Sergeant Altrogge’s written request that Shaw disclose personal 

information associated with the IP Address indicated that Constable Parisien 

was carrying out an investigation relating to the enforcement of a law of 

Canada. The request also set out the terms of s. 7(3)(c.1) and specifically 

identified s. 7(3)(c.1)(ii) as applicable, in Sergeant Altrogge’s view, to the 

circumstances of that request. However, while the request contained a 

declaration that Constable Parisien had “the lawful authority to obtain the 

information”, Sergeant Altrogge did not identify her lawful authority or its 

nature. In this respect the request did not strictly comply with the 

requirements of s. 7(3)(c.1) of PIPEDA, but that omission was not, in my view, 

material since Sergeant Altrogge made the request on Saskatoon Police 

Service letterhead, identified herself as a police officer and was, in these 

circumstances, clearly acting in the execution of her general duty, as a police 

officer, to investigate crimes: R. v. Kang-Brown, 2008 SCC 18, among others. 

In this sense, the Sergeant’s “authority” to obtain the information is one 

common to all citizens. Professor Quigley in his work Procedure in Canadian 

Criminal Law, 2nd ed. (Toronto: Carswell, 2005) at p. 5-2, characterized it as 

follows: 
 In the course of investigating an offence, the police will attempt to obtain 
information from persons who may have witnessed or been involved with the crime. 
There is no express law providing police with the authority to talk to people. Rather, 
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they may, as all citizens may, speak with anyone they please and, correspondingly, 
those to whom they speak may decide whether or not to provide information. 
Historically, these situations, which are very frequent in the investigation of crime, 
have required no legal regulation because the law has presumed the conversations 
to be voluntary and consensual, except where the voluntary confession rule comes 
into play. Nevertheless, we should bear in mind that many people will speak to the 
police because they are the police – that is, out of a respect for or fear of authority 
– rather than out of a desire to voluntarily converse. 

 

[41] On the basis of this common law authority2, Shaw had discretion under 

s. 7(3)(c.1)(ii), which speaks to a police request for the information, to decline 

to disclose the information the police sought to obtain.3 In this sense, while it 

was perhaps incumbent on Shaw to seek out information as to the scope of the 

Sergeant’s authority to obtain the information requested before disclosing it, 

the Sergeant’s failure to set out that authority in her request letter is neither 

here nor there. The issue before us is not whether the police strictly complied 

with the requirements of PIPEDA, but whether Mr. Spencer’s expectation of 

privacy was reasonable in the circumstances. And, given that its purpose is to 

permit a third party to comply with a police request for personal information 

without running afoul of the protection of personal information requirements 

of PIPEDA, s. 7(3)(c.1)(ii) must weigh the scales in favour of a finding that 

Mr. Spencer’s expectation was not reasonable.  

 

[42] In summary, neither its contractual relationship with Mr. Spencer’s 

sister, as set out in the Services Agreement, nor PIPEDA prohibited Shaw 

from disclosing the Disclosed Information in the circumstances of this case; 
                                              
2 See also s. 487.014(1) of the Criminal Code, which appears to codify this common law authority by 
providing that “…no production order is necessary for a peace officer or public officer enforcing or 
administering this or any other Act of Parliament to ask a person to voluntarily provide to the officer 
documents, data or information that the person is not prohibited by law from disclosing.” 
3 This would not have been the case if the police had sought disclosure under s. 7(3)(c) of PIPEDA, which 
speaks to required compliance with a subpoena or warrant or court order, etc. 
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rather, each clearly provided Shaw with the discretion to disclose information 

to the police in these exact circumstances, and Shaw had Mr. Spencer’s 

sister’s express, informed consent to do so. The sum of these factors militates 

very strongly against a finding that Mr. Spencer’s privacy expectation was 

reasonable.  

 

(e) The intrusiveness of the alleged search 

[43] In these circumstances, under the traditional approach to determining 

the intrusiveness of a search, the written request of Shaw was minimally 

intrusive. It did not require physical access to Mr. Spencer’s residence, his 

personal computer or its files, or any of his other possessions, nor did it 

interfere with his personal or bodily integrity. In other words, accessing the 

Disclosed Information did not involve intrusion into places ordinarily 

considered private. Sergeant Altrogge’s request had none of the traditional 

hallmarks of an intrusive search and this absence of intrusiveness would 

traditionally augur against a reasonable expectation of privacy. 
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[44] However, in an era in which technology increasingly facilitates the 

circulation, exchange and storage of personal information by third parties, it 

is my view that an inquiry of a third party in the nature of that which occurred 

in this case is intrusive. An inquiry of an ISP as occurred in this case has the 

inherent potential to disclose highly personal information or “to reveal 

intimate details of lifestyle and personal choices”. In this respect, I recall to 

mind the purpose for which the police sought to obtain the Disclosed 

Information. Nevertheless, even given that purpose, it cannot be said the 

police inquiry in this matter was overly intrusive as it was most certainly 

carried out in a perfunctory manner. 

 

[45] On the whole of it, viewed in the light of the totality of the 

circumstances and viewed from the perspective of a reasonable and informed 

person concerned about the protection of privacy, Mr. Spencer’s expectation 

of privacy in relation to the Disclosed Information was not reasonable.  

 

2. Was the Search Reasonable? 

[46] The second step of the Tessling inquiry is unnecessary in light of my 

finding that Mr. Spencer did not hold a reasonable expectation of privacy in 

the Disclosed Information. However, even if I were to put Mr. Spencer’s case 

at its highest and assume he held an objectively reasonable expectation of 

privacy in the Disclosed Information, I would find that the “search” was 

reasonable under the second step of the Tessling inquiry. Cameron J.A.’s 

analysis in Trapp under the second step of the Tessling inquiry (at 

paras. 66-71) is completely applicable to the circumstances of this appeal. 

Applying that analysis to the facts at hand, I would conclude the “search” was 

20
11

 S
K

C
A

 1
44

 (
C

an
LI

I)



Page 25 

 

authorized by law, the law is reasonable and that the manner in which the 

search was conducted was reasonable. 

 

3. Conclusion 

[47] I find that the trial judge did not err in finding there had been no search 

and seizure in violation of s. 8 of the Charter in this case; however, even if 

there was a search, it was reasonable in all respects and did not violate s. 8 of 

the Charter. I would, therefore, dismiss Mr. Spencer’s appeal from his 

conviction on the charge of possession of child pornography contrary to 

s. 163.1(4) of the Criminal Code. 

 

IV. Acquittal Appeal 

[48] The Crown appealed from Mr. Spencer’s acquittal on the charge that he 

did make available child pornography contrary to s. 163.1(3) of the Criminal 

Code. The Crown submitted the trial judge made three errors in relation to the 

offence: 

(a) he erred by finding that passively allowing file sharing to occur 

did not meet the mens rea requirements of the offence but that an 

accused had to have taken an active step to make child 

pornography available; and 

(b) he erred by failing to consider whether wilful blindness could 

have satisfied the mens rea component of the offence; and 

(c) he erred by failing to consider all of the evidence before him or 

by misapprehending that evidence. 

As these alleged errors are intertwined, I deal with them together. 
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1. The Trial Decision and the Issues Arising 

[49] The trial judge’s reasons for finding that the offence of making 

available child pornography required a “positive step” on the part of the 

accused to distribute child pornography were: 
The two acts, “possession” and “making available”, arise in different 

context in the application of computer science in this Internet age. In this case it is 
my view, one is obliged to ponder and consider the Parliamentary purpose in 
separating “possession” from “making available”, and imposing a significant 
differential in the applicable minimum sentence. 

Count 1, possession, has a minimum sentence of 45 days. Count 2, make 
available, has a minimum sentence of one year. Consequently the minimum 
sentence of one year to the make available sections of the Code in child 
pornography constitutes it as a very serious offence indeed. It is the duty of judges 
to interpret what the legislature intended by this development and give serious 
consideration to whether the facts in a particular case raise the conduct up to the 
level desired to be punished by Parliament. 

At paragraph 36 of the Morelli decision the Court stated that to establish 
possession it must be shown that the file was knowingly stored and retained 
through the cache. And I won’t bother going into what a cache is at this stage. 

The point here is, they imposed a mens rea test of knowingly. In my view 
as well, the specific intent of knowingly must also be shown with respect to the 
significant offence of making available as referenced in count 2. That making 
available must be shown to be part of a positive step or action before it can be said 
to meet that criteria. 

In interpreting the charge, “makes available”, it is in my view, reasonable to 
draw insight from the words which surround it in order to determine legislative 
intent. In addition to, “makes available,” the words and descriptions and activity all 
caught within the general word of distribution include “transmit, distribute, sell, 
advertise, import, and export”. These words, in my view, all bear a connotation of 
a positive facilitation of the activity. 

A positive action of some kind appears to be contemplated by the 
legislature or the Parliament in order for the action to raise to a level which is 
generally classifies [sic] as distribution under that particular section. If this were 
not the case, then having someone see a pornographic image of a child on your 
computer screen as you walk by would constitute distribution. That, in my view, 
does not reflect the legislative intent or the rationale for making it a one-year 
minimum sentence. 

The fact that all of these activities coupled within the general description at 
the beginning of the section of distribution, are supported by the elevated penalties, 
and supported by the elevated penalties [sic], a clear indication of a greater societal 
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approbation for that activity than for simple possession under the previous section. 
Thus the question that I must answer is did Mr. Spencer knowingly distribute by 
making available child pornography to others at that level of offence. 

 

[50] The first issue before us is whether the judge erred in his conclusion the 

mens rea element of the offence under s. 163.1(3) requires an accused to have 

knowingly made available child pornography. The second issue is whether the 

judge erred when he concluded a “positive step or action” is required to satisfy 

the specific intent of knowingly.  

 

3. The Jurisprudence 

[51] The case law on the elements which comprise the offence under 

s. 163.1(3) is sparse, with no appellate level analysis of the mens rea 

requirements. At the trial level, five superior court decisions have examined 

the mens rea requirements of s. 163.1(3), see: R. v. Johannson, 2008 SKQB 

451, 335 Sask. R. 22; R. v. Schultz, 2008 ABQB 679, 239 C.C.C. (3d) 535; R. 

v. Pressacco, 2010 SKQB 114, 352 Sask. R. 276; R. v. Lamb, 2010 BCSC 

1911; and, R. v. Benson, 2010 SKQB 459.  

  

[52] Johannson, Pressacco, Lamb and Benson are similar to the case at hand 

in that the trial courts had to determine whether an accused was guilty of 

making available child pornography through LimeWire. In each of those cases 

the Crown had relied on the file sharing feature of LimeWire to substantiate 

the “making available” charge. In Johannson and Lamb, the accused had pled 

guilty to a possession charge under s. 163.1(4), but had contested a “making 

available” charge under s. 163.1(3). In Pressacco and Benson, the accused had 

pled not guilty to both possession and making available charges. In the final 
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case, Schultz, the accused had posted pictures of his former girlfriend (who 

was under the age of 18 years) on a social networking website following the 

termination of their relationship. He had plead guilty to one count of 

transmitting child pornography, but had argued the minimum mandatory 

sentence for the offence was unconstitutional or he was entitled to a 

constitutional exception to the minimum sentence. From these cases, it 

appears there are two primary theories as to the mens rea requirements of the 

offence of making available child pornography.  

 

[53] In Johannson, Gabrielson J. rejected the accused’s argument that 

because he had never turned his mind to how LimeWire worked, he could not 

have had the intention to make available child pornography. Gabrielson J. 

held instead it was a normal inference that an accused would have read the 

pop-up warnings from LimeWire about file sharing and that it was therefore 

logical that if others were sharing information with the defendant, he was 

sharing information with them (at para. 45). Gabrielson J. then held that even 

though the accused had “denied ever having made the connection between the 

use of a shared file program and actual sharing, I am satisfied that this is either 

wilful blindness on his part or perhaps wishful thinking” (at para. 46). He 

found the accused guilty of the offence. 

 

[54] In Benson, Gerein J. held that intention and knowledge were required to 

ground an offence under s. 163.1(3) (at para. 27). However, Gerein J. inferred 

the accused’s knowledge from his “considerable knowledge and experience in 

file sharing and the operation of his computer” (at para. 28). He wrote:  
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In short, on his computer things do not and did not happen by chance. Whatever got 
onto his computer got there through deliberate action. He knew what he was doing 
and he definitely intended to do it. 

Gerein J. concluded that child pornography had been stored on the accused’s 

computer, that the child pornography had been made available because the 

police had been able to download it, that file sharing was enabled and that 

“nothing happened on that computer without the knowledge and consent of the 

accused” (at para. 30). He found the accused guilty of the offences of 

possession of child pornography and of making available child pornography. 

 

[55] In Johannson and in Benson, the trial judge found that the requisite 

mens rea element of s. 163.1(3) had been satisfied beyond a reasonable doubt 

in circumstances where the accused had known the child pornography was on 

his computer and had “considerable knowledge and experience” with the file 

sharing capabilities of LimeWire. In neither case was the Crown required to 

prove that the accused had intended to make available child pornography. In 

each case the court concluded the accused had been wilfully blind to whether 

LimeWire (which the accused knew shared files) could actually share and 

make available child pornography files stored on the accused’s computer. 

Gerein J.’s analysis in Benson was succinct on this point: 
[30] Count (2) alleges that the accused did make available child pornography on 
January 31, 2007. The practice of file sharing constitutes the act of making 
available. It is tantamount to holding out files or material to be taken or downloaded 
by others. Through the testimony of Sgt. Parisien, confirmed by the analysis and 
testimony of Sgt. Closson, it is known that on the date of January 31, 2007, there 
was child pornography within the accused’s computer. It is also known that it was 
available for sharing for that is what enabled Sgt. Parisien to obtain the material. It 
is also known from the analysis of Sgt. Closson and the properties file that at the 
relevant time, sharing was enabled. This must have been known to the accused for 
that information would have appeared on the screen. I am satisfied that nothing 
happened on that computer without the knowledge and consent of the accused. In 
the circumstances, I am satisfied that the accused did make available child 
pornography contrary to s. 163.1(3) of the Criminal Code. 
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[56] Conversely, in Pressacco, Currie J. found the mens rea requirement 

under s. 163.1(3) included a requirement that the accused had intended to 

make available child pornography (at para. 30). In Pressacco, the accused 

testified he had downloaded child pornography because he was curious as to 

whether it existed or not and, once he knew that it did exist, he immediately 

deleted it. As in the case at hand, the police had accessed the child 

pornography on the accused’s computer through the file sharing feature of 

LimeWire, but the police found no child pornography files on the accused’s 

computer after it had been seized. While Currie J. concluded that the 

defendant had knowledge and control over the child pornography such that he 

possessed it and that he understood the nature of the LimeWire program (i.e., 

that the child pornography files the accused had downloaded were available to 

other users of file sharing programs), Currie J. did not find the accused guilty 

of making available child pornography because Currie J. was not prepared “to 

infer, from [the accused’s] intentional accessing and possessing and from his 

knowledge of file-sharing, that [the accused] intended to make the material 

available to others” (at para. 33). He acquitted the accused on the offence of 

making available child pornography. 

 

[57] In Lamb, Ehrcke J. followed Currie J.’s line of reasoning in Pressacco 

in a case where the police had downloaded child pornography files from the 

accused’s computer but had also found no child pornography files on his 

computer after it had been seized. The Crown in Lamb submitted the 

accused’s recklessness was sufficient to meet the mens rea requirement for an 

offence under s. 163.1(3); whereas the accused submitted the offence required 
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an actual intent to make child pornography available to others and that mere 

recklessness was insufficient. The accused referred to R. v. Morelli, where 

Fish J. wrote: 
[36] …in order to establish possession, it is necessary to satisfy mens rea or fault 
requirements as well. Thus, it must be shown that the file was knowingly stored and 
retained through the cache. [emphasis in original] 

 

[58] The accused in Lamb further submitted that “it would be anomalous for 

Parliament to have intended a more stringent mens rea requirement for 

possession than for the charge of making available, since the latter charge 

carries a longer mandatory minimum penalty” (at para. 69). Ehrcke J. 

concluded (at para. 74) that, “[i]n accordance with the decision in R. v. 

Pressacco…the mens rea required for the offence of making child 

pornography available under s. 163.1(3) of the Criminal Code is an actual 

intention to make the material available”. As such, he acquitted the accused 

on the offence of making available child pornography. 

 

[59] In Schultz, Topolniski J. took a different approach in her analysis 

because she was not assessing whether the accused was guilty of transmitting 

child pornography under s. 163.1(3), but rather whether the mandatory 

minimum sentence was constitutional. Topolniski J. examined the gravity of 

the offence and noted (at para. 39) that “[i]n terms of the character of the 

offence, greater moral blameworthiness is attributed to an intentional act”. 

She concluded that s. 163.1(3) had similar wording to s. 163(1)(a), which sets 

out the offence of making, printing, publishing, distributing or circulating, or 

possessing for those purposes, any obscene material. She contrasted that 

section with s. 163(2), which makes it an offence to knowingly, without 
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lawful justification or excuse, sell, expose to public view or possess for any 

purpose any obscene material. Topolniski J. then drew upon R. v. Jorgensen, 

[1995] 4 S.C.R. 55, where Sopinka J. (for the majority) had cited with 

approval the statement of Martin J.A. in R. v. Metro News Ltd. (1986), 32 

D.L.R. (4th) 321 (Ont. C.A.), to the effect that “the absence of a blameworthy 

state of mind [was] irrelevant on a charge of distributing obscene matter” 

(para. 44) because “the producer or distributor will generally be aware of the 

contents of the material which may result in its being found to be obscene” 

(Jorgensen, at para. 75). Topolniski J. concluded that: 
[44] Given the similarity in wording with s. 163(1)(a), s. 163.1(3) may well be 
a strict liability offence. It appears that Parliament was of the view that distribution 
of child pornography is “of such moment” as to require the removal of any mens 
rea requirement for its control.  [emphasis added] 

 

[60] As is evident, s. 163.1(3) does not expressly set forth the mental element 

to be met. Given the difference of opinion in the existing jurisprudence, the 

appropriate standard of mens rea for the offence set out under s. 163.1(3) of 

the Criminal Code is unclear. As such, the determination of whether the judge 

erred in his determination that s. 163.1(3) imports a mens rea requirement of 

“knowingly” and whether that mens rea element requires a “positive step or 

action” requires a fresh analysis of the offence and an analysis of the judge’s 

reasons for his findings.  

 

4. Analysis 

[61] The principles in Rizzo & Rizzo Shoes Ltd. (Re), [1998] 1 S.C.R. 27 

(“Rizzo”), are applicable to this appellate review. In that case, the Supreme 

Court of Canada adopted (at para. 21) the modern principle of statutory 
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interpretation as espoused by Elmer Driedger in Construction of Statutes (2nd 

ed. 1983) at p. 87:  
 Today there is only one principle or approach, namely, the words of an Act 
are to be read in their entire context and in their grammatical and ordinary sense 
harmoniously with the scheme of the Act, the object of the Act, and the intention 
of Parliament.  

The modern principle instructs the courts to look at three elements: (i) the 

plain meaning of the text; (ii) the scheme or object of the statute or its 

purpose; and (iii) the intention of Parliament. The modern principle requires 

the harmonization of these three elements to arrive at one interpretive 

outcome but, in doing so, the courts may have resort to the various maxims 

and rules of statutory interpretation. 

 

[62] In my view, the trial judge’s conclusion that the mens rea element of 

s. 163.1(3) requires that an accused knowingly make available child 

pornography was correct. However, the judge erred in finding that a “positive 

step or action” was required to meet the mens rea requirement. He erred 

because he misapprehended the plain meaning of the text of s. 163.1(3), 

misapprehended Parliament’s intention in creating the offence under 

s. 163.1(3) and misapprehended the characteristics of the offence in the 

context of file sharing over the Internet. I will explain each of these 

conclusions. 

 

(i) The Mens Rea Requirement 

[63] First, I may say that I accept the judge’s analysis as to the imposition 

of a mens rea test of knowingly. I find support for his conclusion in R. v. 

Lucas, [1998] 1 S.C.R. 439, where Cory J. had to determine the elements of 
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the offence of criminal defamation under ss. 298-300 of the Criminal Code 

and wrote: 
[64] Sound guidance and an excellent point of commencement are provided by 
Lord Reid in Sweet v. Parsley, [1970] A.C. 132 (H.C.), at p. 148: 

Sometimes the words of the section which creates a particular offence make it 
clear that mens rea is required in one form or another. Such cases are quite 
frequent. But in a very large number of cases there is no clear indication either way. 
In such cases there has for centuries been a presumption that Parliament did not 
intend to make criminals of persons who were in no way blameworthy in what they 
did. That means that whenever a section is silent as to mens rea there is a 
presumption that, in order to give effect to the will of Parliament, we must read in 
words appropriate to require mens rea. 

Canadian courts have held that, in the absence of express legislative provision, it 
should be presumed that proof of subjective mens rea is a requirement of criminal 
offences (R. v. Sault Ste. Marie (City), [1978] 2 S.C.R. 1299 per Dickson J. (as he 
then was); R. v. Vaillancourt, [1987] 2 S.C.R. 636). …  [emphasis added] 

 

[64] In R. v. Buzzanga (1979), 49 C.C.C. (2d) 369, the Ontario Court of 

Appeal commented on the basic mens rea requirement for criminal offences 

(at p. 381): 
… The general mens rea which is required and which suffices for most crimes 
where no mental element is mentioned in the definition of the crime, is either the 
intentional or reckless bringing about of the result which the law, in creating the 
offence, seeks to prevent. . . 

As such, per Buzzanga, it must be presumed the mens rea requirement of 

s. 163.1(3) is subjective (i.e., an aware state of mind or guilty mind) and, 

therefore, the mens rea element of the offence may be met by sufficient 

evidence of intention or actual knowledge, recklessness coupled with 

knowledge of the consequences, or wilful blindness, but not mere negligence. 

 

[65] Accordingly, I find no reason to interfere with the judge’s conclusion 

that the mens rea element of s. 163.1(3) requires that an accused knowingly 

make available child pornography. 
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(ii) Does the mens rea of “knowingly” in the context of s. 163.1(3) 

require a “positive step or action”? 

[66] The analysis under this rubric calls for an examination of s. 163.1(3) 

under the modern principle of statutory interpretation (Rizzo) and the judge’s 

reasons for consistency with that principle. 

 

  (A) The plain meaning of the text 

[67] The text of s. 163.1(3) of the Criminal Code is currently as follows: 
163.1(3) Distribution, etc. of child pornography -- Every person who 
transmits, makes available, distributes, sells, advertises, imports, exports or 
possesses for the purpose of transmission, making available, distribution, sale, 
advertising or exportation any child pornography is guilty of 

(a) an indictable offence and liable to imprisonment for a term not 
exceeding ten years and to a minimum punishment of imprisonment for a 
term of one year; or 

(b) an offence punishable on summary conviction and liable to 
imprisonment for a term not exceeding eighteen months and to a minimum 
punishment of imprisonment for a term of ninety days. 

 

[68] In his interpretation of s. 163.1(3) the judge appears to have relied on 

the Latin maxim of noscitur a sociis, or the associated words rule. See: 

Sullivan, Sullivan on the Construction of Statutes (Markham: LexisNexis, 

2008), at p. 227-231. The associated words rule may be used where terms are 

associated by “and” or “or” and serve an analogous or logical function within 

a section of an Act. Under the rule, the court finds the common feature among 

the terms to resolve ambiguity or limit the scope of the terms. Sullivan notes 

(at p. 227) that upon application of the rule the associated terms are often 

restricted to the scope of their broadest common denominator.  
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[69] The judge concluded that since the terms “transmits”, “distributes”, 

“sells”, “advertises”, “imports” and “exports” all involve a positive step or 

action on the part of an accused, the term “makes available” must also involve 

a similar positive step or action. However, the associated words rule does not 

support this conclusion because the requirement of a “positive step”, if a 

common denominator, is certainly not the broadest common denominator 

among those terms. 

 

[70] In addition to “making available”, s. 163.1(3) prohibits the transmission, 

distribution, sale, advertisement, import and export of child pornography as 

well as the possession of child pornography for the purpose of one of those 

purposes. As such, the text of s. 163.1(3) encompasses a very broad range of 

conduct or behaviour which has, as its broadest common denominator, the 

dissemination of child pornography by both the overt acts of dissemination 

(i.e., transmit, distribute, sell, import and export) and the facilitation of the 

carrying out of those acts (i.e., make available, advertise and possess). The 

plain meaning of the text, in its grammatical and ordinary sense, is it is a crime 

to do anything which disseminates or facilitates the dissemination of child 

pornography.  

 

[71] The judge also made use of the heading of s. 163.1(3) as an indicator of 

legislative meaning which supported his conclusion that a positive step was 

required where he noted the terms in s. 163.1 are “all caught within the general 

word of distribution”. He further noted: 
 A positive action of some kind appears to be contemplated by the 
legislature or the Parliament in order for the action to raise to a level which is 
generally classifies [sic] as distribution under that particular section.   

20
11

 S
K

C
A

 1
44

 (
C

an
LI

I)



Page 37 

 

However, in reaching this conclusion, he failed to note the general 

classification under s. 163.1(3), as set forth in the full text of the heading, is 

“Distribution, etc. of child pornography”. The failure to take “etc.” into 

account in his interpretation undermined his analysis since “etc.” can be taken 

as an indication of Parliament’s intention to include matters in addition to 

“distribution” within those caught by the offence. As an interpretive aid, the 

heading of s. 163.1(3) neither confirms nor displaces the judge’s conclusion 

that s. 163.1(3) requires a positive step. In my opinion, the trial judge had to 

go further with his analysis. 

 

[72] In statutory interpretation, the presumption of consistent expression 

holds that Parliament uses language carefully and consistently such that the 

same words have the same meaning and different words have different 

meanings within a statute. Where Parliament has used different words, it must 

be presumed it intended a different meaning. See Sullivan, at pp. 214-223. 

Under this interpretive aid, if “makes available” requires a positive step, I 

have difficulty reconciling how “makes available” differs from “advertises” 

or “transmits” for example. If an accused must undertake an overt act to make 

child pornography available to others, logically that overt act must, in some 

manner, bring the child pornography to the attention of others. If so, how then 

would “makes available” to others differ from “advertises” its availability to 

others? How would “makes available” to others differ from “transmits” to 

others? This indicates to me that Parliament might have meant something 

different when it added “makes available” to s. 163.1(3). 
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[73] In sum, in my view the trial judge erred in his determination that the 

plain meaning of s. 163.1(3) required a positive step to make available child 

pornography because that requirement is neither confirmed nor ruled out on 

the plain meaning of the section.  

 

  (B) The intention of Parliament 

[74] I have alluded to the logical implication of the judge’s conclusion 

s. 163.1(3) requires a positive step: that passive dissemination of child 

pornography is not caught by that section. In my view, this implication of a 

holding that s. 163.1(3) requires a positive step directly contradicts the stated 

intention and purpose of Parliament in enacting s. 163.1(3).  

 

[75] McLachlin C.J.C. in R. v. Sharpe, 2001 SCC 2, [2001] 1 S.C.R. 45, 

identified Parliament’s purpose in first enacting s. 163.1: 
[34] Parliament’s main purpose in passing the child pornography law was to 
prevent harm to children by banning the production, distribution and possession of 
child pornography, and by sending a message to Canadians “that children need to 
be protected from the harmful effects of child sexual abuse and exploitation and are 
not appropriate sexual partners”: House of Commons Debates, 3rd Sess., 34th Parl., 
vol. XVI, June 3, 1993, at p. 20328. 

 

[76] At the time of the Sharpe decision, s. 163.1(3) had read: 
163.1(3) Distribution or sale of child pornography – Every person who 
imports, distributes, sells or possesses for the purposes of distribution or sale any 
child pornography is guilty of 

(a) an indictable offence and liable to imprisonment for a term not 
exceeding ten years; or 

(b) an offence punishable on summary conviction. 
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[77] Parliament later added the term “makes available” along with the terms 

“transmits” and “advertises” under the Criminal Law Amendment Act, 2001, 

S.C. 2002, c. 13. At the same time, Parliament added s. 163.1(4.1) to set out 

the offence of “accessing” child pornography and s. 163.1(4.2) to provide 

interpretational assistance for that offence. These amendments to the Criminal 

Code and others made under the Criminal Law Amendment Act, 2001, added 

offences and other measures to provide additional protection to children from 

sexual exploitation, including sexual exploitation involving use of the 

internet.  

 

[78] Before its enactment, the Criminal Law Amendment Act, 2001 was 

known as Bill C-15A, 37th Parliament, 1st Session. In her speech to 

Parliament on the Second Reading of Bill C-15A, the then Minister of Justice 

and Attorney General of Canada said (House of Commons Debates, No. 054, 

3 May 2001, at 1620-1625): 
Bill C-15 seeks to create four new offences: an offence of transmitting child 
pornography to cover one to one distribution, such as e-mail sent to one person 
only; an offence of making child pornography available to cover those who post 
child pornography on a publicly accessible website but take no other steps to 
distribute it; an offence of exporting child pornography to meet our international 
obligation; and an offence of accessing child pornography to capture those who 
intentionally view child pornography on the net but where the legal notion of 
possession may be problematic. The offence is defined to ensure that inadvertent 
viewing would not be caught under this offence.  [emphasis added] 

and, when introducing Bill 15A in committee debates, she said: 
The bill will create four new offences of child pornography and will extend the 
offence of possession for the purpose of sale or distribution to cover the new 
offences. The bill will create two offences covering cases that might not constitute 
distribution in a legal sense: an offence of transmitting child pornography, such as 
pornography sent by e-mail from one person to another; and an offence of making 
available, to cover those who post child pornography on a website without actively 
distributing.        [emphasis added] 
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The bill will create an offence of accessing child pornography to capture those who 
intentionally view child pornography without legally possessing it because they do 
not have control over the material. The bill provides that a person would access 
child pornography when that person knowingly—and this is very important, 
because I know there have been some concerns raised around the creation of this 
new offence of accessing—when that person knowingly causes child pornography 
to be viewed by, or transmitted to, him or her. The definition ensures that 
inadvertent viewing would not be caught under this offence.  

 

[79] While the judge here acknowledged the appropriate context (“the 

application of computer science in this Internet age”), he failed to appreciate 

Parliament had intentionally introduced the term “makes available” to 

expressly prohibit electronic dissemination of child pornography in the nature 

of that which occurred in this case. He failed to appreciate Parliament was 

attuned to the very circumstance he raised as one of his reasons for requiring 

a positive step (i.e., that inadvertent, passive exposure to child pornography 

should not constitute an offence) and had already addressed that concern 

through the mens rea requirement of s. 163.1(4). 
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(C) Conclusion 

[80] Technology has advanced since Bill C-15A became law, but, in my view, 

the offence of making child pornography available covers those who 

download child pornography which is thereafter publicly accessible through 

file sharing. In this sense, if an overt act or positive step is required, that 

requirement is satisfied by an accused downloading child pornography using 

a file sharing program which makes it publicly available as a shared file. I see 

no rational difference between this conduct and that of posting child 

pornography on a publicly accessible website.  

 

[81] If making available requires a “positive step”, other than as discussed 

above, then it would cease to have the effect intended by Parliament as it 

would no longer impugn the conduct it was plainly meant to criminalize. 

Therefore, in my opinion, the mens rea of the offence of making available 

child pornography under s. 163.1(3) is satisfied where an accused has 

downloaded child pornography or otherwise made child pornography 

available to others via a file sharing program over the internet. No other steps 

or actions to distribute it are required and the trial judge committed a 

substantive error of law when he concluded otherwise. 

 

(iii) What is the effect of the error in finding that a “positive step or 

action” was required? 

[82] The Crown asserted that because the judge erred by finding that 

“knowingly” required a “positive step or action” he failed to consider whether 

wilful blindness could have satisfied the mens rea component of the “making 

available” offence under s. 163.1(3) of the Criminal Code. 
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[83] In R. v. Sansregret, [1985] 1 S.C.R. 570, McIntyre J., for an unanimous 

court, described wilful blindness as follows (at p. 584): 
Wilful blindness is distinct from recklessness because, while recklessness involves 
knowledge of a danger or risk and persistence in a course of conduct which creates 
a risk that the prohibited result will occur, wilful blindness arises where a person 
who has become aware of the need for some inquiry declines to make the inquiry 
because he does not wish to know the truth. He would prefer to remain ignorant. 
The culpability in recklessness is justified by consciousness of the risk and by 
proceeding in the face of it, while in wilful blindness it is justified by the accused’s 
fault in deliberately failing to inquire when he knows there is reason for inquiry. 

The application of this principle in Sansregret has been criticized (see Stuart, 

Canadian Criminal Law: A Treatise, 5th ed. (Scarborough: Thomson Canada, 

2007) at p. 243), but the principle espoused by McIntyre J. is sound.  

 

[84] In Jorgensen, addressing the mens rea element of the offence of selling 

obscene material, Sopinka J. said: 
[102] … It is well established in criminal law that wilful blindness will also fulfil 
a mens rea requirement. If the retailer becomes aware of the need to make further 
inquiries about the nature of the videos he was selling yet deliberately chooses to 
ignore these indications and does not make any further inquiries, then the retailer 
can be nonetheless charged under s. 163(2)(a) for “knowingly” selling obscene 
materials. Deliberately choosing not to know something when given reason to 
believe further inquiry is necessary can satisfy the mental element of the offence. ... 
[emphasis added] 

Sopinka J. concluded that a finding of wilful blindness involves an affirmative 

answer to the question: “Did the accused shut his eyes because he knew or 

strongly suspected that looking would fix him with knowledge?” (at 

para. 103).  

 

[85] Sopinka J.’s assessment of the principle of wilful blindness was adopted 

in R. v. Briscoe, 2010 SCC 13, [2010] 1. S.C.R. 411, where Charron J., on 

behalf of an unanimous Supreme Court of Canada, said: 
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[21] Wilful blindness does not define the mens rea required for particular 
offences.  Rather, it can substitute for actual knowledge whenever knowledge is a 
component of the mens rea.  The doctrine of wilful blindness imputes knowledge to 
an accused whose suspicion is aroused to the point where he or she sees the need for 
further inquiries, but deliberately chooses not to make those inquiries. See 
Sansregret v. The Queen, [1985] 1 S.C.R. 570, and R. v. Jorgensen, [1995] 4 S.C.R. 
55. As Sopinka J. succinctly put it in Jorgensen (at para. 103), “[a] finding of wilful 
blindness involves an affirmative answer to the question: Did the accused shut his 
eyes because he knew or strongly suspected that looking would fix him with 
knowledge?”        [emphasis in original] 

 

[86] The principle of wilful blindness and the principled basis for its 

satisfaction of the mens rea requirement of an offence were succinctly 

summarized in R. v. Duong (1998), 15 C.R. (5th) 209 (Ont. C.A.), where 

Doherty J.A., after referring to Sansregret and Jorgensen, wrote: 
[23] These authorities make it clear that where the Crown proves the existence 
of a fact in issue and knowledge of that fact is a component of the fault requirement 
of the crime charged, wilful blindness as to the existence of that fact is sufficient to 
establish a culpable state of mind. Liability based on wilful blindness is subjective. 
Wilful blindness refers to a state of mind which is aptly described as “deliberate 
ignorance” (D. Stuart, Canadian Criminal Law, 3rd ed. (1995) at p. 209). Actual 
suspicion, combined with a conscious decision not to make inquiries which could 
confirm that suspicion, is equated in the eyes of the criminal law with actual 
knowledge. Both are subjective and both are sufficiently blameworthy to justify the 
imposition of criminal liability. 

 

[87] In the context of a file sharing program, the mens rea element of making 

available child pornography under s. 163.1(3) requires proof of the intent to 

make computer files containing child pornography available to others using 

that program or actual knowledge that the file sharing program makes files 

available to others. However, the Crown could also satisfy the knowledge 

requirement of the mens rea element of the s. 163.1(3) “makes available” 

offence on the basis of wilful blindness by proving the accused’s file sharing 

program had actually made child pornography files available to others and the 
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accused had actual suspicion that it had done so, but had made a conscious 

decision not to determine whether his suspicion was in fact an actuality. (See: 

Johannson and Benson). This mens rea requirement does not require actual 

knowledge on the part of the accused, but rather the requisite element is the 

accused’s awareness that the downloaded child pornography could be made 

available to others by his use of a file sharing program. 

 

[88] On the evidence before him, the trial judge found that Mr. Spencer did 

not have the “knowing, live intention to distribute or make child pornography 

available to others.” However, there was considerable evidence to the effect 

that Mr. Spencer might have had an actual suspicion that his file sharing 

program (LimeWire) shared his files with others. For example, Mr. Spencer’s 

warned statement to Constable Parisien contains the following exchanges: 
PARISIEN: Like how does Limewire work? Like when you put in whatever, 
whatever it is, we’ll just say you put in pedo and you start down loading a whole 
bunch of files, where do you get those files from, like you know where you get 
them from? 

SPENCER: I don’t even know how it works. Like it, trying to think like it’s file 
share, eh, so I mean it must, ha, I don’t know like I know people have said you 
shouldn’t use Limewire because, people, can access it and stuff but like, I don’t 
really understand that, that (inaudible) 

PARISIEN: Um hmm, you understand its file sharing, right? 

SPENCER: Yup 

PARISIEN: So that means to you what is file sharing mean? 

SPENCER: I guess I can get your files and you can get mine 

PARIESIEN: Right, that’s what file sharing is, you share what you have and I’ll 
share what I have and then you connect to Limewire, you get to share everyone’s 
stuff, right, that’s how you get this, all these, like hundreds of search results, right? 

SPENCER: Yeah 

and, later in the interview: 
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PARISIEN: I mean I never even thought that’s a bogus answer. You never 
thought about that the fact that you’re on a file sharing program, that you’re sharing 
files? You got to be kidding me? 

SPENCER: Well I knew I was, like I guess I just never, I just (inaudible) 

PARISIEN: I’ll maybe put it to you this way, you didn’t really care. OK, cause 
there’s no way you didn’t know what was happening. There’s no way you, there’s 
nothing you did to stop it from happening, you could have disconnected, you could 
have shut down all of your Limewire and just gone with what you had, but, the real 
answer is you didn’t care 

SPENCER: Which is just sick, but it’s true 

 

[89] Further, the Crown had adduced evidence at trial to the effect that: 

(d) the file sharing function on Mr. Spencer’s computer had not been 

disabled, but Mr. Spencer had changed at least one other default 

setting in LimeWire, i.e., the maximum number of files which 

could be downloaded; 

(e) when LimeWire is installed it proceeds through an initial set-up 

during which screens display information notifying the user that 

LimeWire is a file sharing program; 

(f) at the start of each LimeWire session, the program notifies the 

user that it is a file sharing program and warns of the ramifications 

of file sharing; 

(g) LimeWire contains built-in, visual indicators which meter the 

downloading of files to the user’s computer and the uploading of 

files by others from the user’s computer; and 

(h) the top of each LimeWire screen contains data about information 

sharing. 

 

[90] There was also evidence at trial which contradicted Mr. Spencer’s 

statements to the police.  Specifically, Mr. Spencer testified that:  
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Q Okay.  The – and now, with respect to the concept of LimeWire, the – what 
was your understanding of where this stuff came from? 

A I believed it was in a central location, so to speak. 

Q Okay.  Did you have any knowledge of whether or not you were going to 
individual people’s computers? 

A No, I didn’t think I was going into anyone’s computer, I thought I was 
accessing the things I downloaded from a central mainframe. 

Q They – now, with respect to your computer itself, did you believe that 
people had access to your computer? 

A No, I did not, and – 

Q Now, with respect to the term file-sharing, is – is that word visible on the 
LimeWire site? 

A Yes, I believe it is. 

Q What did that mean to you? 

A I knew the files were being shared with me.  I knew copyright law was 
being broken and that people were placing these songs onto the Internet.  
The sharing aspect came from the fact that they would put them onto what 
I believed to be the – the central server, and then would for no fee, I would 
be able to access them, therefore they were sharing them with me. 

Q The – now, with respect to child pornography, were you aware that it was 
illegal to possess child pornography? 

A Yes, I was. 

Q And what was your view as to whether or not you would ever want anyone 
to know that you’d possessed child pornography? 

A Certainly it’s something that’s very embarrassing, very shameful.  I would 
never have wanted anyone to know about this, and if I would have known 
about how LimeWire worked or the method Sergeant Parisien showed on 
how to disable people from accessing your LimeWire, certainly because of 
the shame I felt for accessing – or possessing child pornography, I would 
not have openly shared it. 

Q So did you, in any way, intend or want to share child pornography? 

A No. 

 

[91] While this evidence is, as counsel for Mr. Spencer argued, not 

conclusive that Mr. Spencer had a “good understanding” of what LimeWire 

did, it is sufficient to open the door to the possibility that Mr. Spencer might 
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have been wilfully blind to what LimeWire did. As noted, wilful blindness 

comes into play where an accused does not have actual knowledge but has a 

suspicion or an awareness that downloaded child pornography might be made 

available to others by way of a file sharing program. I do not propose to 

supplant the trial judge’s findings of fact; rather, I note this evidence to 

highlight his oversight in dealing with the issue of law that arises from this 

evidence. The Crown’s evidence was certainly sufficiently cogent to call for 

an inquiry as to whether Mr. Spencer could have been willfully blind to what 

was occurring through his LimeWire program. 

 

[92] However, the trial judge’s incorrect conclusion that the mens rea of the 

offence required a “positive step or action” to make child pornography 

available precluded him from considering whether Mr. Spencer could have 

been wilfully blind to his commission of the offence on the basis of the 

evidence adduced by the Crown. Tellingly, the trial judge said: 
 In this case Mr. Spencer did not take active facilitation steps that would 
serve as an indicator of intent. He did not characterize the material so as to assist the 
LimeWire program. True, he did not shut off the default setting [which permitted 
file sharing], but then again, this was not a positive act, he just used the program 
as it was loaded.  

 From this I think it is very difficult to conclude that he had the knowing, live 
intention to distribute or make child pornography available to others. I am therefore 
left with a reasonable doubt from the entire evidence of the case as to whether Mr. 
Spencer meets the essential elements on count 2 of distribution and making 
available to find him guilty. I do not have that confidence. There is, in my view, a 
reasonable doubt. I therefore find him not guilty of count 2. [emphasis added.] 

 

[93] What is noticeably missing from the trial judge’s analysis, but what was 

unmistakeably an open issue on the evidence in this case, is an assessment of 

the evidence adduced by the Crown and defence on this issue and, on that 

basis, an assessment as to whether Mr. Spencer might have been deliberately 
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ignorant to the fact that his LimeWire program was in fact sharing his Child 

Pornography Files with others via the internet. In the circumstances, the 

Crown did not have to prove actual knowledge as a basis for criminal liability, 

but the trial judge failed to turn his mind to whether the Crown had proven 

wilful blindness, a substitute for actual knowledge. This constituted a 

substantive error in law. Further, as this error was material to the trial judge’s 

conclusion that he was not convinced of Mr. Spencer’s guilt beyond a 

reasonable doubt, I find the Crown has met its burden of establishing the 

errors of the judge “might reasonably be thought, in the concrete reality of the 

case at hand, to have had a material bearing on the acquittal” of Mr. Spencer 

on the charge of making available child pornography under s. 163.1(3) of the 

Criminal Code (R. v. Graveline, [2006] 1 S.C.R. 609, at para. 14 (per Fish J.)).  

 

[94] Given these findings, I find it unnecessary to deal more fully than I have 

with the Crown’s third and final ground of appeal. 

 

[95] I would allow the Crown’s appeal and order a new trial on the second 

count of the indictment against Mr. Spencer. 

 

  DATED at the City of Regina, in the Province of Saskatchewan, this 25th 

day of November, A.D. 2011. 

 

 

      “Caldwell J.A.”_____________________ 

     Caldwell J.A. 
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CAMERON J.A. 

 

[96] I agree with Caldwell J.A. whose reasons for judgment I have had the 

opportunity to consider, that Mr. Spencer’s appeal against his conviction for 

possessing child pornography contrary to s. 163.1 (4) of the Criminal Code should 

be dismissed.  

 

[97] My colleague has concluded that Mr. Spencer did not have a reasonable 

expectation of privacy in the information the police sought and obtained from Shaw 

and that, in consequence, the conduct of the police in seeking and obtaining this 

information did not constitute a search within the contemplation of s. 8 of the 

Charter. In the view of my colleague, such expectation of privacy as Mr. Spencer 

might otherwise have had in this information was negated by the terms of the 

contract with Shaw, combined with the terms of the Personal Information 

Protection and Electronic Documents Act, S.C. 2000, c. 5.  

 

[98] With the greatest of respect, I am doubtful of this, doubtful about whether, on 

balance, these contractual and statutory terms have this effect in the context of this 

case. I say that in light of the majority reasons in R. v. Trapp regarding the nature 

and quality of the information the police sought and obtained, by which I mean “its 

potential to reveal much about the individual, including the individual’s activity in 

the home”, and of the discretion that remained in Shaw to divulge or not divulge this 

information to the police notwithstanding these contractual and statutory terms. I am 

also doubtful about this in the light of R. v. Gomboc, 2010 SCC 55, [2010] 3 S.C.R. 

211, and in particular the observations of McLachlin C.J. and Fish J. regarding a 

similar matter.  

20
11

 S
K

C
A

 1
44

 (
C

an
LI

I)



Page 50 

 

 

[99] Nevertheless, I share my colleague’s view that Mr. Spencer’s appeal must fail. 

Even if Mr. Spencer enjoyed a reasonable expectation of privacy in the information 

the police sought and obtained from Shaw, his appeal must still fail. It must do so 

because, even at that, the resulting search cannot be seen to be unreasonable in light 

of the majority reasons concerning a like search in R. v. Trapp, a search that was also 

conducted on the authority of s. 487.014(1) of the Criminal Code.   

 

[100] I also agree with Caldwell J.A. that the Attorney General’s appeal from the 

acquittal of Mr. Spencer on a charge of making available child pornography contrary 

to s. 163.1 (3) of the Criminal Code should be allowed and a new trial ordered. I 

share my colleague’s opinion that this section is to be so interpreted as to require a 

subjective mens rea, and that the requisite mens rea is “knowingly”. I also share his 

opinion that, since willful blindness is capable of fulfilling this mens rea, the trial 

judge erred by failing to address the issue of whether, as alleged by the prosecutor, 

Mr. Spencer was willfully blind to the fact that by downloading child pornography 

to a shared folder or folders on his computer he was making this material available 

to others. I should add, perhaps, that the evidence adduced at trial in relation to this 

issue was such as to require that the issue be addressed, but since we are about to 

order a new trial I would say nothing more of the evidence.  

 

[101] There is an additional matter I should like to comment upon. My colleague 

has concluded that the trial judge erred in yet another respect, namely by holding 

that it was incumbent upon the Crown, in seeking to prove the mens rea requisite to 

the offence of knowingly making available child pornography, to prove the accused 

took some kind of “positive step or action” toward that end. I agree with my 
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colleague that the judge was wrong about this. True, some such positive step or 

action by an accused will afford evidence of the alleged fact the accused knowingly 

made such material available. But proving the existence of a positive act on the part 

of the accused is not a prerequisite to proving this mens rea. A passive act may also 

afford evidence of the required mens rea.  

 

[102] Suppose, for example, that a computer file-sharing program only allows a 

person using the program to share with others the content of that person’s shared file 

folder by activating the file-sharing function of the program. If, in that event, the 

person activates this function, or turns the switch on so to speak, he or she will have 

taken a positive step, or performed a positive act, toward the end of sharing the 

content with others. If the content consists of child pornography, the fact the person 

turned the switch on will afford evidence of the person having knowingly made child 

pornography available to others.    

 

[103]  The converse is equally true. Suppose the opposite: That the file-sharing 

program allows others to view the content of a person’s shared file folder unless that 

person disables the file-sharing function, or shuts the switch off so to speak. If, in 

that event, the person does not turn the switch off, he or she will have allowed others 

access to the content of the shared file folder, not by means of taking a positive step 

toward that end but by means of failing to take a positive step or, if one prefers, by 

means of a passive act rather than an active one. Nevertheless, the effect is the same. 

So, if the content of that person’s shared file folder consists of child pornography, 

the fact the person did not shut the switch off will afford evidence that he or she 

knowingly made child pornography available to others.  
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[104] The point, of course, is that it matters not whether such a person turns the 

switch on or fails to turn it off.  In either case, the act of turning it on or failing to turn 

it off serves to make the content of the shared file folder available to others. And if 

this person’s shared file folder contains child pornography, the fact the person failed 

to turn the switch off, no less than the fact the person turned it on, will afford 

evidence of the alleged fact the person knowingly made child pornography available 

to others.  

 

[105] Take another example. Suppose the file sharing program contains a feature 

that instantly alerts the user of the program to the fact others are downloading the 

content of the user’s shared file folder. If, in that case, the user is familiar with this 

feature and fails to do anything in response to such alert, the user’s failure to do so 

will also afford evidence that he or she knowingly made available the content of the 

folder to others. Again, no positive step is required. A passive act will do.  

 

[106] I do not suggest the evidence in any of these examples is necessarily 

conclusive in relation to the requisite mens rea or mental element of the offence. 

That is a matter for the trial judge to decide in the light of the whole of the evidence. 

But I do think the examples serve to illustrate the error made by the trial judge in this 

case, namely in thinking that proof of a positive step or act on the part of an accused 

is a prerequisite to proving the mens rea of the offence of knowingly making 

available child pornography contrary to s. 163.1(3) of the Criminal Code.  

 

[107] For these reasons, I concur with my colleague’s disposition of these appeals.  

 

 Dated the 25th day of November 2011.  
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      “Cameron J.A.”    
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Ottenbreit J.A. 

 

[108] I have had the opportunity to consider the reasons for judgment of my 

colleague Caldwell J.A. and I agree with his disposition of both the accused’s 

and the Crown’s appeals in this matter. 

 

[109] However, I respectfully can not agree with Caldwell J.A. regarding his 

analysis and characterization of the subject matter of the alleged search and its 

potential to reveal much about the individual. In this respect I approach the 

issue no differently than I did in R. v. Trapp, 2011 SKCA 143.  

 

[110] In my view, the Disclosed Information in this case merely establishes 

the identity of the contractual user of the IP address, who in this case was not 

the accused. The potential that the Disclosed Information might in this case 

eventually reveal much about the individual and the individual’s activity is, in 

my view, neither here nor there. In my respectful view, the fact that the 

Disclosed Information is of such a quality that it is capable of being used to 

assist in obtaining a search warrant which will lead to revealing to the police 

more intimate details about a person once the warrant is granted and executed, 

does not take it beyond what it is at this stage – simply name, address and 

telephone number. Theoretically, all the assertions in an information to obtain 

a search warrant have the potential of revealing to the police more intimate 

details of a person once the search warrant is granted and executed. In this 

respect the Disclosed Information has, in my view, no different special quality 

than any other piece of information that the police may receive prior to the 

warrant which furthers their investigation. 
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[111] Other than this one issue, I concur with the reasons of Caldwell J.A. 

 

  DATED at the City of Regina, in the Province of Saskatchewan, this 25th 

day of November, A.D. 2011. 

 

 

      “Ottenbreit J.A.”__________________ 

     Ottenbreit J.A. 
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CAMERON J.A.  
 
 
[1] I have had the advantage of reading the draft reasons for judgment of my 

colleague, Ottenbreit J.A., dismissing this appeal. I, too, would dismiss the appeal, 

but for somewhat different reasons.  

 

[2] My colleague has set out the background facts, so I need not recount them. At 

the heart of the case lies the information the police sought and obtained from 

SaskTel as the accused’s Internet Service Provider. The information consisted of the 

IP Address SaskTel had assigned to him as of a specific date and time.  

 

[3] I am of the view the accused enjoyed a reasonable expectation of privacy in 

relation to this information, because the information was private and confidential, 

and because information of this nature is potentially capable of revealing much 

about the individual, and the online activity of the individual inside the home.  

Hence, I have concluded that the conduct of the police in obtaining the information 

from SaskTel constituted a search within the meaning of section 8 of the Charter. 

However, I have also concluded that the search was reasonable, and in consequence 

I, too, would dismiss the appeal.     

 

[4] I have come to these conclusions on the following bases, beginning with the 

governing framework of principle.    

 

1.  The Framework of Principle Governing the Matter     

 

[5] Section 8 of the Charter guarantees the right of everyone to be secure against 
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unreasonable search or seizure. That being so, its principal purpose lies in protecting 

persons from unreasonable state intrusion upon their privacy or, expressed 

positively, to protect the person’s reasonable expectation of privacy in relation to 

the state. This makes it necessary, when the section is invoked, to assess the person’s 

interest in being left alone by the government against the government’s interest in 

intruding upon the privacy of the person for the purpose of law enforcement: Hunter 

v. Southam, [1984] 2 S.C.R. 145.  

 

[6] This assessment, when the section is invoked in relation to police conduct in 

the course of a criminal investigation, entails a two step inquiry: (1) whether the 

conduct of the police constituted a “search” within the meaning of section 8 and, if 

so, (2) whether the search was reasonable: R. v. Tessling, 2004 SCC 67, [2004] 3 

S.C.R. 432.  

 

(1) The First Step of the Inquiry  

  

[7] This step is governed by the following general principles, drawn from 

Tessling’s case.   

 

[8] To begin with, the onus of establishing that a search has occurred is on the 

person who invokes the protection of the section. If the conduct of the police is 

shown to have intruded upon a reasonable expectation of privacy in the person, a 

“search” will have occurred. For this purpose, the person must enjoy a subjective 

expectation of privacy in the subject matter of the alleged search, and his or her 

expectation must be objectively reasonable. Otherwise there is no expectation of 

privacy and therefore no search.  
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[9] A subjective expectation of privacy may be presumed to exist in some 

circumstances, but the objective reasonableness of that expectation must always be 

demonstrated on the basis of the totality of the circumstances.  

 

[10] In a case featuring allegedly confidential and private information about a 

person in the hands of a third party, the totality of the circumstances includes: 

•  the nature of the privacy interest asserted by the person;  

•  the precise nature of the subject matter of the alleged search;  

•  the relationship between the third party and the person;  

•  the legal framework governing disclosure of the information;  

•  the intrusiveness of the alleged search; and  

•  such other factors as may bear upon the strength or weakness of the 

expectation of privacy at issue.      

 

[11] When it comes to the nature of the privacy interest asserted by the person, it 

is necessary to bear in mind that privacy interests include personal privacy 

(concerning one’s body and bodily integrity), territorial privacy (the places one 

occupies, such as the home or the workplace), and informational privacy (the 

information about self that one may or may not wish to have disclosed).    

 

[12] As for territorial privacy, Mr. Justice Binnie, who delivered the unanimous 

judgment of the Court in Tessling’s case, observed that privacy in the home is of 

foremost concern:   

22 The original notion of territorial privacy ("the house of everyone is to him 
as his castle and fortress": Semayne's Case, [1558-1774] All E.R. Rep. 62 (1604), 
at p. 63) developed into a more nuanced hierarchy protecting privacy in the home, 
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being the place where our most intimate and private activities are most likely to 
take place (Evans, [[1996] 1 S.C.R. 8], at para. 42; R. v. Silveira, [1995] 2 S.C.R. 
297, at para. 140, per Cory J.: "[t]here is no place on earth where persons can have 
a greater expectation of privacy than within their 'dwelling-house'"; R. v. Feeney, 
[1997] 2 S.C.R. 13, at para. 43)…. 

  

[13] With that, Justice Binnie turned to informational privacy and what it entails:   

23 Beyond our bodies and the places where we live and work, however, lies the thorny 
question of how much information about ourselves and activities we are entitled to shield 
from the curious eyes of the state (R. v. S.A.B., [2003] 2 S.C.R. 678, 2003 SCC 
60)….Informational privacy has been defined as "the claim of individuals, groups, or 
institutions to determine for themselves when, how, and to what extent information about 
them is communicated to others": A. F. Westin, Privacy and Freedom (1970), at p. 7. Its 
protection is predicated on 

the assumption that all information about a person is in a fundamental way his 
own, for him to communicate or retain ... as he sees fit. 

(Report of a Task Force established jointly by Department of 
Communications/Department of Justice, Privacy and Computers (1972), at p. 13). 
[Emphasis in S.C.R.] 
 

 

[14] It is one thing, of course, to define the notion of informational privacy in 

general terms, another to work with it in striking the balance between interests of the 

individual and those of the state. Recognizing this, Justice Binnie said: 

25 Privacy is a protean concept, and the difficult issue is where the 
"reasonableness" line should be drawn. Sopinka J. offered a response to this 
question in the context of informational privacy in Plant, supra, at p. 293, as 
follows: 

In fostering the underlying values of dignity, integrity and autonomy, it is fitting 
that s. 8 of the Charter should seek to protect a biographical core of personal 
information which individuals in a free and democratic society would wish to 
maintain and control from dissemination to the state. This would include 
information which tends to reveal intimate details of the lifestyle and personal 
choices of the individual. [Emphasis in S.C.R.] 

26 I emphasize the word "include" because Sopinka J. was clear that his 
illustration ("intimate details of the lifestyle and personal choices") was not meant 
to be exhaustive, and should not be treated as such. Nevertheless, Plant clearly 
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establishes that not all information an individual may wish to keep confidential 
necessarily enjoys s. 8 protection.  

 

[15] There is one other thing of note about all of this. Justice Binnie also explained  

that the various privacy interests may overlap:  

24 The distinction between personal, territorial and informational privacy 
provides useful analytical tools, but of course in a given case, the privacy interest 
may overlap the categories. Here, for example, the privacy interest is essentially 
informational (i.e. about the respondent's activities) but it also implicates his 
territorial privacy because although the police did not actually enter his house, that 
is where the activities of interest to them took place. 

 
[16] In sum, then, this is the framework of principle governing the first step of 

the inquiry: whether, in the case of police conduct, the conduct constituted a 

search within the meaning of section 8. I should add, perhaps, that this is but a 

brief summary, and there are other cases with a further bearing upon the subject, 

including in particular R. v. Plant, [1993] 3 S.C.R. 281; R. v. Patrick, 2009 SCC 

17, [2009] 1 S.C.R. 579; and, most recently, R. v. Gomboc, 2010 SCC 55, [2010] 

3 S.C.R. 211. For the moment, however, this will do.   

 

(2) The Second Step of the Inquiry   

 

[17] This step is concerned with the reasonableness of a search. Accordingly, it is 

necessary to take this step only if the person who invoked section 8 establishes that 

the conduct of the police amounted to a search. In that event, the question is whether 

the search was reasonable and, in the case of a warrantless search, the Crown bears 

the burden of the demonstration. Two basic principles are at work in this context. 

The first is that a warrantless search, while capable of constituting a reasonable 

search, is presumptively unreasonable: R. v. Collins, [1987] 1 S.C.R. 265. The 
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second is that, even so, a search is “reasonable” if (a) it is authorized by law; (b) the 

law is reasonable; and (c) the search is carried out in reasonable manner: Collins.  

 

2. The Application of this Framework of Principle to the Present Case    

 This, of course, entails conducting the two-step in inquiry referred to above.   

 

(1) Step One of the Inquiry.   

 

[18] The question here is whether the accused made out a sufficient case to engage 

section 8. In other words, can he be taken to have established that the conduct of the 

police constituted a search within the meaning of the section?   

 

[19] This comes down to whether he enjoyed a reasonable expectation of privacy 

in the information sought and obtained by the police from SaskTel for the purposes 

of furthering their investigation and laying the groundwork for obtaining a search 

warrant—a warrant enabling them to search his home, seize his computer, and 

search the computer for evidence he accessed, possessed and made available child 

pornography contrary to section 163 of the Criminal Code. 

 

[20] The police sought and obtained from SaskTel information regarding the 

Internet Protocol Address it had assigned to him in relation to his access to the 

Internet. Whether he enjoyed a reasonable expectation of privacy in relation to this 

information reduces to this: Did he harbor a subjective expectation of privacy in that 

information, and if so, was his expectation objectively reasonable having regard for 

the totality of the circumstances?  
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[21] I am satisfied this is an appropriate case in which to ascribe to him a 

subjective expectation of privacy in relation to this information, even though he did 

not testify to this. I say this having regard for the nature and quality of the 

information—a matter I shall come to shortly—and the relatively low threshold at 

work here. In principle, the point finds illustration in R. v. Gomboc (cited above).  

 

[22] The critical question, then, is whether his expectation of privacy in relation to 

this information may be seen to have been reasonable when viewed objectively in 

light of the totality of the circumstances and from the perspective of the reasonable 

and informed person concerned about the protection of privacy. As Justice Binnie 

observed in R. v. Patrick (cited above): 

[14] … Privacy analysis is laden with value judgments which are made 
from the independent perspective of the reasonable and informed person who 
is concerned about the long-term consequences of government action for the 
protection of privacy.      [emphasis added]  

 
With this in mind I turn to the totality of the circumstances, beginning with the 

nature of the privacy interest being asserted.   

 

(i)  the nature of the privacy interest asserted by the accused    

 

[23] For the most part, he asserted an informational privacy interest: one having to 

do with when and how and to what extent the information held by SaskTel as his 

Internet Service Provider was communicated to others. In a sense he also asserted a 

territorial privacy interest, claiming the information sought and obtained by the 

police touched upon his activity within his home.  
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[24] In asserting these interests he suggested they were inextricably linked to his 

own use of his own computer in his own home, suggesting this served virtually in 

itself to demonstrate that he had a reasonable expectation of privacy in the subject 

matter of the alleged search: R. v. Kwok, [2008] O.J. No. 2414 (QL); R. v. Cuttell, 

2009 ONCJ 471, 247 C.C.C. (3d) 424. I think the point is overdrawn in the sense at 

least that there is more to the analysis than this. But I do acknowledge the general 

idea that privacy and confidentiality are very much associated with the use and 

content of one’s computer. The idea finds expression in the opening remarks of Mr. 

Justice Fish in R. v. Morrelli, 2010 SCC 8, [2010] 1 S.C.R. 253, remarks with which 

I entirely agree:  

2 It is difficult to imagine a search more intrusive, extensive, or invasive of 
one's privacy than the search and seizure of a personal computer. 

3 First, police officers enter your home, take possession of your computer, 
and carry it off for examination in a place unknown and inaccessible to you. There, 
without supervision or constraint, they scour the entire contents of your hard drive: 
your emails sent and received; accompanying attachments; your personal notes and 
correspondence; your meetings and appointments; your medical and financial 
records; and all other saved documents that you have downloaded, copied, scanned, 
or created. The police scrutinize as well the electronic roadmap of your cybernetic 
peregrinations, where you have been and what you appear to have seen on the 
Internet--generally by design, but sometimes by accident. 

 

[25] As I say, I think the accused has overdrawn his point, inasmuch as there is 

more to the analysis than he suggests. Nevertheless, the point serves, first, to add to 

the understanding of the nature of informational privacy when it comes to personal 

computer use and, second, to buttress his assertion of territorial privacy in the sense, 

noted in Tessling at para. 24, that “although the police did not actually enter his 

house, that is where the activities of interest to them took place.”   
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[26] Beyond this lies a point of more specific significance in assessing the totality 

of the circumstances, namely the subject matter of the alleged search.  

 

(ii)  the subject matter of the alleged search    

[27] It is imperative that this be accurately identified. As remarked upon by Justice 

Binnie in R. v. Patrick (cited above):   

29 It is essential at the outset to identify the subject matter of the alleged 
search: Tessling (at paras. 34 and 58). In R. v. Kang-Brown, 2006 ABCA 199, 210 
C.C.C. (3d) 317, the Alberta Court of Appeal accepted the Crown’s argument that 
the subject matter of the sniffer-dog search was the public airspace surrounding a 
traveler’s bag. In this Court, the subject matter was found to be the contents within, 
and specifically the existence of narcotics (2008 SCC 18, [2008] 1 S.C.R. 456). The 
differing perspectives made a major contribution to a different result.  

 

[28] Mindful of this, I note that here the police requested SaskTel to provide them 

with “any information relating to the information on IP 207.47.225.82 on July 24, 

2007 at 18:37 hrs. (local Saskatchewan time).”  

 

[29] It is important to the understanding of this request to place it in context. To 

begin with, the request was made of SaskTel in its capacity as an Internet Service 

Provider. As an Internet Service Provider, SaskTel is in the business of providing 

access to the Internet to computer owners who subscribe for this service and pay for 

it. Those who do so may access the Internet by means of either a “Dial Up” or “High 

Speed” service provided by SaskTel through its telephone lines. Each time the 

subscriber accesses the Internet in one or the other of these ways, or “goes online” so 

to speak, SaskTel assigns the subscriber a discrete Internet Protocol Address, or IP 

Address. This consists of a 30 bit number unique to SaskTel. If the subscriber goes 

online by way of the Dial Up service, SaskTel assigns an IP address each time the 
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subscriber does so, and the number changes each time. If the subscriber goes online 

via the High Speed service, SaskTel again assigns the subscriber an IP address each 

time the subscriber does so, but the number remains largely constant.   

 

[30] Not surprisingly, perhaps, SaskTel maintains an electronically stored record 

of the IP addresses it assigns to each of its subscribers each time they access the 

Internet. How long it maintains this record we do not know. But we do know that for 

some period of time SaskTel is able to determine from this record on what day, and 

at what time during the day, one of its subscribers (or someone using the 

subscriber’s Internet service), was online. It is able to do this with reference to the 

assigned IP Address. SaskTel also maintains electronically stored Customer 

Account records, containing the name and billing address and telephone number of 

each of its customers, together with a description of the services for which each has 

subscribed.    

 

[31] This, coupled with the knowledge the police had gained in their investigation 

up to the point of contacting SaskTel, serves to explain why the police requested 

SaskTel to provide them with any information it had regarding “IP Address 

207.47.225.82 on July 24, 2007 at 18:37 hrs. (local Saskatchewan time).” It also 

serves to explain SaskTel’s response. In response, SaskTel brought up its 

electronically stored IP Addresses and Customer Account records, and then 

informed the police that, as of this date and time, IP address 207.47.225.82 was 

assigned to Brian Trapp whose civic address for billing purpose was #90, 219 Grant 

Street, Saskatoon, Saskatchewan, and whose telephone number was 306-249-4610.1  

                                              
1  In fact SaskTel imprudently provided the police with more information than this, including information 
about which television channels the accused had subscribed for, but for present purposes that is neither here 
nor there.  
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[32] This, then, is the information the police sought and obtained from SaskTel, 

which is to say this is “the information in question”, and it is this information that 

formed “the subject matter of the alleged search.”   

 

[33] That said, it remains to identify the import or quality of this information, 

having regard for the principle that section 8 protects a biographical core of personal 

information, including information tending to reveal intimate details of the lifestyle 

and personal choices of the individual.  

 

[34] We heard a good deal of argument about this, replete with all manner of 

analogy. Leaving aside the analogies, which are only distracting, counsel for the 

Attorney General contended that the information in question does not contain a 

biographical core of personal information, for it is merely “subscriber information” 

or “customer information.” Or it is nothing more than “name, address, and telephone 

number information” published in the telephone directory and available in the public 

domain; or “tombstone-like” information.  In support of this contention, counsel for 

the Attorney General cited a number of lower court decisions in which similar 

information was similarly characterized, including R. v. McNeice, 2010 BCSC 1544 

and R. v. Spencer, 2009 SKQB 341, 361 Sask. R. 1.  

 

[35] With respect I do not find these characterizations to be particularly helpful. 

The information that forms the subject matter of the alleged search is what it is. And 

it seems to me there is no need to label it. Either it contains a biographical core of 

personal information or it does not, and I think it is unhelpful to the determination of 

that issue to label the information in some such way. Even worse, such labels are apt 
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to skew the analysis. To label information of this kind as mere “subscriber 

information” or “customer information”, or nothing but “name, address, and 

telephone number information”, tends to obscure its true nature. I say this because 

these characterizations gloss over the significance of an IP address and what such an 

address, once identified with a particular individual, is capable of revealing about 

that individual, including the individual’s online activity in the home.   

 

[36] Here, for example, the police were able to learn, once informed about the 

name of the person to whom SaskTel had assigned the IP address in question, that 

the accused, or likely the accused, was online at 6:37 pm on July 4, 2007 and logged 

onto the Gnutella network. This enabled them, in turn, to complete a history of his 

activity on that network. And apparently this is but the beginning of what someone 

might learn of another if supplied with the identity of the person to whom an IP 

address is assigned.  

 

[37] The point, at least at this stage of the inquiry, is not about what the police did, 

but rather about the quality of this kind of information, namely its potential to reveal 

much about the individual, and the individual’s activity in the home.       

 

[38] True, people routinely disclose to others their names and addresses and 

telephone numbers, and routinely allow access to information about what goes on 

inside the home, but only for some purposes, not for all. The point was aptly made 

by Justice Fish in R. v. Gomboc (cited above).  

[100]  Every day, we allow access to information about the activities taking place 
inside our homes by a number of people, including those who deliver our mail, or 
repair things when they break, or supply us with fuel and electricity, or provide 
television, Internet and telephone services. Our consent to these “intrusions” into 
our privacy, and into our homes, is both necessary and conditional: necessary, 
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because we would otherwise deprive ourselves of services nowadays considered 
essential; and conditional, because we permit access to our private information for 
the sole, specific, and limited purpose of receiving those services.[emphasis added] 

[101] A necessary and conditional consent of this sort does not trump our 
reasonable expectation of privacy in the information to which access is afforded for 
such a limited and well-understood purpose. When we subscribe for cable services, 
we do not surrender our expectation of privacy in respect of what we access on the 
Internet, what we watch on our television sets, what we listen to on our radios, or 
what we send and receive by e-mail on our computers.  

 

[39] I quite agree that, when one subscribes for Internet access service, one does 

not surrender one’s expectation of privacy regarding what one chooses to access 

on the Internet. The point finds reinforcement in the following remarks of Justice 

Sopinka in R. v. Plant at p. 292 (cited above):  

 Some indication of the parameters of the protection afforded by s. 8 with 
respect to informational privacy can be derived from the following passage from 
the reasons of La Forest J. in Dyment, [[1988] 2 S.C.R. 417], at pp. 429-30, 
commenting on the Report of the Task Force on Privacy and Computers: 

In modern society, especially, retention of information about oneself is extremely 
important. We may, for one reason or another, wish or be compelled to reveal such 
information, but situations abound where the reasonable expectations of the 
individual that the information shall remain confidential to the persons to whom, 
and restricted  to the purposes for which it is divulged, must be protected. 
[emphasis added] 

 

[40] In sum, I am of the opinion the whole of the above considerations (including 

in particular those having to do with the nature and quality of the information in 

question), militate strongly in favor of an objectively reasonable expectation of 

privacy in relation to that information and, hence, the subject matter of the alleged 

search.   

 

[41] This, of course, is but the beginning of the inquiry. The remaining 
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circumstances have to be considered, including the fact the information in question 

was in the hands of a third party, namely SaskTel, and was under its control. This 

brings me to the relationship between SaskTel and the accused and, more 

particularly, to how SaskTel was to treat information of this kind and what authority 

it had to disclose such information to others. Naturally, the broader that authority, 

the narrower becomes the expectation of privacy, and vice versa.  

  

(iii)  the relationship between SaskTel and the accused 

 

[42] SaskTel provided the accused with telephone, Internet, and cable television 

service. It did so in accordance with the “General Terms of Service” agreed to by 

SaskTel and its customers. The “General Terms of Service” include the following 

provisions:     

69.1 All information which SaskTel has about the customer is confidential except: 

(a) the customer’s name, address and telephone number listed in the 
SaskTel telephone directory, and  

(b) the customer’s name, address, and telephone number available through 
directory assistance. 

69.2 Customers may request that their name, address and telephone number:  

(a)  not be published, in which case they will not be listed in any SaskTel 
directory and will not be available through directory assistance, or  

(b)  not be listed in any SaskTel telephone directory but still be made 
available through directory assistance….  

. . . 
 
69.4 Unless a Customer provides express consent or disclosure pursuant to 
legal power, all information kept by SaskTel regarding the customer, other 
than the customer’s name, address and listed telephone number, is 
confidential and may not be disclosed by SaskTel to anyone other than: 

(a) the customer 
(b) an agent, who in the reasonable judgement of SaskTel is seeking 
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the information on behalf of the customer,  
. . . 
(f) a public authority or agent of a public authority, if in the reasonable 
judgement of SaskTel it appears that there is imminent danger to life 
or property which could be avoided or minimized by disclosure of the 
information. 
. . . 

69.5 Despite the restrictions in item 69.4, SaskTel may disclose confidential 
customer information if:  

(a) the customer provides written consent, 
(b) SaskTel is ordered to disclose the information by a court or 
administrative tribunal of competent jurisdiction, or  
(c) SaskTel is otherwise legally empowered to disclose the 
information.  

 

[43] To the extent these provisions bear upon SaskTel’s contractual authority to 

disclose to others the name, address, and telephone number of a subscriber, I regard 

them as largely irrelevant, given what I have had to say about information of this sort, 

contrasted with information of the nature and quality of the information in question. 

  

[44] That said, I am of the opinion these provisions are generally supportive of the 

accused’s claim to an objectively reasonable expectation of privacy in the 

information in question and, therefore, the subject matter of the alleged search. 

There are two reasons for this. First, these provisions rendered the information 

“confidential”. Second, they imposed an obligation upon SaskTel not to disclose 

such information to others except on the narrow authority specified in article 69.5, 

namely with consent, or pursuant to an order, or as “otherwise legally empowered.” 

       

[45] Of these three, only the last is relevant to this case. It is found in clause (c) of 

article 69.5. I think this clause tends to weaken the reasonable expectation of privacy 
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under consideration but not appreciably.  I say that for the reasons that follow.  

 

[46] To begin with this clause states in effect that, despite the restrictions 

mentioned in article 69.4, SaskTel “may” disclose to others confidential information 

if  “otherwise legally empowered” to do so. This suggests SaskTel cannot divulge 

confidential information pertaining to its Internet access subscribers in the absence 

of some external legal authority permitting it to do so. It also suggests that, even 

when such authority exists, SaskTel retains the discretionary power to disclose or 

not disclose such information.  

  

[47] On what basis SaskTel might exercise this discretion, having regard for the 

whole of the provisions of the “General Terms of Service” bearing upon 

confidentiality and disclosure, is debatable. But the reasonable person might well 

think that SaskTel does not enjoy an unfettered discretion to divulge confidential 

information to others —unfettered, that is, beyond the prerequisite of being “legally 

empowered” to do so. Otherwise, the information loses much if not all of its 

confidential character. And the element of confidentiality in the relationship is 

substantially compromised. So, the reasonable person might well think that SaskTel 

would be highly circumspect when it comes to divulging to others confidential 

information of the nature and quality of the information in question.  This is why I 

say that, while clause (c) of article 69.5 of the “General Terms of Service” tends to 

weaken the objective reasonableness of the accused’s expectation of privacy in 

relation to the information in question, it does not do so appreciably.  

 

[48] However, I recognize that there may be an indication to the contrary in the 

specific context in which SaskTel is “otherwise legally empowered” to disclose 
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confidential information to others, particularly the police. And it is this to which I 

now turn.  

 

(iv) the legal power of SaskTel to disclose to the police  

 
[49] SaskTel is empowered by statute to disclose personal information about its 

subscribers to prescribed law enforcement agencies and investigative bodies. Rather 

ironically, perhaps, this power is found in a statute devoted in major part to the 

privacy of the individual and the protection of private information. The power is 

found in The Freedom of Information and Protection of Privacy Act, S.S. 1990-91, 

c. F-22.01, and more specifically in subsection 29(2)(g) of the Act, which reads thus:  
29(2) Subject to any other Act or regulation, personal information in the 
possession or under the control of a government institution may be disclosed  
 …. 

(g)  to a prescribed law enforcement agency or a prescribed investigative 
body: 

(i) on the request of the law enforcement agency or 
investigative body; 

(ii) for the purpose of enforcing a law of Canada  or a province 
or territory or carrying out a lawful investigation; and  

(iii) if any prescribed requirements are met.  

 

[50] Before turning to how this subsection affects the expectation of privacy under 

consideration, I should like to point out that the constitutional validity of the 

subsection is not in issue. We must therefore assume that it is constitutionally sound 

as it stands. I should also like to point out, first, that SaskTel is a Crown Corporation 

and is identified as such in The Freedom of Information and Protection of Privacy 

Regulations as “a government institution”; second, that the Saskatoon Police Service 

is a “prescribed law enforcement agency” under the Regulations; and, third, that the 
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Regulations contain no “prescribed requirements” as contemplated by clause (iii) of 

subsection 29(2)(g), at least not in relation to a request of SaskTel by a law 

enforcement agency.    

 

 [51] That aside, it was suggested in argument that the police sought and obtained 

the information in question on the authority of subsection 29(2)(g). I do not agree. 

True, the police sought the information with the subsection in mind, but they did not 

do so on the authority of it in the strict sense. The subsection does not confer police 

power. Rather it confers authority on government institutions, SaskTel included, to 

disclose “personal information” about others to the police for the purpose of 

furthering a lawful police investigation.  

  

[52] With that, I turn to the significance of subsection 29(2)(g), and the authority it 

confers on SaskTel  to disclose private information to the police (i) on request, 

(ii) for the purpose of a lawful police investigation, and (iii) in accordance with 

prescribed requirements. Since in this instance there are no prescribed requirements, 

as contemplated by clause (iii) of the subsection, it appears the only strictures on the 

exercise of this authority are those mentioned in clauses (i) and (ii) of the subsection, 

and those that may flow by implication from a fully contextual interpretation of the 

subsection, including the purpose of Part IV of the Act, which is expressly dedicated 

to protection of privacy. Either that, or presumably such strictures as exist must be 

found elsewhere as, for example, in statutory provisions specific to the institution, 

or in its contractual or other obligations.  

 

[53] In any event, since the subsection states in effect that SaskTel “may” on 

request of the police disclose private information about others to the police for the 
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purpose of a lawful investigation, the subsection appears to confer discretionary 

authority to do so. That is the usual implication of employing the word “may” in 

place of “shall”, implying that the holder of the authority can lawfully decide 

whether or not to exercise that authority.  

 

[54] It is unnecessary to be definitive about this, however, for we are here 

concerned only with what a reasonable person, alert to the provisions of articles 69.4 

and 69.5 of the “General Terms of Service” and subsection 29(2)(g) of the Act,  

might reasonably expect of SaskTel, as an Internet Service Provider, when asked by 

the police to disclose to them confidential and private information of the nature and 

quality of the information in question. That such information is confidential is clear 

from the “General Terms of Service.” That it is private is clear from the Act.     

 

[55] It seems to me that a reasonable person, mindful of the fact such confidential 

and private information is potentially capable of revealing much about the online 

activity of the individual in the home, and mindful, too, of the obligations of SaskTel 

to its subscribers, might reasonably expect SaskTel to exercise a meaningful 

measure of independent and informed judgment before voluntarily disclosing such 

information to the police. This is especially so, I might add, of the reasonable and 

informed person concerned about the long-term consequences of government action 

for the protection of privacy.       

 

[56] It appears that other Internet Service Providers, sensitive to the quality of this 

kind of information, require a search warrant before disclosing such information to 

the police. (See R. v. Cuttell, cited above). We do not know whether SaskTel, as an 

Internet Service Provider, has adopted any policy in this regard. All we know is that, 
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if it has done so, the policy does not find expression in the “General Terms of 

Service”, and that in this instance SaskTel complied with the request of the police 

without suggesting the police might obtain a search warrant or an order of the court 

requiring production of the information. It might be noted that such “production 

orders” may be obtained on ex parte application under section 487.012 of the 

Criminal Code if the police have reasonable and probable grounds to believe an 

offence has been committed, or is suspected of being committed, and the person 

from whom production is sought is not implicated and is in possession of documents 

or data affording evidence of the commission of the offence.  

 

[57] On the whole, my point is two-fold. First, the reasonable person might 

reasonably expect SaskTel, as an Internet Service Provider, to exercise a meaningful 

measure of independent and informed judgment before disclosing information of the 

kind in question to the police on request. Second, it is not beyond the pale to suppose 

that in circumstances such as these a reasonable and informed person, concerned 

about the long-term consequences of the actions of government institutions for the 

protection of privacy, might expect SaskTel to suggest to the police that a production 

order might be appropriate having regard for the fact information such as this is both 

confidential and private, and is capable of revealing much about the individual and 

the individual’s online activity in the home. I do not mean to imply this is necessarily 

so, but I do think it is not beyond the pale to suppose that a reasonable and informed 

person, thus concerned, might see the matter in this way.    

 

[58] Having regard for the foregoing, it seems to me that the combined effect of 

clause (c) of article 69.5 of the “General Terms of Service” and paragraph (g) of 

subsection 29(2) of the Act, serves to some extent to diminish the reasonable 
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expectation of privacy in issue but does not serve to negate it. In my judgment it 

would take more than this to negate an objectively reasonable expectation of privacy 

in relation to information of the nature and quality of the information in question.    

 

[59] That, then, brings me to the intrusiveness of the alleged search and such other 

factors as may bear upon the strength or weakness of the expectation of privacy 

under consideration.   

 

 (v) the intrusiveness of the alleged search   

  

[60] Obviously, the alleged search occurred on the premises of SaskTel. And since 

the information in question was in its hands as a third party, and all the police did 

was request SaskTel to voluntarily disclose it to them, the alleged search cannot on 

the face of it be said to be anything but minimally intrusive, if that.   

 

[61] Beneath the surface of it, however, lies the subject matter of the alleged search, 

namely the information in question and what it was capable of revealing about the 

accused, including his online activity initiated in his home. In this sense, the alleged 

search, while unobtrusive on the surface of it, was nevertheless distinctly intrusive 

of his privacy, which is to say his informational privacy in particular and his 

territorial privacy as well.  As mentioned above, while the police did not actually 

enter his home, this is where the activities of interest to them took place.  

 

[62] On this view of the relative intrusiveness of the alleged search, I conclude that 

there is little here to appreciably weaken the accused’s claim to an objectively 

reasonable expectation of privacy in the information in question.    
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[63] As for such other factors as may bear upon the matter, I note that there was a 

time when the seriousness of the offence under investigation had a bearing. But this 

is no longer so. As Justice Binnie observed on behalf of the Court in Tessling’s case:  

64     I wish to add one further observation. In Plant, Sopinka J. listed the 
seriousness of the offence as a factor in the "balance" sought to be achieved in s. 8 
of the Charter (p. 295). Undoubtedly the "seriousness of the offence" has a role to 
play in striking "the balance", but I do not think that it is a factor in determining 
whether the respondent did or did not have a reasonable expectation of privacy in 
the heat distribution patterns on the outside of his house. Rather, it may more 
logically arise at the stage the court considers whether a particular search was 
reasonable, or whether the evidence obtained by an unreasonable search may be 
admitted into evidence under s. 24(2) of the Charter. 

 

[64] On the totality of the circumstances, then, I am satisfied that the accused 

enjoyed a reasonable expectation of privacy in relation to the subject matter of the 

alleged search and that the police intruded upon his privacy when it sought and 

obtained the information in question from SaskTel. That being so, I am satisfied a 

search occurred within the meaning of section 8.  

  

[65] That, then, takes me to the reasonableness of the search and the second step 

of the inquiry.   

 

 (2) Step Two of the Inquiry  

 

[66] The first question here is whether the search was authorized by law. The 

police may be taken to have conducted the search on the authority of section 487.014 

of the Criminal Code. In general, this section allows a police officer, without a 

“production order”, to request a person to voluntarily provide information about 
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another, provided the person of whom the request is made is not prohibited by law 

from disclosing such information.      

 

[67] This section was enacted in 2004 in the context of the enactment, among 

others, of section 487.012. Section 487.012 empowers the courts to make 

“production orders” requiring a person (other than a person under investigation), to 

produce documents and data to peace officers or other public officers if there are 

reasonable grounds to believe an offence has been committed (or is suspected of 

having been committed), and the documents or data will afford evidence thereof. 

Thus subsection 487.014(1) reads as follows:  

487.014(1) Power of peace officer—For greater certainty, no production order is 
necessary for a peace officer or public officer enforcing or administering this or any 
other Act of Parliament to ask a person to voluntarily provide to the officer 
documents, data or information that the person is not prohibited by law from 
disclosing.    

 

[68] I note at the outset that the constitutional validity of this subsection is not in 

issue in this case. The constitutional validity of the subsection was neither 

challenged, nor argued. We must therefore assume the subsection is constitutionally 

sound. I also note that these are relatively new provisions, and as far as we know 

they have not been interpreted, either standing alone or alongside the Charter. The 

Supreme Court of Canada had occasion recently to consider the provisions of which 

section 487.014 forms a part, namely those pertaining to production orders: 

Tele-Mobile Company v. Ontario, 2008 SCC 12 [2008] 1 S.C.R. 305. But the issue 

there was a particularly narrow one (whether the cost associated with responding to 

such an order might be recovered), so the case did not engage section 487.014.   

  

[69] That said, the section is quite straightforward. The express language of the 
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section may carry with it some implied limitations, but even so I am of the view that 

in this case the police were able to rely on the section to seek and obtain from 

SaskTel the information in question.  I say this for two reasons.  

 

[70] First, the police had reasonable and probable grounds to believe that an 

offence or offences against section 163 of the Criminal Code had been committed 

and that SaskTel was in possession of information affording evidence thereof. I do 

not say this was necessary, as a matter of law, to enable the police to act on section 

487.014. I only state this to be the fact. But should the law come to require this, as 

a prerequisite to acting on the section, the requirement was met. Second, the police 

had every reason to believe that SaskTel was not prohibited by law from disclosing 

this information. Indeed, the police expressly referred to section 29(2)(g) of The 

Freedom of Information and Protection of Privacy Act in requesting of SaskTel to 

disclose the information. Again I merely state this to be the fact. And, of course, 

SaskTel voluntarily released the information on the request of the police.  

 

[71] I conclude from this that the search was authorized by law, that the law is 

reasonable in the sense it is here assumed to be constitutionally sound, and that the 

manner in which the search was conducted was reasonable.  

 

[72]   For the whole of these reasons, then, I too would dismiss the appeal.  

 

 Dated this 25th day of November, 2011.  

  

 

      “Cameron J.A.”___________ 
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      Cameron J.A.  
 
 
I concur:  
       “Jackson J.A.”    
      Jackson J.A.   
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Ottenbreit J.A. 

 

I. Introduction 

[73] Brian Arnold Trapp (“Mr. Trapp”) appeals from his conviction in the 

Provincial Court on November 5, 2009 on the following charges: 

Count 1. On or about the 24th day of July, A.D. 2007, at or near 
Saskatoon, Saskatchewan did make available child 
pornography, contrary to section 163.1(3) of the Criminal 
Code (“the Code”). 

Count 2. On or about the 24th day of July, A.D. 2007, at or near 
Saskatoon, Saskatchewan did access child pornography, 
contrary to section 163.1(4.1) of the Code. 

Count 3. Between the 24th day of July, A.D. 2007, and the 28th day of 
August, A.D. 2007, at or near Saskatoon, Saskatchewan did 
have in his possession child pornography, contrary to 
section 163.1(4) of the Code. 

Count 4. On or about the 28th day of August, A.D. 2007, at or near 
Saskatoon, Saskatchewan did have in his possession child 
pornography, contrary to section 163.1(4) of the Code. 

 

[74] On each of the charges, Mr. Trapp received a sentence of 13 months 

incarceration plus three years probation, a three-year s. 161 order, a DNA 

order and a 20-year sex offender registry order. The matter proceeded in two 

stages; first a Charter application on which Mr. Trapp was unsuccessful and 

then the trial proper.  Both proceeded on an agreed statement of facts. 

 

II. Evidence and Background 

[75] Constable Shepherd (“Shepherd”) was a member of the Saskatoon 

Police Service. She had been trained as an undercover investigator monitoring 

peer-to-peer file-sharing on the Internet to determine if any users recently had 
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child pornography on their computers and were trading that child pornography 

with other users. She was conducting an undercover investigation on the 

Gnutella Peer-to-Peer Network using publically available peer-to-peer client 

software. This network can be accessed using file sharing software such as 

Limewire. The Gnutella software when installed and running allows the user 

to search for pictures, movies and other files by entering descriptive text such 

as search terms. These terms are typically processed by a host computer based 

on the information about the file which has been sent by individual users.   

 

[76] During the installation of the Gnutella client software, various settings 

are established which configure that computer to share files. Typically, a 

setting establishes the location of one or more selected directories or folders 

whose contents (files) are made available to other Gnutella users to download 

if they establish a one-to-one connection with that computer. This location is 

commonly referred to as a shared folder. A setting on the computer controls 

whether or not other users of the network can obtain a list of the files being 

shared by that computer on the network.   

 

[77] Shepherd was searching for images or videos of child pornography 

using key words known to be associated with these types of files. A search of 

the Gnutella Network would return to her a list of images and videos that had 

the keyword in the title along with their respective SHA-1 hash values. The 

SHA-1 hash value is a mathematical fingerprint which summarizes a number 

of identified data on a digital image. Every digital image has a consistent hash 

value unless it is altered. Shepherd would compare the returned list of SHA-1 

values to the police database of known child pornography to determine which 
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files are known to be child pornography. Once a specific file was identified 

as child pornography, Shepherd would begin downloading the file. While the 

file was being downloaded, the client software would display a list of 

candidates that were offering that file along with their respective internet 

protocol (IP) addresses. The IP addresses listed were checked through GnUC 

software developed by another police force as well as publically available 

software to determine their physical location. If one of the computers 

supplying a segment of requested child pornography was determined to be in 

her target area, Shepherd would browse that computer’s shared folder by 

initiating one-on-one direct line between the undercover police computer and 

that user’s computer. Browsing the user’s shared folder allowed Shepherd to 

see all the files of that user being shared on the network. 

 

[78] Shepherd proceeded with her investigation of Mr. Trapp step by step as 

follows: 

1. On the evening of July 24, 2007 Shepherd logged on to the 

Gnutella Network.  

 

2. She then browsed the network for the purpose of determining 

whether anyone in Saskatchewan had files containing child 

pornography available for sharing on the network. 

 

3. At 6:37 that evening (or at 18:37 hrs. as she put it), she discovered 

that a computer with the IP address 207.47.225.82, was logged on to the 

Gnutella network. 
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4. She then connected with that computer, browsed its shared file 

folder or folders, and discovered that they contained what she suspected 

were child pornography files available to others on the network. 

 

5. With that, she downloaded and viewed a selection of the video and 

image files contained in the shared folder or folders, compared them to 

known child pornography files, and concluded that the folder or folders 

did indeed contain child pornography files. 

 

6. She then generated an “IP History” for IP 207.47.225.82 by means 

of a software program available to the police for that purpose. The 

history showed that on July 24, 2007, as well as on several other 

occasions, the user of the computer assigned this IP address had logged 

on to the Gnutella network as a download candidate for files known to 

the police to contain child pornography. 

 

7. She then logged on to a public website, DnsStuff.com, for the 

purpose of identifying the Internet Service Provider (“ISP”) that had 

assigned IP 207.47.225.82. The ISP was shown to be SaskTel. 

 

8. She then faxed SaskTel Security for information pertaining to this 

IP address. 

 

9. More specifically, according to the documents filed by the 

prosecutor in the court below (Tab # 3 of the Binder marked as Exhibit 

P 1), she faxed a letter from the Saskatoon Police Service to SaskTel 
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Security. The letter contained an official request, made under s. 29.2 of 

The Freedom of Information and Protection of Privacy Act (“FIPPA”), 

S.S. 1990-91, c. F-22.01 for “any information relating to the 

information on IP 207.47.225.82 on July 24, 2007 at 18:37 hrs. (local 

Saskatchewan time.)” This request was expressed to be made in 

conjunction with “an ongoing investigation.” 

 

10. In response, SaskTel faxed Shepherd informing her that, as of 

18:34 hrs. on July 24, IP 207.47.225.82 “resolved to Brian Trapp.” 

Attached to the fax was a copy of SaskTel’s “Account Information” 

pertaining to Brian Trapp. The “Account Information” contained his 

civic address, #90, 219 Grant St. Saskatoon SK, and the services he had 

subscribed for, namely 

•  SaskTel Highspeed and Dialup Internet service (including his 

telephone number). 

•  Sasknet E-mail (including his e-mail address and login name). 

•  SaskTel Mobility phone service (including his cell phone 

number). 

•  SaskTel Max cable television service (including the programming 

he had subscribed for). 

 

[79] Of the whole of the information Shepherd obtained from SaskTel, the 

information vital for the purposes of the police investigation and to obtaining 

the search warrant consisted of the following: 

•  that as of 18:37 hrs. on July 24, SaskTel had assigned IP 

207.47.225.82 to a computer connected to the internet by means 
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of the internet service provided by SaskTel to a person named 

Brian Trapp and 

•  that, according to SaskTel’s records, Brian Trapp, whose 

telephone number was 306-249-4610, lived at #90, 219 Grant 

Street, Saskatoon, Saskatchewan (“the Information”). 

 

The Information served to inform the police that, at that hour on that date, a 

person in possession of a computer with access to the internet through the 

internet service provided by SaskTel to Brian Trapp at #90, 219 Grant Street, 

Saskatoon, Saskatchewan had been online using IP 207.47.225.82.  

 

[80] After Shepherd obtained the Information from SaskTel, she was able to 

obtain from SGI his date of birth, his PIC number, information on the vehicles 

registered in his name, and a physical description. She was also able to locate 

the name of Mr. Trapp’s employer. On August 21, 2007, Shepherd generated 

a second IP history report for Mr. Trapp’s IP address showing that it had been 

logged five additional times as a download candidate between July 25, 2007 

and July 26, 2007. 

 

[81] On August 23, 2007, a search warrant incorporating the Information 

provided by SaskTel was issued for the residence of Mr. Trapp at #90 - 219 

Grant Street, Saskatoon, Saskatchewan. Once at the residence, Shepherd used 

a laptop computer to check for a wireless connection in the area and 

determined that there was none. A computer was seized in a bedroom at the 

residence. Upon checking the computer’s desktop, Shepherd found icons of 

Limewire, BitLord and BitTorrent which are all file-sharing programs. 
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Mr. Trapp, in a statement given to the police, admitted that he was the only 

one who used the computer. He declined to say anything about downloads of 

any movies or images, although he did admit he used Limewire to download 

files. He initially indicated that he turned the file-sharing function of his 

computer off, although when confronted with the fact that his computer was 

set to file share, he indicated that someone must have turned it on. He 

indicated that when he sees a file involving child pornography that he 

immediately deletes it. An examination of Mr. Trapp’s computer by 

Sgt. Closson, a forensic computer analyst, confirmed that child pornography 

was located in Mr. Trapp’s computer in the shared folder in Limewire. Mr. 

Trapp’s Limewire was set up so that Mr. Trapp could share his files while 

searching but not share when he was not searching. 

 

[82] The Crown tendered, in their brief on the Charter application, part of 

the General Terms of Service (“Terms of Service”) to which every subscriber 

with SaskTel implicitly agrees. The Crown highlighted Article 57.1 of the 

Terms of Service, “Restrictions on Use of Telephone Services or Other 

SaskTel Services” which are the obligations of SaskTel customers upon 

contracting with SaskTel.  Article 57.1 reads as follows: 
57.1 Customers are responsible for ensuring that the services provided by them 

to SaskTel are not used: 

(a)  for an illegal purpose, 

(b)  in an illegal manner, 

(c)  to make annoying or offensive calls including but not limited to 
 electronic mail and facsimile transmissions, or  

(d)  in any way which prevents other customers from fairly and 
 proportionately using services provided by SaskTel. 
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Other portions of the Terms of Service, Articles 69.1, 69.2, 69.4 and 69.5, 

read as follows: 
69.1 All information which SaskTel has about the customer is confidential 
 except: 

 (a)  the customer’s name, address and telephone number listed in the  
  SaskTel telephone directory, and 

 (b)   the customer’s name, address and telephone number available  
  through directory assistance. 

69.2  Customers may request that their name, address and telephone number: 

 (a) not be published, in which case they will not be listed in any  
  SaskTel telephone directory and will not be available through  
  directory assistance, or 

 (b)  not be listed in any SaskTel telephone directory but still be made  
  available through directory assistance. 

SaskTel will charge customers for these services as per Tariff Item 160.10 
(Telephone Directory Service). 

69.4 Unless a Customer provides express consent or disclosure pursuant to legal 
power, all information kept by SaskTel regarding the customer, other than the 
customer’s name, address and listed telephone number, is confidential and may not 
be disclosed by SaskTel to anyone other than: 

 (a) the customer, 

 (b) an agent who, in the reasonable judgement of SaskTel, is seeking  
  the information on behalf of the customer, 

 . . .  

 (f) a public authority or agent of a public authority, if in the reasonable 
  judgement of SaskTel it appears that there is imminent danger to life 
  or property which could be avoided or minimized by disclosure  
  of the information.. . . 

69.5 Despite the restrictions in Item 69.4, SaskTel may disclose confidential 
 customer information if: 

 (a)  the customer provides written consent, 

 (b)  SaskTel is ordered to disclose the information by a court or  
  administrative tribunal of competent jurisdiction, or 

 (c)  SaskTel is otherwise legally empowered to disclose the information. 
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In its brief and in oral argument in the Court below, the Crown asserted that 

Mr. Trapp’s name, address and telephone number appeared at p. 462 of the 

Saskatoon telephone directory. This was not denied by Mr. Trapp. 

 

III. Decision of the Trial Judge 

[83] In the court below, Mr. Trapp made a Charter application to exclude the 

evidence obtained pursuant to the search warrant covering Mr. Trapp’s 

residence on the basis that the warrant could not have been obtained without 

Mr. Trapp’s name and address which information was improperly obtained. 

Mr. Trapp argued that the use by the police of s. 29(2)(g) of FIPPA had 

infringed on his s. 7 Charter rights and additionally that the relevant portions 

of the FIPPA subsection were too vague. Mr. Trapp also alleged that pursuant 

to s. 8 of the Charter, his privacy rights had been infringed by the use of the 

FIPPA provision.  

 

[84] The Provincial Court judge determined that s. 29(2) of FIPPA and its 

regulations had sufficient clarity and precision for the accused and 

investigators to be properly apprised of their legal status to utilize it.  He 

determined that the manner in which the police conducted that aspect of the 

investigation did not violate Mr. Trapp’s s. 7 Charter rights. The Provincial 

Court judge also found that Mr. Trapp’s reasonable expectation of privacy and 

security under s. 8 of the Charter and his right to informational privacy was 

not infringed by the conduct of the police during the course of the 

investigation because it occurred in accordance with s. 29(2)(g) of FIPPA. He 

dismissed the accused’s Charter application. In due course, a conviction was 

entered.   
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IV. The Parties’ Positions 

[85] Mr. Trapp argues that there is a reasonable expectation of privacy when 

he is surfing the internet and that this expectation of privacy was breached by 

the police obtaining from SaskTel account information relative to the IP 

address it had assigned to the computer that was logged on to the internet at 

18:37 hours on July 24, 2007. He argues that the Information, which was 

incorporated into the Information to Obtain Search Warrant for his home, 

tended to reveal intimate details of his lifestyle and personal choices and thus 

required a warrant. Mr. Trapp argues that the Provincial Court judge erred in 

concluding that he had no reasonable expectation of privacy in the 

Information and that there was no s. 8 Charter breach.   

 

[86] In support of his argument, Mr. Trapp proffered the case of United 

States v. Maxwell (1995), 42 M.J. 568 (U.S. A.F. Crim. App.), and R. v. Weir, 

1998 ABQB 56, [1998] 8 W.W.R. 228, both dealing with the expectation of 

privacy regarding E-mail. He also cited R. v. Kwok, [2008] O.J. No. 2414 (QL), 

and R. v. Cuttell, 2009 ONCJ 471, 247 C.C.C. (3d) 424, for the proposition 

that disclosures by companies of the names and addresses of internet 

customers would tend to disclose intimate details of lifestyle and choices and 

was a breach of privacy under s. 8 of the Charter. 

 

[87] The Crown argues that there is no reasonable expectation of privacy in 

the Information in these circumstances. It argues that subscriber information 

is not acquired biographical information within the meaning of R. v. Plant, 

[1993] 3 S.C.R. 281, and in any event, there is in these circumstances no 
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subjective and definitely no objective expectation of privacy. The Crown 

argues that the contractual language in Article 57.1 demonstrates that, in the 

ongoing commercial relationship between SaskTel and Mr. Trapp, the ISP 

expressly disallows confidentiality and information relating to criminal 

activity. Moreover, s. 29(2) of FIPPA permits disclosure of that kind of 

information to police with certain prescribed law enforcement purposes. The 

Crown argues that the statutory provisions in FIPPA and the standard 

contractual language found in every SaskTel customer agreement militate 

against a finding that Mr. Trapp has an objectively reasonable expectation of 

privacy in the personal information gleaned from his IP address. 

 

V. Jurisdiction and the Standard of Appellate Review 

[88] The jurisdiction of this Court is set forth in s. 675(1)(a) and (b) of the 

Criminal Code. This appeal is taken in exercise of the right of appeal 

conferred by s. 675(1)(a)(i) and is taken on the primary ground that the trial 

judge erred in law in holding that the police had not violated s. 8 of the 

Charter in obtaining the Information pursuant to s.29(2) of The Freedom of 

Information and Protection of Privacy Act. Mr. Trapp’s argument is that the 

judge erred in law in admitting into evidence the information the police 

obtained from SaskTel, which formed an indispensible part of the foundation 

for obtaining the search warrant and thus an indispensible part of the 

foundation for the conviction. In this case, the facts are not in dispute. The 

sole ground of appeal involves the consideration of the application of the 

Charter. It is therefore a question of law and the standard of review: 

correctness is not in dispute. 
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VI. Analysis 

 A. Introduction 

[89] It is important at the outset to state what this appeal is not about. It is 

not about any of the investigative steps taken by Shepherd except the step she 

took to obtain the information she requested from SaskTel as an ISP. More 

specifically, the appeal is not about the investigative practices employed by 

Shepherd in gaining access through the Gnutella Network to the shared 

folder’s on Mr. Trapp’s computer, or in downloading files stored in the shared 

folders, or in identifying the content of the files including child pornography, 

or in tracing the history of the use of the computer in relation to downloading 

child pornography. None of this was contested. Nor was there any evidence to 

suggest that Shepherd as part of her initial investigation accessed, or might 

have been able to access in Mr. Trapp’s computer, any but the files contained 

in these shared folders. In this case, Mr. Trapp opened the door to his 

computer and, more specifically, to his shared files to other users of the 

Gnutella Network and invited them to upload files. It was through that open 

door that Shepherd was able to access the content of Mr. Trapp’s computer 

that he made available. 

 

[90] The core of Mr. Trapp’s argument is that there is an informational 

privacy right to the Information which SaskTel provided to the police using 

the provisions of FIPPA. The discrete issue on this appeal is whether or not 

the request by Shepherd for information at SaskTel using FIPPA is an 

unreasonable search and seizure, thereby violating Mr. Trapp’s s. 8 Charter 

rights. For the reasons hereinafter set forth, I conclude that it is not a search 

and seizure. 
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 B. General Principles 

[91] Section 8 of the Charter provides “[e]veryone has the right to be secure 

against unreasonable search and seizure.” The heart of this protection is an 

entitlement to a reasonable expectation of privacy.  

 

[92] Claims to privacy must be balanced against other societal needs 

including effective law enforcement. Dickson J. (as he then was) in Hunter v. 

Southam Inc., [1984] 2 S.C.R. 145 framed a reasonable expectation of privacy 

as follows at pp. 159-160: 
The guarantee of security from unreasonable search and seizure only protects the 
reasonable expectation.  This limitation on the right guaranteed by section 8 
whether it is expressed negatively as freedom from “unreasonable” search and 
seizure, or positively as an entitlement to any “reasonable” expectation of privacy 
indicates that an assessment must be made as to whether in a particular situation the 
public’s interest in being left alone by government must give way to the 
government’s interest in intruding on the individual’s privacy in order to advance 
its goal notably those of law enforcement. 

 

[93] In R. v. Gomboc, 2010 SCC 55, [2010] 3 S.C.R. 211, Deschamps J. at 

para. 18 describes the general analytical approach to determining whether a 

reasonable expectation of privacy exists: 
[18] In R. v. Edwards, [1996] 1 S.C.R. 128, a majority of this Court held that a 
"reasonable expectation of privacy is to be determined on the basis of the totality of 
the circumstances" (para. 45).  In subsequent cases, the reasonable expectation of 
privacy analysis proceeded in two steps, asking whether the accused had a 
subjective expectation of privacy and whether that expectation of privacy was 
objectively reasonable (R. v. Tessling, 2004 SCC 67, [2004] 3 S.C.R. 432, at para. 
19; R. v. Kang-Brown, 2008 SCC 18, [2008] 1 S.C.R. 456; and R. v. Patrick, 2009 
SCC 17, [2009] 1 S.C.R. 579). 

… 

[23] … I reiterate before undertaking that analysis that context is crucial and that 
reasonable expectation of privacy is assessed in the totality of the circumstances. 
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[94] Generally three types of privacy interests receive constitutional 

protection, namely, (1) personal privacy; (2) territorial privacy; and 

(3) informational privacy (R. v. Tessling, 2004 SCC 67, [2004] 3 S.C.R. 432 

at paras. 25 and 42) but these categories do not exist in isolation and 

sometimes overlap.  

 

[95] Deschamps J. at paras. 48-49 of Gomboc states: 
48 Also noteworthy here is that the home itself was never directly the object of 
a search. The location where the search took place was not the home but the 
transformer box where the power lines entering the home could be accessed. After 
some confusion in the courts below about whether the transformer was located on 
Mr. Gomboc's property, it was common ground before this Court that it was not. 
Accordingly, no direct territorial privacy interest is engaged in this case. 

49 Recent cases have recognized overlapping informational and territorial 
privacy when activities suspected of taking place in the home are under 
investigation (Tessling and Patrick). Where, as in the case at bar, there was no 
direct search of the home itself, the informational privacy interest should be the 
focal point of the analysis. The fact that information about the home was being 
sought requires that the informational privacy analysis be alive to the heightened 
privacy interest that the law recognizes for our homes. However, although 
informational and territorial privacy interests concerning the home may overlap in 
certain situations, this Court held under similar circumstances in Tessling that the 
fact that a home was involved "is an important factor but it is not controlling and 
must be looked at in context and in particular ... in relation to the nature and quality 
of the information made accessible" by the alleged search (para. 45). 

 

[96] This case is only incidentally a case of territorial privacy. The activities 

which the police observed on the Gnutella Network, and which they were 

investigating, led them to inquire about the particular IP connection which 

was involved in the uploading of suspected pornographic images. That 

connection turned out to be at a home. The home of Mr. Trapp was not directly 

searched or intruded on by virtue of the police inquiry of SaskTel. While it 
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may be that a search and seizure of one’s personal computer in one’s home is 

an intrusive and extensive invasion of one’s privacy, in this case the request 

of SaskTel and the information received by the police by itself gave no access 

to the contents of Mr. Trapp’s computer. The actual intrusion into Mr. Trapp’s 

home and computer was accomplished by subsequent warrant, and not directly 

by the impugned conduct of the police, i.e. making the inquiry with SaskTel. 

 

[97] This case therefore primarily involves informational privacy, i.e. the 

right of an individual to keep his name and address private. In Tessling, supra, 

Binnie J., writing for a unanimous court, described informational privacy as 

a claim of individuals, groups, or institutions to determine for themselves 

when, how, and to what extent information about them is communicated to 

others. He acknowledged that the reasonableness line is difficult to draw with 

respect to privacy generally and informational privacy particularly (para. 29). 

 

[98] In Gomboc, Deschamps J. in respect of informational privacy stated at 

paras. 27 and 28: 
[27] The Charter guarantee of informational privacy protects the right to prevent 
certain personal information from falling into the hands of the state.  The scope of 
constitutional protection will vary depending upon the nature of the information 
and the purpose for which it is made available (R. v. Colarusso, [1994] 1 S.C.R. 20, 
at p. 53; Patrick, para. 38). 

[28] In Plant, Sopinka J. rejected a categorical approach to informational 
privacy, protecting only information that is "personal and confidential" (p. 293).  
He framed the constitutional protection given to informational privacy in the 
following purposive terms: 

In fostering the underlying values of dignity, integrity and autonomy, it is fitting 
that s. 8 of the Charter should seek to protect a biographical core of personal 
information which individuals in a free and democratic society would wish to 
maintain and control from dissemination to the state. This would include 
information which tends to reveal intimate details of the lifestyle and personal 
choices of the individual. [p. 293] 
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Sopinka J. also outlined factors that could form the basis for a reasonable 
expectation of privacy which included: “the nature of the information itself, the 
nature of the relationship between the party releasing the information and the party 
claiming its confidentiality, the place where the information was obtained, the 
manner in which it was obtained and the seriousness of the crime being 
investigated” (p. 293).   

However not all information which fails to meet the biographical core test is 

open to the police. Binnie J. in R. v. M.(A.), 2008 SCC 19, [2008] 1 S.C.R. 569, 

states at para. 68: 
68 In Dyment, Plant and Tessling, the various categories of "information" 
(including "biographical core of personal information") were used as a useful 
analytical tool, not a classification intended to be conclusive of the analysis of 
information privacy. Not all information that fails to meet the "biographical core of 
personal information" test is thereby open to the police. Wiretaps target electrical 
signals that emanate from a home; yet it has been held that such communications 
are private whether or not they disclose core "biographical" information: R. v. 
Duarte, [1990] 1 S.C.R. 30; R. v. Wiggins, [1990] 1 S.C.R. 62, and R. v. Thompson, 
[1990] 2 S.C.R. 1111. The privacy of such communications is accepted because 
they are reasonably intended by their maker to be private: R. M. Pomerance, 
"Shedding Light on the Nature of Heat: Defining Privacy in the Wake of R. v. 
Tessling" (2005), 23 C.R. (6th) 229, at pp. 234-35. 

 

[99] Also in Gomboc, Deschamps J. at paras. 30 and 31 states the following: 
30 As in Plant, the nature and quality of the information disclosed by the DRA 
and the absence of an expectation of confidentiality in respect of Enmax's customer 
information form part of the totality of the circumstances informing the 
reasonableness of the privacy expectation in the present case. I will examine the 
impact of each, starting with the absence of a confidentiality expectation. 

31 The terms governing the relationship between Enmax and its customers are 
highly significant. Mr. Gomboc's expectation of privacy is informed by the Code of 
Conduct Regulation enacted pursuant to the Electric Utilities Act, S.A. 2003, c. 
E-5.1. The regulations permit disclosure of customer information "to a peace 
officer for the purpose of investigating an offence if the disclosure is not contrary to 
the express request of the customer" (s. 10(3)(f)). Mr. Gomboc did not request that 
his customer information be kept confidential. The Code of Conduct Regulation 
dovetails with s. 487.014 of the Criminal Code, which confirms that a peace officer 
may ask a person to voluntarily provide information that the person is not otherwise 
prohibited by law from disclosing. Their combined effect establishes that not only 
was there no statutory barrier to Enmax's voluntary cooperation with the police 
request, but express notice that such cooperation might occur existed. 
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[100] In R. v. Patrick, 2009 SCC 17, [2009] 1 S.C.R. 579, Binnie J., writing 

for the majority, restates the totality of the circumstances analysis and 

outlines the following considerations going into whether or not there was an 

expectation of privacy in information: (1) the nature or subject matter of the 

alleged search; (2) the  claimant’s direct interest in the subject matter; (3) the 

claimant’s subjective expectation of privacy in information contained in the 

subject matter and (4) the objective reasonableness of the expectation. With 

respect to the fourth factor, Binnie J. identified a number of sub-factors 

including (a) the place where the alleged search occurred; (b) whether the 

informational content of the subject matter was in public view; (c) whether 

such information was already in the hands of a third party; (d) whether the 

police technique was intrusive in relation to the privacy interest; (e) whether 

the evidence-gathering technique itself was objectively reasonable; and 

(f) whether the informational content exposed intimate details of the 

claimant’s lifestyle or information of a biographic nature. 

 

 C. Germane Internet Related Jurisprudence 

[101] The case law respecting cases with similar or closely similar issues is 

thus far restricted to Provincial Court or Superior Court levels except for two 

cases which will be discussed infra. Mr. Trapp’s counsel proffered a number 

of cases which determined that there was an expectation of privacy respecting 

use of the internet. Two of these, R. v. Weir, supra (Alta QB) and the 

American case, U.S. v. Maxwell, supra dealt with privacy rights in connection 

with E-mail accounts, the last mentioned one dealing with warrantless access 

to extensive E-mail communications. Neither case is of assistance in this case, 
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because the subject matter in this case concerns the privacy rights in respect 

of the internet activities of Mr. Trapp on a file-sharing network. Privacy rights 

in E-mail accounts are not at issue in this case. 

 

[102] Two other cases cited by Mr. Trapp, R. v. Kwok, supra and R. v. Cuttell, 

supra, concerned facts similar to the facts of this case. In Kwok, the accused 

had traded pornographic images with an undercover officer on the internet and 

was subsequently charged with possessing and distributing child pornography. 

The police thereafter learned of Kwok’s identity by requesting and receiving 

subscriber information from Rogers Cable under the authority of the Personal 

Information Protection and Electronic Documents Act, S.C. 2000, c. 5 

(“PIPEDA”) which, as in this case, was incorporated into a warrant to search 

Kwok’s residence. The court determined that Kwok’s s. 8 Charter rights and 

personal expectation of privacy had been breached because personal 

information such as names and addresses of customers held by companies 

such as Rogers Cable would tend to disclose the intimate details of lifestyle 

choices. The court excluded the evidence obtained pursuant to the warrant. 

Kwok, however, did not address the issue of the contractual agreement 

between Rogers and Kwok.  

 

[103] In Cuttell, the police located an IP address they believed was sharing 

images of child pornography on the internet and subsequently requested the 

subscriber’s name and address for that IP address from Bell Canada without 

first seeking a warrant. In arriving at the conclusion that Cuttell had a 

reasonable expectation of privacy in his subscriber information and that s. 8 

had been breached, the court relied on Kwok. The court also found that there 
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was no specific evidence before it respecting Cuttell’s contractual obligations 

with Bell or even any general evidence of Bell’s usual practice in relation to 

customer obligations. In the end, the court determined that despite the s. 8 

breach, the evidence would be admitted.  

 

[104] In light of Gomboc, the commercial relationship between the subscriber 

and the company providing information is a significant factor, given the 

contextual approach to determination of a reasonable expectation of privacy. 

In my view, both Kwok and Cuttell are distinguishable because of the absence 

of any evidence respecting the contract and how it affected the expectation of 

privacy.  

 

[105] In R. v. Chehil, 2009 NSCA 111, 248 C.C.C. (3d) 370, the court was 

dealing with ticketing information including name and baggage details 

disclosed by WestJet to the police as part of a police program to curtail drug 

trafficking.  The court observed that WestJet was not obligated to keep the 

ticketing and baggage information confidential because it was by the general 

terms of the ticketing agreement allowed to disclose it to government agencies 

and also because PIPEDA authorized disclosure for law enforcement purposes. 

After doing a totality of circumstances analysis, the court concluded that there 

was no reasonable expectation of privacy and that a search within the meaning 

of s. 8 of the Charter had not occurred. 

 

[106] In R. v. Ballendine, 2011 BCCA 221, 271 C.C.C. (3d) 418, the court 

dealt with child pornography related charges and the validity of a search 

warrant.  Information in the warrant had been provided by the accused’s ISP. 
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In this case, however, the court determined that it did not have enough 

evidence of the terms of the ISP contract with the accused for that issue to be 

determined and the case was decided without that issue being dealt with. 

 

[107] In R. v. Vasic (2009), 185 C.R.R. (2d) 286 (Ont. Sup. Ct.), an Ontario 

case similar to this one, the court, citing Kwok, determined that disclosure of 

the name and municipal address of the holder of the IP address provided 

details of the lifestyle and personal choices of the individual, but because, 

pursuant to the agreement with Vasic, there was no obligation on Rogers (the 

ISP) to keep that information confidential, Vasic had no reasonable 

expectation of privacy and there was no breach of Vasic’s s. 8 Charter rights. 

 

[108] In R. v. Ewanyshyn, unreported, March 29, 2009 (Alta. Q.B.), again a 

case similar to this one, the court determined that the commercial relationship 

between the ISP and the accused was not confidential respecting the name, 

address and phone number of the accused. The Court also found that this 

information obtained from the ISP provided little biographical core 

information or insight into his private life. The Court determined that he had 

no reasonable expectation of privacy in that information and that s. 8 was not 

breached. 

 

[109] In R. v. Brousseau, 2010 ONSC 6753, 264 C.C.C. (3d) 562, also a case 

similar to this one, the court found that the Terms of Service documents 

disclaimed any confidentiality or privacy with respect to information held by 

Rogers, the ISP. The court determined the subscriber information on its own 

did not reveal any core biographical information and said very little about the 
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intimate details of the lifestyle and personal choices of the individual. The 

court found that the accused had no reasonable expectation of privacy in his 

name and address as provided to the police by Rogers. The court at paras. 

47-49 stated as follows: 
47 In sum, on the totality of the circumstances, I find the Applicant had no 
reasonable expectation of privacy in the information, that is, his name and address, 
provided by Rogers to the police. 

48 Rather, the Applicant of his own accord used a file sharing system that 
enabled the police to look at the files on his computer. The provisions in the Rogers 
documents repudiate the suggestion of confidentiality in these circumstances, given 
that Rogers specifically indicates, among other things, that it can disclose 
information to comply with legal process and to ensure compliance with its user 
agreement. These factors in my view distinguish this case from Kwok; however, in 
any event, I respectfully disagree with the conclusion in Kwok. The information at 
issue, that is, the Applicant's name and address, is general information routinely 
exchanged as part of commercial interactions. It does not affect his dignity, 
integrity or autonomy, nor does it reveal that biographical core of personal 
information to which the cases refer. The request was made under the authority of 
PIPEDA, and responded to by Rogers in accordance with its own administrative 
policies. 

49 Accordingly, all of these factors lead me to find that there has been no 
breach of the Applicant's section 8 right. 

 

[110] In R. v. McNeice, 2010 BCSC 1544, again a similar case to this one, the 

court determined that internet subscriber information limited to name and 

address was not biographical information that one could reasonably expect to 

be kept private from the state. Citing R. v. Wilson, [2009] O.J. No. 1067 (Ont. 

Sup. Ct.) (QL), the Court said at para. 49: 
49     Wilson concluded, contrary to Kwok, that Internet subscriber information 
limited to name and address was not biographical information that one can 
reasonably expect to be kept private from the state. The conclusion is set out in 
paras. 41 - 43 as follows: 

[41] However, more importantly, I respectfully disagree with the conclusion in 
Kwok that "personal information such as names and addresses of customers held 
by companies, in this case Rogers [which was the internet service provider], would 
tend to disclose intimate details of lifestyle and choices" (para. 35). I note that this 
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conclusion was arrived at without the opportunity to consider the Roger's internet 
subscriber agreement, and on that basis, Ward and Friers distinguished Kwok. 

[42] In my view, the Applicant had no reasonable expectation of privacy in the 
information provided by Bell considering the nature of that information. One's 
name and address or the name and address of your spouse are not "biographical 
information" one expects would be kept private from the state. It is information 
available to anyone in a public directory and it does not reveal, to use the words of 
Sopinka J. in Plant "intimate details of the lifestyle and personal choices or 
decisions of the applicant". As Nadal J. observed in Friers at para. 24: 

Account information, per se, reveals very little about the personal lifestyle or 
private decisions of the occupants of the defendant's residence other than they 
have chosen to have some form of internet connection installed in that residence. 
Moreover, the prevalence of wireless and handheld technology makes a particular 
address an even less significant fact so far as internet use is concerned, since that 
use is no longer tied to a land line tied to a particular address. 

As is evident a great number of the trial level decisions take the approach that 

internet subscriber information limited to name and address is not core 

biographical information one could reasonably expect to keep from the state. 

 

[111] The result in the foregoing cases accords with the American approach to 

internet subscriber information. A number of cases in the United States 

including United States v. Perrine, 518 F.3d 1196, 1204-1205 (10th Cir. 2008), 

United States v. Bynum, 604 F.3d 161, 164-165 (4th Cir. 2010), and United 

States v. Stults, 575 F.3d 834, 849 (8th Cir. 2009) have concluded that 

subscriber information given to an internet provider is not protected by the 

Fourth Amendment’s privacy expectations.  

 

[112] The cases also suggest that the presence or absence of legislation which 

speaks to the issue of privacy of information and exceptions thereto is a 

relevant component of the contextual analysis in a s. 8 determination such as 

this.  
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[113] In Ewanyshyn, supra, the Crown argued that PIPEDA merely allowed 

the ISP Shaw to choose whether it would comply with a police request and that 

therefore there was no search and s. 8 was not engaged. The Court proceeded 

on the assumption without deciding the issue that the PIPEDA request was for 

a search and held that the search was reasonable on the facts of that case. 

 

[114] In R. v. Ward, 2008 ONCJ 355, 176 C.R.R. (2d) 90, Lalande J. held that 

PIPEDA is permissive and does not create a new search power or defeat a 

person’s Charter protection against unreasonable search and seizure. In 

Wilson, supra, Leitch J. at para. 39 states: 
39     PIPEDA does not compel the disclosure of information. That legislation 
simply permits an internet service provider to disclose information and it may in 
fact decline to produce information requested by a law enforcement agency.  

 

[115] In Brousseau, supra, Croll J. respecting PIPEDA states as follows at 

paras. 41–45: 
41     It cannot be in dispute that the police must investigate crime; that is their duty: 
see Hill v Hamilton-Wentworth Regional Police Services Board, 2007 SCC 41, 
[2007] 3 S.C.R. 129 at para. 55. In my view, when D/C Purchas sent the Letter of 
Request for Account Information Pursuant to a Child Exploitation Investigation to 
Rogers, he was acting in the lawful execution of his duties to investigate crime, 
prevent crime and apprehend criminals. 

42     PIPEDA grants authority to an organization to use and disclose information 
that it has collected for the purpose of assisting with an investigation of the 
contravention of the laws of Canada. There is no requirement for a court order. 
Upon receipt of this request, Rogers could have refused to provide the 
information. . . .  

43     It is also not in dispute that the enactment of PIPEDA was focused on 
protecting the privacy rights of Canadians. However, I do not read the legislation 
as requiring that the police obtain judicial pre-authorization prior to information 
being disclosed when the organization, such as an ISP like Rogers, has the lawful 
authority to disclose as long as it has reasons to believe there is an investigation 
relating to the enforcement of a law of Canada. 

. . . 
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45     The Applicant submits that the overriding policy consideration behind 
PIPEDA is the privacy of personal information and that its terms do not confer 
lawful authority on the police to conduct a warrantless search. With respect, I do 
not consider the request for information to be a warrantless search. Section 7 of 
PIPEDA is a permissive provision that allows an organization to provide the 
requested information. The organization, as well, could refuse to provide the 
information. In this case, as part of their investigation, the police simply asked for 
information from a third party that is not bound by an obligation of confidentiality 
to the Applicant. In my view, this is something that the police must routinely be 
allowed to do as part of their job. (See also the conclusions in Wilson, supra, at para. 
38.) 

 

[116] In McNeice, supra, the Court at para. 43 in relation to s. 487.014(1) of 

the Criminal Code and PIPEDA stated the following: 
43     It seems clear to me that, absent a finding of state agency, s. 487.014(1) 
provides the police with lawful authority to make a PIPEDA request for subscriber 
information, which an ISP is not prohibited by law from disclosing if it falls within 
the provisions of s. 7(3)(c. 1)(ii) of PIPEDA, which reads as follows: 

 (ii) the disclosure is requested for the purpose of enforcing any law of 
 Canada, a province or a foreign jurisdiction, carrying out an investigation 
 relating to the enforcement of any such law or gathering intelligence for the 
 purpose of enforcing any such law, 

 

[117] These cases affirm that the privacy legislation authorizes disclosure by 

the holder of the information in certain circumstances but does not in itself 

empower the police. 

 

[118] With this jurisprudence in mind, we turn to the Patrick analysis of 

whether on the totality of these circumstances, Mr. Trapp had a reasonable 

expectation of privacy in the Information. 

 

D. Application of the Totality of the Circumstances Analysis 

  (i) Subject Matter 
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[119] The relevant subject matter of the alleged search was Mr. Trapp’s name, 

an address and a telephone number. Implicit in that information is that at the 

relevant time, SaskTel was providing internet service to Mr. Trapp of that 

address and that he was being billed for that service. This information in itself 

does not identify the person operating the computer attached to the internet 

connection at the relevant time. For example, it may be that others have access 

to and use the internet connection, in which case further investigation by the 

police would be necessary. However, the Information furthered the 

investigation and ended up linking the activity, observed by the police on the 

peer-to-peer network, to Mr. Trapp. Some of the information which Shepherd 

received, such as Mr. Trapp’s e-mail address, his cell phone number, and his 

subscription to Max cable, went beyond what the police sought. The police 

had no need of this additional information given their investigation to that 

point.  

 

 (ii) Claimant’s Interest in Subject Matter 

[120] The Crown does not dispute that Mr. Trapp would have an interest in the 

subject matter.  

 

 (iii) Subjective Expectation of Privacy 

[121] The next question is whether Mr. Trapp had or is presumed to have had 

a subjective expectation of privacy in the informational content respecting his 

subscriber information. In this case, Mr. Trapp did not testify. However, as in 

Patrick, supra, the absence of direct evidence from an accused about his 

subjective expectation of privacy does not end the matter. In Ewanyshyn, 

supra, the court held that even though the accused failed to testify, the court 
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was prepared to infer that he had a direct interest in his name, address, and 

phone number being provided to the police and thus had a subjective 

expectation of privacy. The Crown argues that there is no subjective 

expectation of privacy in this case because the information revealed nothing 

about activities taking place in the home and because information of this type 

was widely available and distributed through telephone and other public 

directories. In most cases, the average user of the internet would have an 

expectation that information related to their internet use, including the fact 

they are internet users, would be kept confidential except to those to whom 

they wish to disclose the information. For the purposes of this analysis, I am 

prepared to assume that there is a subjective expectation of privacy. 

 

 

 

 (iv) Objective Reasonableness of Expectation of Privacy 

[122] Whether an objective reasonable expectation of privacy exists can be 

analyzed in the context of the factors as outlined by Sopinka J. in Plant, supra 

and Binnie J. in Patrick, supra as mentioned earlier and the other relevant 

factors identified in the jurisprudence. 

 

 (a) Place of Search 

[123] In this case, the search occurred at the offices of SaskTel, which was a 

place where Mr. Trapp had no reasonable expectation of privacy whatsoever.  

 

 (b) Was Information Public 
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[124] Although Mr. Trapp’s E-mail addresses and IP address were not public, 

the name and part of the account information of Mr. Trapp provided by 

SaskTel was available to the public in the Saskatoon phone book.  This 

militates against a reasonable expectation of privacy. 

 

 (c) Was Information in Hands of Third Party 

[125] Mr. Trapp’s account information was also in the hands of SaskTel, a 

third party. This factor is neutral because the basis on which SaskTel held the 

information is important. 

 

 (d) Contractual Expectations of Confidentiality 

[126] Another part of the context is the expectation of confidentiality between 

SaskTel and Mr. Trapp and the terms on which SaskTel held the information. 

The relationship between SaskTel and Mr. Trapp is a commercial one which 

is governed by numerous terms and conditions in the Terms of Service. 

Articles 69.1 and 69.4 state that all customer information SaskTel has is 

confidential. However, there is an exception for the name, address and phone 

number where it is published in the directory or available through directory 

assistance. Article 69.2 allows a customer to request that their name, address 

and phone number not be published or available on directory assistance in 

which case it would, by virtue of Article 69.1, be confidential. Article 57.1 of 

the Terms of Service makes it clear that the services are not to be used for any 

illegal purpose nor in an illegal manner.  

 

[127] Article 69.4 reads that unless a customer provides express consent, the 

information of a customer “other than the customer’s name, address and listed 

20
11

 S
K

C
A

 1
43

 (
C

an
LI

I)



Page 53 

 

telephone number is confidential and may not be disclosed by SaskTel to 

anyone other than” certain specific persons under specific circumstances. 

Interestingly SaskTel appears by virtue of Article 69.4(f) to be able to disclose 

even confidential information to an agent of a public authority “if in the 

reasonable judgment of SaskTel it appears that there is an imminent danger to 

life or property which could be avoided or minimized by disclosure of the 

information”. Article 69.5(c) states that despite the restrictions in 69.4 

SaskTel may disclose confidential customer information if 
(c) SaskTel is otherwise legally empowered to disclose the information. 

 

[128] For the purposes of this analysis it is clear that as between SaskTel and 

Mr. Trapp, the general rule is that customer information is confidential, but 

the contractual expectation is that his name, address and telephone number are 

not confidential.  In this case, there is no evidence that Mr. Trapp’s name, 

address and phone number were not to be published.  Mr. Trapp also was in 

breach of the Terms of Service by using the services for an illegal purpose or 

manner.  Even if the information were confidential, SaskTel may, pursuant to 

Articles 69.4(f) and 69.5(c) disclose this information to a public authority and 

also disclose it where it is otherwise legally empowered to do so. A fortiori 

SaskTel is not contractually bound to refuse to disclose to the police 

information which is in this case not confidential. The lack of contractual 

confidentiality militates against a reasonable expectation of privacy. 

 

 (e) Relevant Statutory Provisions 
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[129] With respect to statutory legal empowerment to disclose, section 

29(2)(g) of FIPPA permits SaskTel to release information which is requested 

in relation to a criminal investigation. It reads as follows: 
(2)  Subject to any other Act or regulation, personal information in the possession 
or under the control of a government institution may be disclosed: . . . .  

 (g)  to a prescribed law enforcement agency or a prescribed investigative 
 body: 

  (i)  on the request of the law enforcement agency or investigative  
  body; 

  (ii)  for the purpose of enforcing a law of Canada or a province or  
  territory or carrying out a lawful investigation; and 
  (iii)  if any prescribed requirements are met; . . . . 
 

This provision is similar to one in PIPEDA. The comments of Croll J. in 

Brousseau, supra in respect of PIPEDA are also apt in the case of s. 29(2)(g) 

of FIPPA. This section is an authorization for the disclosing agency if it 

wishes to do so, rather than an empowerment for the police to gather the 

information. But in my view it is another basis or justification for SaskTel to 

make disclosure of personal information in the proper case, especially in the 

presence of contractual permission in Article 69.5(c).  

 

[130] Generally, the police have the authority and power to investigate crime 

as observed by Croll J. in Brousseau, supra. In this case, Shepherd was acting 

in the lawful execution of her duty to investigate an apparent crime when she 

sent the request to SaskTel. Section 487.014 of the Code is therefore germane. 

It reads as follows: 
Power of peace officer 

487.014 (1) For greater certainty, no production order is necessary for a peace 
officer or public officer enforcing or administering this or any other Act of 
Parliament to ask a person to voluntarily provide to the officer documents, data or 
information that the person is not prohibited by law from disclosing. 
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This provision confirms that a peace officer may ask a person to voluntarily 

provide information that the person is not otherwise prohibited by law from 

disclosing. Deschamps J. cites this section of the Code, in Gomboc at para. 31, 

as a factor in the analysis which read together with any other relevant statute 

can establish that not only is there no statutory barrier to co-operation with a 

police request, but express notice that such co-operation might occur. Because 

of the applicability of s. 29(2)(g) of FIPPA, SaskTel, in this case, was not 

prohibited by law, from disclosing the Information, and this factor, along with 

the absence of any contractual impediment, and indeed a contractual 

non-confidentiality clause respecting name, address and telephone number, 

weighs against a reasonable expectation of privacy. 

 

 (f) Intrusiveness 

[131] Sopinka J.’s comments in Plant at p. 295, are apt respecting the next 

element, the intrusiveness of the investigative technique: 
The place and manner in which the information in the case at bar was retrieved also 
point toward the conclusion that the appellant held no reasonable expectation of 
privacy with respect to the computerized electricity records. The police were able 
to obtain the information on-line by agreement of the Commission. Accessing the 
information did not involve intrusion into places ordinarily considered private... 
Nor did it involve invasion by state agents in personal computer records 
confidentially maintained by a private citizen. 

The letter requesting information was not intrusive. It involved no 

interference with Mr. Trapp’s personal or bodily integrity. It involved no 

direct access to the house where the internet connection was located and by 

itself provided no particulars of what was going on in the house or the content 

of the use of the computer at the relevant time. It also provided no information 

about whether Mr. Trapp was operating the computer at the relevant time. The 

intrusion into privacy under these circumstances was a minimal and 
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proportional way of determining who the anonymous user of the specific IP 

address was. The lack of intrusiveness militates against a reasonable 

expectation of privacy. 

 

 (g) Reasonableness of Evidence-Gathering Technique 

[132] The standard for assessing whether the evidence-gathering technique is 

reasonable is whether it undermines privacy and has the “potential to make 

social life in this country intolerable” (Patrick at para 70). The Saskatoon 

Police Service did not gain unlimited and continuous access to information in 

SaskTel’s database. The letter was specific as to IP address and the subscriber 

of the address at a specific point in time. With the advent of crimes involving 

the internet, the letter was a reasonable way for police to determine the 

identity of someone allegedly committing prohibited acts using a file-sharing 

network on the internet. The technique employed by the police in this case was 

objectively reasonable. 

 

 (h) Is the Information of an Intimate, Biographical or Otherwise 

Private Nature 

[133] On the matter of whether a particular kind of information is protected, 

Deschamps J. in Gomboc formulated the question as follows: 
34 . . . Rather, the appropriate question is whether the information is the sort that 
society accepts should remain out of the state’s hands because of what it reveals 
about the person involved, the reasons why it was collected, and the circumstances 
in which it was intended to be used. 

 

[134] The name and address, or for that matter telephone number alone, in this 

case provide no further insight into Mr. Trapp’s private life apart from what 

Mr. Trapp already exposed by his participation in the peer-to-peer network. 
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Disclosure of this information in this case does not affect his dignity, integrity 

or autonomy any more than it is already affected by his sharing of images on 

his computer with other internet users. In a case such as this, where Mr. Trapp 

has put into the public realm, on the Gnutella network, information about his 

activities or lifestyle, and it has come to the attention of the police, the state 

is entitled to investigate the identity of whom it is dealing with since he has 

come to the attention of the state by lawful means. In the circumstances, the 

information was collected for a legitimate purpose, i.e. the furtherance of the 

child pornography investigation. 

 

[135] The totality of the foregoing Patrick factors all weigh against an 

objective expectation of privacy by Mr. Trapp in his name, address and phone 

number respecting his IP address in this case. These factors include the 

absence of any disclosure of any further core biographical information or 

intimate details about Mr. Trapp or his life (apart from what he displayed on 

the Gnutella Network), SaskTel’s contractual right to disclose the information, 

the availability of this information to the  public, the lack of any legal barrier 

to its disclosure and the facilitation of its disclosure by both FIPPA and the 

Criminal Code, the minimal intrusiveness of the request, and the 

reasonableness of the technique employed. This result accords generally with 

the weight of the cases mentioned earlier. 

 

V. Conclusion 

[136] On the totality of circumstances, there is no reasonable expectation of 

privacy in Mr. Trapp’s name, address and phone number respecting his IP 

address in this case. The trial judge made no error in finding there is no search 
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and seizure and violation of s. 8 of the Charter. The appeal is accordingly 

dismissed. 

 

  DATED at the City of Regina, in the Province of Saskatchewan, this 25th 

day of November, A.D. 2011. 

 

 

      “Ottenbreit J.A.”___________________ 

     Ottenbreit J.A. 
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I  

[1] Access to, the possession of, and trafficking in child pornography over the 

Internet present serious and pressing societal problems.  Easy entry to the 

Internet, from almost anywhere, the international nature of the trade in child 

pornography, and user anonymity combine to make effective law enforcement 

difficult.   

[2] The police, in the course of investigating child pornography crimes on the 

Internet, sometimes request and receive the names and addresses of customers 

from Internet Service Providers (“ISP”).  The police make this request following a 

protocol developed by the police and the ISPs, but without seeking or obtaining 

any prior judicial authorization.  Using information gathered from other sources 

and the information provided by the ISP, the police can connect a customer’s 

account to specific Internet activity.  That connection may assist in developing 

reasonable and probable grounds to obtain a search warrant for the customer’s 

residence and computer.  Those searches may in turn lead to the discovery of 

child pornography, and the arrest and prosecution of the customer for child 

pornography offences. 

[3] The police practice of seeking and obtaining customer information from 

ISPs and using that information to obtain search warrants has been 

constitutionally challenged as an unreasonable search and seizure in several 
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cases.  The majority of the cases have held that a customer does not have a 

reasonable expectation of privacy in the information provided by the ISP:  e.g. 

see R. v. Trapp, 2011 SKCA 143, 377 Sask. R. 246, Ottenbreit J.A., concurring; 

R. v. Spencer, 2011 SKCA 144, 377 Sask. R. 280, Caldwell J.A., concurring; R. 

v. Wilson, [2009] O.J. No. 1067 (S.C.); R. v. Vasic (2009), 185 C.R.R. (2d) 286 

(Ont. S.C.); R. v. Brousseau, 2010 ONSC 6753, 264 C.C.C. (3d) 562; and R. v. 

McNeice, 2010 BCSC 1544.  Others have recognized a reasonable expectation 

of privacy in the information, but have held that the police acted reasonably in 

obtaining the information without prior judicial authorization: see Trapp, Cameron 

J.A., for the majority.  Some cases have found a violation of s. 8 of the Canadian 

Charter of Rights and Freedoms: e.g. see R. v.  Kwok (2008), 78 W.C.B. (2d) 21 

(Ont. C.J.); R. v. Cuttell, 2009 ONCJ 471, 247 C.C.C. (3d) 424.  This court 

addresses the constitutionality of this police practice for the first time.  I would 

hold that in the circumstances presented here, the appellant has not established 

a reasonable expectation of privacy.  

II  

OVERVIEW AND POSITION OF THE PARTIES 

[4] The police, in the course of a child pornography investigation, sought the 

name and address of a customer (sometimes referred to as subscriber 

information) from Bell Sympatico, a Canadian ISP.  Bell Sympatico chose to co-
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operate with the police and provided what turned out to be the appellant’s name 

and address.  That information, combined with other information gathered by the 

police during their investigation, enabled the police to obtain a search warrant for 

the appellant’s residence and his computer.  That search yielded over 30,000 

images of child pornography, along with about 373 videos containing child 

pornography.  The appellant was charged with one count of possession of child 

pornography and one count of accessing child pornography.  

[5] At trial, the appellant defended the charges exclusively on the basis that 

the search of his residence and computer violated his rights under s. 8 of the 

Charter, and that s. 24(2) of the Charter required the exclusion of the evidence 

found in the search.  The trial judge rejected the Charter claim and admitted the 

evidence: R. v. Ward, 2008 ONCJ 355, 176 C.R.R. (2d) 90.  Convictions followed 

and the appellant was sentenced to 11 months’ imprisonment and three years’ 

probation.  He appealed his convictions and sentences, but has abandoned his 

sentence appeal.  

[6] The appellant raises two grounds of appeal.  Both repeat the arguments 

unsuccessfully advanced at trial.  First, the appellant submits that he had a 

reasonable expectation of privacy in his subscriber information held by Bell 

Sympatico and that his constitutional right to be free from unreasonable search 

and seizure was violated when Bell Sympatico, at the request of the police, 

turned that information over to the police.  The appellant contends that the police 
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acted unconstitutionally in requesting and obtaining that information without prior 

judicial authorization, other lawful authority, the appellant’s consent or exigent 

circumstances.  

[7] The appellant further submits that the information obtained through the 

unconstitutional seizure of his subscriber information was used to obtain the 

search warrant for his residence and computer and that without the subscriber 

information the police could not have obtained the warrant.  It follows, the 

appellant argues, that if the subscriber information was obtained 

unconstitutionally, the search warrant is invalid, rendering the search of the 

appellant’s residence and seizure of his computer unlawful and contrary to s. 8.  

[8] Finally, the appellant contends that the fruits of the search should have 

been excluded under s. 24(2).  As it is common ground that without the seized 

evidence the Crown had no case, the appellant asks the court to quash the 

convictions and enter acquittals. 

[9] The appellant’s second argument focuses on the adequacy of the contents 

of the information sworn to obtain the search warrant (ITO), and assumes that 

the police had lawfully obtained the appellant’s subscriber information from Bell 

Sympatico.  The appellant submits that the totality of the evidence relied on in the 

ITO did not provide grounds upon which a justice of the peace, acting judicially, 

could issue a search warrant.  As with the first ground of appeal, the appellant 
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contends that if this argument succeeds, the search and seizure violate s. 8, the 

evidence should be excluded under s. 24(2), and acquittals must follow.  

[10] The Crown responds that the trial judge correctly found that the appellant 

had no reasonable expectation of privacy in respect of his subscriber information 

held by Bell Sympatico.  Absent a reasonable expectation of privacy, there could 

be no breach of the appellant’s rights under s. 8 when the police acquired that 

information from Bell Sympatico.  On the second issue, the Crown submits that 

on a review of the entirety of the ITO, there were ample grounds upon which the 

justice of the peace could, acting judicially, issue the warrant.  Finally, the Crown 

argues that if either of the appellant’s arguments succeeds, the fruits of the 

search of the appellant’s residence and the seizure of his computer  should not be 

excluded under s. 24(2) and the convictions should stand.  

[11] The grounds of appeal do not require any discussion of the factual merits 

of the allegations.  The exclusion of the evidence under s. 24(2) of the Charter 

was the appellant’s only hope for acquittals.  If the evidence was admissible, the 

appellant’s guilt was established beyond any reasonable doubt.  
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III  

ISSUE #1: DID THE APPELLANT HAVE A REASONABLE EXPECTATION OF 

PRIVACY IN THE SUBSCRIBER INFORMATION 

A. THE TRIAL JUDGE’S REASONS 

[12] The trial judge correctly recognized that the appellant could not 

successfully advance a s. 8 claim unless he could demonstrate that he had a 

reasonable expectation of privacy in respect of the subscriber information held by 

Bell Sympatico.  The trial judge, again correctly, understood that in determining 

whether the appellant had demonstrated a reasonable expectation of privacy, he 

had to consider the totality of the circumstances, including whether the appellant 

had a subjective expectation of privacy in respect of that information: see R. v. 

Tessling, 2004 SCC 67, [2004] 3 S.C.R. 432, at paras. 18-19; R. v. Patrick, 2009 

SCC 17, [2009] 1 S.C.R. 579, at paras. 26-27; and R. v. Gomboc, 2010 SCC 55, 

[2010] 3 S.C.R. 211, at para. 18, Deschamps J., concurring, at paras. 77-78, 

Abella J., concurring.  

[13] The trial judge focussed his analyses on three factors.  First, he noted that 

the requests for assistance made by the RCMP and Bell Sympatico’s 

cooperation with those requests conformed to the federal legislation governing 

disclosure of customer information to law enforcement by private sector 

organizations such as Bell Sympatico.  
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[14] Second, the trial judge referred, at some length, to the terms of the service 

agreement between the appellant and Bell Sympatico, and the documents 

related to that service agreement.  That agreement addressed both Bell 

Sympatico’s commitment to maintaining the confidentiality  of client information, 

and its willingness to disclose client information to law enforcement authorities in 

connection with criminal investigations involving allegations of the criminal 

misuse of Bell Sympatico’s services.  

[15] Lastly, the trial judge emphasized the nature of the information turned over 

to the RCMP by Bell Sympatico.  In his view, that information, the appellant’s 

name and address, was not the kind of information that would reveal intimate 

personal details or lifestyle choices.  The trial judge concluded his analysis of the 

totality of the circumstances at para. 68 of his reasons: 

[T]he name and address was in the hands of a third 

party.  The third party was entitled to measure its 

obligation to maintain confidentiality over personal 

information in accordance with its contractual 

arrangement with the subscriber.  Although the 

applicant had a subjective expectation of privacy, I find 

in looking at the totality of the evidence that there was 
no objective reasonable expectation of privacy.  In other 

words the subjective expectation was not objectively 

reasonable having regard to all contextual factors and 

the totality of the circumstances. 

[16] The trial judge’s finding that the appellant had no reasonable expectation 

of privacy in the subscriber information decided the s. 8 claim against the 
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appellant.  The trial judge had no need to go on and consider the reasonableness 

of the police conduct in obtaining the information from Bell Sympatico.  

B. THE “TOTALITY OF THE CIRCUMSTANCES” IN THIS CASE 

[17] As the trial judge’s reasons demonstrate, the totality of the circumstances 

engaged in this case has technical, investigative, legislative and contractual 

components.  I will examine each separately.  In doing so, I have tried to remain 

within the four corners of the trial record, although counsel, in an effort to educate 

the court (or at least one member of the panel), did refer to some aspects of the 

operation of the Internet, which they agreed were common knowledge.  

[18] I refer specifically to the need to stay within the evidentiary record, usually 

a self-evident proposition, because a review of other cases that have addressed 

this same issue suggests an understanding of the nature of an Internet protocol 

address (“IP address”) that is different than that offered by the evidence in this 

case.  Some cases indicate that the IP address is “unique to that subscriber”, 

e.g., Kwok, at para. 8, and that armed with subscriber information and an IP 

address the police can compile a “history of [the subscriber’s] activity on that 

network”: Trapp, at para. 36, Cameron J.A., for the majority, at para. 78, 

Ottenbreit J.A., concurring.  As outlined below, the evidence in this case does not 

support the contention that IP addresses are unique to individual subscribers or 

that combining an IP address with subscriber information allows the police to 
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compile a history of a person’s activity on the Internet.  On this record, what is 

revealed is more in the nature of a snapshot than a history of one’s Internet 

activity.  

(i) The Technical Information 

[19] The Internet, as a global system of computer networks, has become an 

increasingly important tool for the exchange of information.  Internet use for a 

variety of reasons is ubiquitous in today’s society.  In many ways, the Internet 

has become the new library, shopping mall, theatre, meeting hall, and 

enumerable other venues all rolled into a single global venue available at the 

user’s fingertips wherever he or she might be.    

[20] Generally speaking, access to the Internet is provided to individual 

subscribers through an ISP.  A subscriber connects to the ISP network which in 

turn connects the subscriber to the Internet.  The subscriber pays a fee for that 

service.  There are a number of Canadian ISPs, including Bell Sympatico.  

[21] An IP address is a multi-digit numerical identifier that is automatically and 

randomly assigned by an ISP to a subscriber when the subscriber’s computer 

device connects to the Internet.  For example, one of the IP addresses identified 

on this appeal was 69.159.6.125.  There are over 4.3 billion IP addresses 

worldwide.  IP addresses are reused and are not unique to individual 
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subscribers, although at any given point in time, an IP address will be assigned 

to a specific subscriber.  

[22] IP addresses belong to an ISP and are controlled by that ISP.  The service 

agreement between Bell Sympatico and the appellant reflects the nature of an IP 

address in these terms: 

Any IP address ... is the property of Your Service 

Provider at all times, and may be changed or withdrawn 

at any time in the sole discretion of Your Service 

Provider. 

[23] The ISP records the dates and times that its IP addresses are assigned to 

its subscribers.  These records identify the subscribers’ accounts on which the 

Internet was accessed at particular times.  However that does not necessarily 

mean that the subscriber himself or herself was using the computer connected to 

the Internet at that time, or that it was even the subscriber’s computer that was 

connected to the Internet.  A wired or wireless network may link multiple 

computers to a central device referred to as a shared access point.  When more 

than one computer is accessing the Internet through a shared access point at the 

same time there are additional technical issues that may arise.  However, this 

case is not concerned with multiple computers sharing an access point.   

[24] IP addresses are usually assigned randomly and can be changed by the 

ISP at any time.  An IP address is generally assigned by the ISP when a 

subscriber connects to the Internet.  The same IP address may last for the 

20
12

 O
N

C
A

 6
60

 (
C

an
LI

I)



 

 

 

Page: 12 

 

 

 

duration of the Internet connection or it may change during the same connection.  

A subscriber will usually receive a new IP address each time he or she connects 

to the Internet.  It is unlikely that a subscriber will be assigned the same IP 

address on two different connections to the Internet.  However, subscribers who 

leave their computer or device connected to the Internet continually could use the 

Internet on separate occasions while retaining the same IP address.  

[25] The dynamic nature of an IP address is demonstrated in the details of the 

requests for information made in this case.  The police asked Bell Sympatico for 

the name and address of the subscriber associated with an IP address used on 

June 16, 2006 between 06:09:24 and 06:09:48, a span of 24 seconds.  The other 

two requests relating to connections made on July 2 and July 6 referred only to a 

single point in time.  The information requested could not, in and of itself, reveal 

to the police anything about the subscriber’s computer activity before or after the 

three connections referred to in the requests. 

[26] The IP address being used at any particular point in time to connect a 

computer or a wired or wireless network to specific content on the Internet can be 

determined in various ways.  As happened in this case, some website operators 

record the IP addresses of users who access their site.  Those operators might 

choose to share that information with the police.  If the police have a specific IP 

address, they can, by accessing a website that is available to the public, identify 

the ISP that controls that IP address and a geographic location where it is being 
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used.  In this case, three IP addresses were identified as belonging to Bell 

Sympatico at Sudbury. 

(ii) The Investigation 

[27] Carookee.com is a website that has operated out of Germany since 2001.  

It offers online forums open to the general public on a wide variety of topics, such 

as politics and sports.  Individuals can create their own forum or page, or they 

may use an existing forum to post messages and exchange information.  The 

website includes about 25,000 pages.  Persons who access the website can do 

so anonymously, by utilizing anonymous e-mail addresses.   

[28] In July 2006, the owner of the website filed a criminal complaint with the 

German police alleging that some 28 pages on the website were being used to 

exchange child pornography files.  German authorities investigated and found 

that there were child pornographic images on 17 of the pages on the website.   

[29] The German authorities, by reference to the IP addresses provided to 

them by the owner of the website, determined that some of the child 

pornographic material was being accessed through Canadian ISPs.  In August or 

September 2006, the German authorities forwarded a list of 229 IP addresses 

and the times and dates associated with the accessing of the child pornography 

to the RCMP, along with copies of the related child pornography.  By accessing a 

public website, the RCMP determined that three of the IP addresses belonged to 
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Bell Sympatico and were connected to the Sudbury area.  The three IP 

addresses and the relevant times and dates of the Internet connections were: 

 IP address 69.159.6.125 between 06:09:24 and 

06:09:48 on June 16, 2006; 

 IP address 69.159.10.48 at 04:35:40 on July 2, 2006; 

and 

 IP address 69.159.7.45 at 06:06:04 on July 6, 2006. 

[30] Access to the carookee.com site required a person to provide an e-mail 

address.  The three connections described above had been made using 

temporary e-mail addresses obtained anonymously. 

[31] On November 22, 2006, the RCMP sent letters of request to Bell 

Sympatico asking for the subscriber information of the subscriber assigned the 

three IP addresses at the times set out above.  The request indicated that it was 

being sent “in accordance with s. 7(3)(c.1) of the Personal Information Protection 

Electronic Documents Act”, S.C. 2000, c. 5 (“PIPEDA”).  I will discuss that 

request in more detail below.  

[32] Bell Sympatico chose to comply with the requests.  Bell Sympatico 

provided the name and address of the subscriber – the appellant, David Ward.  It 

did not provide any other information.  
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[33] After receiving the subscriber information, the RCMP contacted the 

Sudbury Police.  Detective Constable Burtt took carriage of the investigation for 

that force.  He viewed the images that had been provided to the RCMP by the 

German authorities.  The first incident, on June 16, 2006, involved the accessing 

of six images, each depicting a prepubescent boy with an erect penis.  The 

second and third incidents, on July 2 and July 6, 2006, involved the downloading 

of an image of a prepubescent boy with an erect penis.  The same image was 

downloaded on both dates.  Detective Constable Burtt was satisfied that all of the 

images accessed on the three dates fell within the legal definition of child 

pornography.  

[34] Detective Constable Burtt and others on the Sudbury Police force 

conducted further investigations.  Several sources confirmed that the appellant 

lived at the residence.  Another officer was also able to confirm that the appellant 

lived alone, had a computer, did not employ a wireless network, and was a 

customer of Bell Sympatico.  Armed with this information, the information 

provided by the German authorities, knowledge of the nature of the images, and 

the subscriber information provided by Bell Sympatico, the Sudbury Police 

applied for a search warrant.    

[35] On May 23, 2007, the Sudbury Police obtained a warrant to search the 

appellant’s residence.  They executed the warrant the next day, while the 

appellant was home alone.  When the police entered the house, they saw child 
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pornography on the appellant’s computer screen.  The police seized four 

computers and related material.  Forensic analysis revealed over 30,000 images 

and 373 videos of child pornography. 

(iii) The Legislative Context: PIPEDA and the Criminal Code 

[36] Several Canadian ISPs, including Bell Sympatico, have developed a 

protocol in conjunction with various Canadian law enforcement agencies to be 

used when those agencies are seeking subscriber information associated with 

the use of a specified IP address at a specific date and time.  The protocol 

applies to child sexual exploitation investigations: see Suzanne Morin, “Updated: 

Business Disclosure of Personal Information to Law Enforcement Agencies: 

PIPEDA and the CNA Letter of Request Protocol”, Privacy Pages: CBA National 

and Privacy Access Law Section Newsletter (November 2011), pp. 1-20.  

[37] Under the protocol, the police send a requesting letter to the ISP 

identifying the requesting officer, indicating that the officer is conducting an 

investigation in relation to child exploitation offences under the Criminal Code, 

and seeking disclosure of the last known customer name and address of an 

account holder associated with a specified IP address used at a specific date and 

time.  The letter states that the request is made pursuant to s. 7(3)(c.1) of 

PIPEDA.  The officer identifies his authority for the request by reference to the 
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legislation governing the particular police force and the common law police 

powers.  The letter provides no details of the specific investigation.   

[38] The requesting letter contains a space where the information sought by the 

police can be inserted by the ISP.  If the ISP chooses to provide that information, 

it fills in the space and returns the letter to the requesting officer.   

[39] In this case, Bell Sympatico received requests, referable to each of the 

three IP address connected to images of child pornography.  These requests 

complied with the protocol.  Bell Sympatico chose to cooperate with the requests, 

inserted the appellant’s subscriber information in the letters and returned them to 

the RCMP. 

[40] PIPEDA, the statutory authority referred to in the form letter, is federal 

legislation governing the collection, use and disclosure of customers’ personal 

information in the private sector.  PIPEDA applies to any “organization” – a 

broadly defined term in the Act – that collects, uses or discloses the “personal 

information” – again a broadly defined term in the Act – in the course of their 

commercial activities: PIPEDA, ss. 2 and 4.  PIPEDA applies to Bell Sympatico’s 

disclosure of its customers’ personal information. 

[41] PIPEDA recognizes and seeks to protect an individual’s right to privacy in 

respect of personal information provided to organizations.  At the same time, 

PIPEDA acknowledges that disclosure of that information by those organizations 
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will in some circumstances be reasonable and appropriate.  The dual rationale 

underlying the legislation is reflected in s. 3: 

The purpose of this Part is to establish, in an era in 

which technology increasingly facilitates the circulation 

and exchange of information, rules to govern the 

collection, use and disclosure of personal information in 

a manner that recognizes the right of privacy of 

individuals with respect to their personal information and 

the need of organizations to collect, use or disclose 

personal information for purposes that a reasonable 

person would consider appropriate in the 

circumstances. 

[42] Subsection 5(3) further confirms reasonableness as the touchstone of 

permissible disclosure of personal information under the Act: 

An organization may collect, use or disclose personal 

information only for purposes that a reasonable person 

would consider are appropriate in the circumstances. 

[43] Subsection 5(1) of PIPEDA requires that an organization, like Bell 

Sympatico, comply with the obligations set out in Schedule 1 of the Act.  That 

schedule details the “Principles Set Out in the National Standard of Canada 

Entitled Model Code for the Protection of Personal Information, CAN/CSA-Q830-

96”.  The principles found in Schedule 1 begin from the premise that an 

organization cannot disclose personal information obtained from a customer 

without the knowledge and consent of the customer. As s. 3 and s. 5(3) 

acknowledge, however, disclosure is appropriate in certain circumstances.  

Subsection 7(3) of the Act sets out circumstances in which an organization may, 
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if it chooses to do so, disclose a customer’s personal information without the 

customer’s knowledge or consent.  Some of the circumstances described in s. 

7(3) contemplate disclosure to governmental authorities, including the police.   

For present purposes, the relevant disclosure provision is s. 7(3)(c.1)(ii): 

7. (3) For the purpose of clause 4.3 of Schedule 1, and 

despite the note that accompanies that clause, an 

organization may disclose personal information without 

the knowledge or consent of the individual if the 

disclosure is 

... 

(c.1) made to a government institution or part of a 

government institution that has made a request 
for the information, identified its lawful authority to 

obtain the information and indicated that 

... 

(ii) the disclosure is requested for the 

purpose of enforcing any law of Canada, a 

province or a foreign jurisdiction, carrying 

out an investigation relating to the 

enforcement of any such law or gathering 

intelligence for the purpose of enforcing 

any such law....  [Emphasis added.] 

[44] In this case, the letters of request sent by the RCMP to Bell Sympatico 

identified the “government institution” making the request – the RCMP; identified 

the “lawful authority” for the request – the Royal Canadian Mounted Police Act, 

the Royal Canadian Mounted Police Regulations, and the common law; and 

indicated that the disclosure was requested only for the purpose of an 
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investigation in relation to child sexual exploitation offences under the Criminal 

Code, a “law of Canada”. 

[45] The disclosure contemplated by s. 7(3) is discretionary.  The organization 

asked to make disclosure of customer records must exercise that discretion in 

accordance with the overarching principle enunciated in s. 5(3) of PIPEDA.  The 

disclosure must be for purposes that “a reasonable person would consider are 

appropriate in the circumstances.”  In exercising that discretion, the organization 

is entitled to consider factors such as the nature of the investigation, and the 

nature of the information requested: see Andrea Slane & Lisa M. Austin, “What’s 

in a Name? Privacy and Citizenship in the Voluntary Disclosure of Subscriber 

Information in Online Child Exploitation Investigations” (2011) 57 Crim. L.Q. 486, 

at pp. 496-498. 

[46] The trial judge found, at para. 57 of his reasons, and the parties and the 

intervener agree, that PIPEDA does not create any police search and seizure 

powers.  I agree with this interpretation.  PIPEDA sets out the circumstances in 

which organizations may lawfully choose to disclose personal customer 

information, which must normally be kept confidential, to third parties including, in 

some circumstances, the police. 

[47] Crown counsel acknowledges that nothing in PIPEDA empowers the state 

to interfere with an individual’s rights under s. 8 of the Charter.  It does not follow 

20
12

 O
N

C
A

 6
60

 (
C

an
LI

I)



 

 

 

Page: 21 

 

 

 

that because an organization can disclose information to the state under PIPEDA 

that an individual has no privacy interest as against the state in that information 

for the purposes of s. 8.  The terms of PIPEDA are, however, relevant to the s. 8 

analysis to the extent that they speak to the existence and scope of a reasonable 

expectation of privacy in respect of information in the hands of an organization 

operating under the auspices of PIPEDA.  

[48] Subsection 487.014(1) of the Criminal Code is also germane given the 

disclosure regime established by PIPEDA: 

For greater certainty, no production order is necessary 

for a peace officer ... enforcing or administering this or 

any other Act of Parliament to ask a person to 

voluntarily provide to the officer documents, data or 

information that the person is not prohibited by law from 

disclosing. 

[49] Subsection 487.014(1) seems to state the self-evident, perhaps explaining 

the opening phrase “for greater certainty”.  The section provides that where a 

person is not prohibited by law from disclosing information, the police may 

request disclosure of that information without prior judicial authorization.  Read 

with PIPEDA, s. 487.014(1) allows the police, without obtaining prior judicial 

authorization, to ask an organization for information which that organization is 

lawfully entitled to disclose under PIPEDA.   

[50] With respect to the contrary opinion reached by the majority in Trapp, at 

para. 66, I do not read s. 487.014(1) as creating or extending any police search 
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or seizure power.  The police request identified in the section, standing alone, is 

not a search or seizure.  The request, coupled with the voluntary cooperation 

with the request by the third party holder of the information, may or may not be a 

search or seizure depending on whether a claimant can establish a reasonable 

expectation of privacy in the information as against the state.  That determination 

will depend on an assessment of the totality of the circumstances.  Legislative 

provisions affecting either the police authority to request the information from 

third parties, e.g. s. 487.02(1), or the third party’s ability to voluntarily disclose 

that information to the police, e.g. PIPEDA, are relevant to the reasonable 

expectation of privacy inquiry but do not create police powers to search or seize.      

[51] The appellant does not challenge the constitutionality of either PIPEDA or 

s. 487.014(1). 

(iv) The Service Agreement 

[52] The relationship between Bell Sympatico and the appellant was governed 

by a service agreement and related documents setting out the terms on which 

Bell Sympatico agreed to provide services, including Internet connection, to the 

appellant.  The contract between Bell Sympatico and the appellant is a classic 

contract of adhesion.  Bell Sympatico unilaterally set the terms of the service 

agreement and related documents.  If the appellant wanted the service provided 

by Bell Sympatico, he had to agree to Bell Sympatico’s terms.  
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[53] The terms of the service agreement included the following: 

You will not use the Service in a manner that is contrary 

to any applicable law or regulation, and you will abide 

by Your Service Provider’s policies, including without 

limitation the Acceptable Use Policy, which set forth 

additional rules that govern your activity in connection 

with the Service. 

[54] The Acceptable Use Policy (“AUP”) attached to the service agreement 

provided that any violation of the AUP constituted a violation of the service 

agreement that could result in termination of the agreement.  The AUP 

specifically prohibited: 

5.  Uploading or downloading, transmitting, posting, 

publishing, disseminating, receiving, retrieving, 

storing or otherwise reproducing, distributing or 

providing access to information, software, files or 

other material which ... (ii) are defamatory, 

obscene, child pornography or hate literature....  

... 

11.  Transmitting, posting, receiving, retrieving, storing 

or otherwise reproducing, distributing or providing 

access to any program or information constituting 

or encouraging conduct that would constitute a 

criminal offence…. 

12.  Violating or breaching any applicable law….  

[Emphasis added.]  

[55] Paragraph 17 of the service agreement put the appellant on notice that 

Bell Sympatico reserved the right: 

from time to time to monitor the Service electronically ... 

and to disclose any information necessary to satisfy any 
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laws, regulations or other governmental request from 

any applicable jurisdiction, or as necessary to operate 
the Service or to protect itself or others.  [Emphasis 

added.] 

[56] In the AUP, Bell Sympatico made it clear that it would:  

offer full co-operation with law enforcement agencies in 

connection with any investigation arising from a breach 

of this AUP.  [Emphasis added.] 

[57] The service agreement also addressed the privacy features Bell Sympatico 

offered to its customers.  In the agreement, Bell Sympatico undertook to protect 

its clients’ “personal information” in a manner that was consistent with Bell 

Customer Privacy Policy and the Bell Code of Fair Information Practices.  While it 

is not entirely clear, it would appear that the name and address of a customer, 

standing alone, would not qualify as “personal information” for the purposes of 

Bell’s privacy policy and practices.  

[58] The service agreement further provided that customers like the appellant, 

by subscribing to the service, consented to the collection, use and disclosure of 

their personal information as described in Bell Sympatico’s policies and 

practices, unless the customer specifically withdrew that consent by completing 

an “opt-out form”.  There is no evidence that the appellant “opted out”.  
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C. LEGAL ANALYSIS 

(i) A Broad and Purposive Interpretation of s. 8 

[59]  Before examining the specific issues raised on this appeal, it is important 

to describe the jurisprudential landscape on which the issue raised by this ground 

of appeal must be resolved.  I begin with the language of s. 8.  It declares with 

eloquent simplicity that: 

Everyone has the right to be secure against 

unreasonable search or seizure. 

[60] Section 8 stands as “a shield against unjustified state intrusions on 

personal privacy”: R. v. Kang-Brown, 2008 SCC 18, [2008] 1 S.C.R. 456, at para. 

8.  Section 8 recognizes and constitutionally protects every person’s right to live 

his or her life free of government intrusion except to the extent that the intrusion 

is reasonable.  Personal privacy, broadly construed, includes control over one’s 

body and bodily substances (physical privacy), control over certain places such 

as one’s residence (territorial privacy), and control over information about the 

person and/or his activities (informational privacy): Tessling, at paras. 20-24. 

[61] The fundamental importance of personal privacy cannot be denied.  

Personal privacy is a prerequisite to individual liberty, security, self-fulfilment and 

autonomy.  Personal privacy is also a precondition to the maintenance of a 

thriving democratic society: R. v. Dyment, [1988] 2 S.C.R. 417, at pp. 427-428; 

R. v. Wong, [1990] 3 S.C.R. 36, at pp. 45-46; R. v. Wise, [1992] 1 S.C.R. 527, at 
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p. 558, La Forest J., dissenting (but not on this point); R. v. Plant, [1993] 3 S.C.R. 

281, at pp. 292-293; and Tessling, at paras. 12-16.  

[62] Section 8, like all Charter rights, must be interpreted broadly so as to best 

achieve the purpose underlying the right.  As set out above, the protection of 

personal privacy from unreasonable state intrusion is the primary purpose of s. 8: 

Hunter v. Southam Inc., [1984] 2 S.C.R. 145, at pp. 158-159; Dyment, at p. 253.   

[63] The purposive and broad interpretation of s. 8 is evident in the 

jurisprudence of the Supreme Court of Canada.  Several facets of that 

jurisprudence are germane to this case.  To begin with, the concepts of search 

and seizure are not defined by reference to the nature of the state conduct in 

issue, but primarily by reference to the effect of that conduct on the reasonable 

expectation of privacy of those targeted by the conduct: R. v. Evans, [1996] 1 

S.C.R. 8, at para. 11; R. v. Buhay, 2003 SCC 30, [2003] 1 S.C.R. 631, at paras. 

33-34; R. v. Law, 2002 SCC 10, [2002] 1 S.C.R. 227, at para. 15; Wise, at p. 

538; Tessling, at para. 18; and Gomboc, at para. 77, Abella J., concurring. 

[64] Thus, while from the police perspective, it could be said that they merely 

asked Bell Sympatico for its assistance and Bell Sympatico volunteered its 

cooperation, from the appellant’s perspective, the police, through their request 

and Bell Sympatico’s cooperation, acquired personal information about the 

appellant’s computer use that the appellant claimed he was reasonably entitled 
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to expect would not be made available to the police without some prior judicial 

authorization.  If the appellant had a reasonable expectation of privacy with 

respect to the information, the police acquisition of that information falls within the 

meaning of “search and seizure” for the purposes of s. 8 even though the state 

conduct was in no way coercive and Bell Sympatico voluntarily turned over the 

information. 

[65] A purposive reading of s. 8 also requires that the court identify the subject 

matter of the alleged search, not narrowly in terms of the physical acts involved 

or the physical space invaded, but rather by reference to the nature of the privacy 

interests potentially compromised by the state action.  Thus, in Patrick, at para. 

29, the court described the target of the search, not as the appellant’s garbage 

bags left on the street, but rather as the appellant’s personal information that 

could be gleaned from an examination of the contents of the garbage bags.  In 

Kang-Brown, at para. 58, the court described the target of the search by the 

sniffer dog as the contents of the bag sniffed, and not merely the air surrounding 

the bag.  Similarly, in Tessling and in Gomboc, the court characterized searches 

by reference to the information that could potentially be revealed about activities 

with the home and not simply as information about electricity or heat 

consumption within the home.     

[66] The proper characterization of the subject matter of the state conduct is 

important in this case.  Ms. Fairburn, for the Crown, drawing on the analysis of 

20
12

 O
N

C
A

 6
60

 (
C

an
LI

I)



 

 

 

Page: 28 

 

 

 

the trial judge and that found in the concurring reasons of Ottenbreit J.A. in 

Trapp, at paras. 119-124 and 134, contends that the police acquired only the 

appellant’s name and address, information that was readily available to the public 

and could not possibly be viewed as private or confidential by anyone.  Ms. 

Fairburn further submits that the nature of the information obtained by the police 

from Bell Sympatico does not change because, when combined with information 

the police had obtained lawfully from other sources, it connects the appellant to 

certain Internet activity.   

[67] With respect to Ms. Fairburn’s submissions, delivered with her customary 

clarity, her description of the target of the state action as the appellant’s name 

and address is akin to the suggestion that the air around the bag was the target 

of the search conducted by the sniffer dog in Kang-Brown.  That characterization 

does not describe what the police were really after, or what the appellant claims 

was within his reasonable expectation of privacy.   

[68] The police did not want the subscriber information so as to be able to 

identify the appellant as a customer of Bell Sympatico.  That fact alone was of no 

value to the police.  Nor does the appellant contend that he has a reasonable 

expectation of privacy with respect to the fact that he is a client of Bell 

Sympatico.  The police wanted the information because they believed it could 

potentially identify the appellant as the person who had anonymously accessed 

child pornography on three separate occasions over the Internet.  Translated into 
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the content neutral language required for the purposes of s. 8, the police wanted 

the information because of what it could potentially tell them about the appellant’s 

Internet activity on three occasions.  They sought to connect an identity to certain 

activity: see Slane & Austin, at pp. 500-503.   

[69] I agree with Mr. Dawe, counsel for the appellant, that the reasonable 

expectation of privacy inquiry must be framed in terms of whether the police 

could access information “capable of revealing details about the appellant’s 

Internet activities”. I cannot, however, go so far as Mr. Dawe, and counsel for the 

intervener, who relying on the comments of Cameron J.A. in Trapp, at paras. 32-

37, argue that the information sought by the police would provide “an electronic 

roadmap of the appellant’s travels on the Internet”.  That description, while 

consistent with the language used in Trapp, at para. 36, goes beyond the 

evidentiary record in this case.  Adapting the intervener’s metaphor to the 

evidence adduced here, I would say that the police sought information capable of 

putting the appellant at a specific place, at a specific time in the course of his 

travels on the Internet.   

[70] The privacy claim advanced by the appellant raises a further important 

point about the scope of the privacy right protected by s. 8.  The appellant is 

arguing that he had a reasonable expectation that he could access and use the 

Internet anonymously and that s. 8 protects him against state access to 

information in the hands of third parties that would allow the state to identify the 

20
12

 O
N

C
A

 6
60

 (
C

an
LI

I)



 

 

 

Page: 30 

 

 

 

appellant’s activities on the Internet, unless the state can satisfy the 

reasonableness requirement of s. 8.  The appellant in essence claims that his 

privacy rights under s. 8 protect his anonymity while engaged in certain activities, 

even activities in public venues. 

[71] Personal privacy is about more than secrecy and confidentiality.  Privacy is 

about being left alone by the state and not being liable to be called to account for 

anything and everything one does, says or thinks.  Personal privacy protects an 

individual’s ability to function on a day-to-day basis within society while enjoying 

a degree of anonymity that is essential to the individual’s personal growth and 

the flourishing of an open and democratic society.   

[72] In Wise, at p. 538, the court recognized an individual’s expectation of 

privacy while engaged in very public activity.  The court held that continual state 

electronic monitoring of the movements of an individual’s vehicle on public 

highways violated that person’s reasonable expectation of privacy.  I take the 

court to have held that in Canadian society people can reasonably expect that 

they can move about on public highways without being identified and continually 

monitored by the state.  If the state chooses to engage in that kind of invasive 

conduct, it must be able to meet the constitutional requirements of s. 8.  Wise 

holds that while the public nature of the forum in which an activity occurs will 

affect the degree of privacy reasonably expected, the public nature of the forum 

does not eliminate all privacy claims.   
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[73]   The concept of privacy underlying Wise is described by Professor Westin 

as “public privacy”:  Alan F. Westin, Privacy and Freedom (New York: Athenum, 

1967), at p. 32.  He explains the relationship between anonymity and personal 

privacy in these terms, at p. 31: 

The third state of privacy, anonymity, occurs when the 

individual is in public places or performing public acts 

but still seeks, and finds, freedom from identification and 

surveillance.  He may be riding a subway, attending a 

ball game, or walking the streets; he is among people 

and knows that he is being observed; but unless he is a 

well-known celebrity, he does not expect to be 

personally identified and held to the full rules of 
behaviour and role that would operate if he were known 

to those observing him.  In this state the individual is 

able to merge into the “situational landscape.”   

Knowledge or fear that one is under systematic 

observation in public places destroys the sense of 

relaxation and freedom that men seek in open spaces 

and public arenas.  [Emphasis added.] 

[74] I think that s. 8 encompasses the concept of “public privacy” described 

above.
1
  Surely, if the state could unilaterally, and without restraint, gather 

information to identify individuals engaged in public activities of interest to the 

state, individual freedom and with it meaningful participation in the democratic 

process would be curtailed.  It is hardly surprising that constant unchecked state 

surveillance of those engaged in public activities is a feature of many dystopian 

novels.   

                                        
1
 In Tessling, at para. 40, Binnie J. states “a person can have no reasonable expectation of privacy in 

what he or she knowingly exposes to the public”.  In my view, this comment is not directed at cases where 

the person acts anonymously: see also Wise, at p. 558, La Forest J., dissenting. 
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[75] By going on the website carookee.com, the appellant engaged with others 

in a public forum that was open to literally anyone around the world.  The 

appellant did so, however, anonymously.  Anonymity “to some degree at least” is 

a feature of much Internet activity: Warman v. Wilkins-Fournier, 2010 ONSC 

2126, 100 O.R. (3d) 648, at para. 20 (Div. Ct.).  Depending on the totality of the 

circumstances, his anonymity may enjoy constitutional protection under s. 8.   

[76] A purposive approach to s. 8 also dictates that personal privacy claims be 

measured as against the specific state conduct and the purpose for that conduct.  

Section 8 is not about protecting individual privacy at large or as between non-

state actors.  Section 8 focuses on personal privacy claims in relation to state 

intrusions said to infringe on that personal privacy: Gomboc, at para. 34, 

Deschamps J., concurring.  Because the focus is on state intrusion and the 

purpose of the intrusion, Canadian jurisprudence has emphatically rejected the 

“risk” analysis featured in American Fourth Amendment jurisprudence: e.g. see 

R. v. Duarte, [1990] 1 S.C.R. 30, at p. 48; Wong, at p. 45.  According to that 

jurisprudence, voluntary disclosure to third parties defeats Fourth Amendment 

claims: e.g. see Smith v. Maryland, 442 U.S. 735 (1979), at pp. 743-744; United 

States v. Miller, 425 U.S. 435 (1976), at pp. 442-443; and Robert W. Hubbard, 
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Peter DeFreitas & Susan Magotiaux, “The Internet – Expectations of Privacy in a 

New Context” (2001) 45 Crim. L.Q. 170, at pp. 177-185.
2
 

[77] Under the Canadian jurisprudence, a person, by allowing others into a 

zone of personal privacy, does not forfeit a claim that the state is excluded from 

that same zone of privacy.  Nor does allowing a state actor within a zone of 

personal privacy for a specified purpose, automatically foreclose a claim of 

privacy as against the state should it enter that same zone of privacy for another 

purpose: R. v. Colarusso, [1994] 1 S.C.R. 20, at p. 55; Law, at paras. 19-22; 

Thomson Newspapers Ltd. v. Canada, [1990] 1 S.C.R. 425; Gomboc, at paras. 

100-102, McLachlin C.J.C. and Fish J., dissenting (but not on this point); R. v. 

D’Amour (2002), 166 C.C.C. (3d) 477 (Ont. C.A.), at para. 57; and R. v. Cole, 

2011 ONCA 218, 105 O.R. (3d) 253, at paras. 74-78.  On the purposive 

interpretation of s. 8, it is no answer to the appellant’s s. 8 claim to assert that 

because the appellant willingly surrendered the relevant information to Bell 

Sympatico, he assumed the risk that Bell Sympatico would share the information 

with the police. 

                                        
2
 The “risk analysis” favoured in the American case law would doom the appellant’s argument since the 

subscriber information was willingly disclosed to the appellant’s ISP: e.g. see United States v. Perrine, 
518 F. 3d 1196 (10th Cir. 1998), at pp. 1204-1205; United States v. Bynum, 604 F. 3d 161 (4th Cir. 2010), 
at p. 164.  Recently, in United States v. Jones, 565 U.S. ___ (2012), Sotomayor J., in a concurring 

opinion, suggested that the risk analysis approach was “ill suited to the digital age in which people reveal 
a great deal of information about themselves to third parties in the course of carrying out mundane tasks.”  
She opined that it may be time to reconsider the court’s approach to privacy claims under the Fourth 

Amendment. 
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[78] In holding that the risk that Bell Sympatico would share the information 

does not necessarily defeat a s. 8 claim, I do not suggest that the relationship 

between the appellant and Bell Sympatico, particularly as it related to any 

agreement concerning the disclosure of information, was not relevant to the 

appellant’s privacy claim.  I mean only to say that willing disclosure to third 

parties is not determinative of the existence of a legitimate privacy claim under s. 

8. 

(ii) Section 8 Protects Only Reasonable Expectations of Privacy 

[79] Despite the centrality of personal privacy to the relationship between the 

individual and the state under the Canadian constitution, personal privacy, like 

any other individual right, cannot be absolute in a democratic society .  One’s right 

to be left alone by the state must be balanced against other legitimate competing 

societal interests, including the need to effectively investigate crime: Hunter, at 

pp. 159-160; Tessling, at paras. 17-18.  In Hunter, Dickson J. described the 

balance in these terms: 

The guarantee of security from unreasonable search 
and seizure only protects a reasonable expectation.  

This limitation on the right guaranteed by s. 8, whether it 

is expressed negatively as a freedom from 

“unreasonable” search and seizure, or positively as an 

entitlement to a “reasonable” expectation of privacy, 

indicates that an assessment must be made as to 

whether in a particular situation the public’s interest in 

being left alone by government must give way to the 

government’s interest in intruding on the individual’s 

20
12

 O
N

C
A

 6
60

 (
C

an
LI

I)



 

 

 

Page: 35 

 

 

 

privacy in order to advance its goals, notably those of 

law enforcement.  [Emphasis added.] 

[80] The s. 8 jurisprudence strikes the balance between individual privacy and 

competing state interests by constitutionally protecting only privacy claims that 

are founded on a reasonable expectation of privacy and by prohibiting only state 

intrusions upon reasonable expectations of privacy that are unreasonable: 

Tessling, at paras. 17-18.  

[81] How then is one to determine whether a claimant has “a reasonable 

expectation of privacy”?  In Tessling, at para. 42, Binnie J. observes that 

“[e]xpectation of privacy is a normative rather than a descriptive standard.”  

[82] By “normative”, I understand Binnie J. to mean that in determining whether 

an individual enjoys a reasonable expectation of privacy, the court is making a 

value judgment more than a finding of fact in the traditional sense.  When the 

court accepts the contention that a person has a reasonable expectation of 

privacy, the court is in reality declaring that the impugned state conduct has 

reached the point at which the values underlying contemporary Canadian society 

dictate that the state must respect the personal privacy of individuals unless it is 

able to constitutionally justify any interference with that personal privacy. 

[83] The normative nature of the reasonable expectation of privacy inquiry has 

been underscored in several pronouncements from the Supreme Court of 
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Canada beginning in Wong, at pp. 45-46, where La Forest J. described the 

inquiry in these terms: 

[W]hether, by the standards of privacy that persons can 

expect to enjoy in a free and democratic society, the 

agents of the state were bound to conform to the 

requirements of the Charter when effecting the intrusion 

in question. 

[84] In Patrick, at para. 14, Binnie J. stressed the long-term consequences on 

personal privacy of the impugned state action in assessing the privacy claim: 

Privacy analysis is laden with value judgments which 

are made from the independent perspective of the 

reasonable and informed person who is concerned 
about the long-term consequences of government 

action for the protection of privacy. 

[85] Most recently in Gomboc, Deschamps J., at para. 34, in her concurring 

reasons, captured the normative nature of the inquiry in these terms: 

Thus, the fact that the person claiming an expectation of 

privacy in information ought to have known that the 

terms governing the relationship with the holder of that 

information allowed disclosure may not be 

determinative.  Rather, the appropriate question is 

whether the information is the sort that society accepts 

should remain out of the state’s hands because of what 

it reveals about the person involved, the reason why it 

was collected, and the circumstances in which it was 
intended to be used.  [Emphasis added.] 

[86] The courts have approached the reasonable expectation of privacy inquiry 

by asking whether the claimant had a subjective expectation of privacy and, if so, 

whether in all of the circumstances that expectation was reasonable:  e.g. see R. 
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v. Edwards, [1996] 1 S.C.R. 128, at para. 45; R. v. Nolet, 2010 SCC 24, [2010] 1 

S.C.R. 851, at para. 30.  While both questions help to focus the inquiry on the 

specific facts of the case and the values underlying s. 8, neither question 

captures the entirety of the reasonable expectation of privacy inquiry.  Section 8 

is concerned with the degree of privacy needed to maintain a free and open 

society, not necessarily the degree of privacy expected by the individual or 

respected by the state in a given situation.  As Binnie J. put it in R. v. A.M., 2008 

SCC 19, [2008] 1 S.C.R. 569 at para. 33, s. 8 protects the privacy interests that: 

the citizen subjectively believes ought to be respected 

by the government and “that society is prepared to 

recognize as ‘reasonable’”....  [Emphasis added; citation 

omitted.] 

[87] The fact that the paranoid target of a search has no expectation of privacy 

cannot negative his s. 8 rights: see Tessling, at para. 42.  Nor can ubiquitous 

state intrusions upon privacy render expectations of privacy unreasonable for the 

purposes of s. 8: see Patrick, at para. 14.  The ultimate question is whether the 

personal privacy claim advanced in a particular case must, upon a review of the 

totality of the circumstances, be recognized as beyond state intrusion absent 

constitutional justification if Canadian society is to remain a free, democratic and 

open society: see James A. Q. Stringham, “Reasonable Expectations 

Reconsidered: A Return to the Search for a Normative Core of Section 8?” 

(2005) 23 C.R. (6th) 245. 
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[88] As has repeatedly been said, the reasonable expectation of privacy inquiry 

is contextual and looks at the totality of the circumstances: Edwards, at paras. 

31-45; Tessling, at paras. 19 & 31; and Patrick, at para. 26.  Importantly, this 

contextual examination has no regard to the product of the challenged search or 

seizure.  The inquiry is framed in “broad and neutral terms”: Wong, at p. 50; see 

also Buhay, at para. 19; Patrick, at para. 32.  The question is not whether the 

appellant had a reasonable expectation that he could access and possess child 

pornography anonymously. The question is whether the appellant had a 

reasonable expectation that he could anonymously access the Internet on his 

computer without the state, with the cooperation of the appellant’s ISP, being 

able to find out what he had accessed. 

(iii) The Application of the Principles to this Case 

[89] The appellant presents his privacy claim as informational in nature.  He 

asserts a right to privacy as against the state in certain information held by a third 

party, Bell Sympatico.  The appellant maintains that the right to privacy over that 

information arises because if the information is disclosed to the state, the state 

will be able to identify some of the appellant’s Internet activity and thereby obtain 

personal information that could reveal intimate details about the appellant’s 

lifestyle and personal choices: see Plant, at p. 293.  Given that the information 

provided to the police by Bell Sympatico ultimately revealed the appellant as the 

person who accessed child pornography on three occasions, it is difficult to argue 
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with the contention that the information provided by Bell Sympatico had the 

potential to open doors into very private aspects of the appellant’s lifestyle.   

[90] I agree with the parties that the issue is properly framed in terms of a claim 

to privacy in information.  In so holding, I do not ignore the fact that the activity 

was carried out in the appellant’s residence thereby potentially raising a territorial 

privacy claim of the highest order.  However, the physical location where the 

Internet activity occurred seems entirely incidental to the activity itself.  The 

appellant’s privacy claim comes down to an assertion of a reasonable 

expectation of anonymity when on the Internet.  The anonymity claim is tied to 

the nature of the activity, not to the location where the activity occurs.  For that 

reason, this case is distinguishable from cases like Tessling and Gomboc in 

which the activities potentially revealed to the police had a strong physical 

connection to the claimant’s residence. 

[91] Not only is the appellant’s privacy claim advanced in relation to 

information, that information was obtained from a third party, Bell Sympatico, who 

had acquired it from the appellant in the course of a commercial relationship.  

The Supreme Court of Canada has addressed this kind of privacy claim in Plant, 

Tessling and Gomboc.  Those cases identify a number of factors relevant to the 

reasonable expectation of privacy inquiry.  I propose to examine the factors that 

are important in the circumstances of this case by addressing three questions: 
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 What was the subject matter of the impugned state conduct, that is, 

what were the police after when they asked Bell Sympatico for the 

subscriber information? 

 Did the appellant have a subjective expectation that he could act 

with anonymity, at least with regard to the state, in his Internet 

activity? 

 If so, was that expectation objectively reasonable? 

(a) The Target of the Police Action 

[92] As discussed earlier, the police were after information that would 

potentially identify the appellant, not merely as a Bell Sympatico subscriber, but a 

person who had engaged in certain activities on three specific occasions on the 

Internet.  The information sought by the police would strip the appellant of his 

Internet anonymity on those three occasions.  This characterization of the target 

of the police action is not in any way altered because the information provided by 

Bell Sympatico would not conclusively identify the appellant as the person 

engaged in those activities.  The information would connect his account to those 

activities and go some distance to identifying him as the person involved in those 

activities. 

[93] Information that has the very real potential to reveal activities of a personal 

and private nature is, in my opinion, “information which tends to reveal intimate 
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details of the lifestyle and personal choices of the individual”: Plant, at p. 293.  It 

follows that information that has the potential to reveal activities of that kind may 

be deserving of constitutional protection.  The nature of the information does not, 

however, mean that it automatically attracts constitutional protection under s. 8.  

The totality of the circumstances must be considered.  Where the information has 

been given by the claimant to a third party who in turn provides it to the police, 

the relationship between the claimant and that third party as it relates to the 

information is of critical importance.  I will turn to that relationship after 

addressing the appellant’s subjective expectation of privacy. 

(b) The Subjective Expectation of Privacy 

[94] The trial judge found that the appellant had a subjective expectation of 

privacy in respect of his subscriber information.  When, as in my view it should 

be, the information is characterized as information revealing the appellant’s 

Internet activity, there can be no doubt that he had a subjective expectation of 

privacy.  The appellant did not reveal his identity when accessing the sites and 

used temporary anonymous email addresses suggesting a clear intention to 

conceal his identity even further.  The Crown’s submission that the appellant was 

not “fussed about keeping his name and address private” misses the distinc tion 

between identifying the appellant as a Bell Sympatico subscriber and identifying 

the appellant’s Internet activity.  I think the appellant was clearly “fussed” about 

keeping his identity private as it related to his Internet activities.   
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(c) Is the Expectation Objectively Reasonable: The Relationship Between 

the Appellant and Bell Sympatico 

[95]  The appellant and Bell Sympatico had a commercial relationship whereby 

Bell Sympatico provided a variety of services, including Internet access to the 

appellant for a fee.  Unlike for example a doctor-patient relationship, there was 

nothing inherently confidential in the relationship between Bell Sympatico and the 

appellant.  In the private law context, their relationship, including any obligation 

Bell Sympatico had to maintain the confidentiality of information provided by the 

appellant, was governed by the terms of the service agreement between Bell 

Sympatico and the appellant, related documents referred to in the service 

agreement, and the terms of PIPEDA.  As Gomboc demonstrates, it is necessary 

to look at the controlling contractual and legislative provisions when determining 

whether a person has a reasonable expectation of privacy in information that a 

third party service provider has given to the police. 

[96] To properly describe the relationship between the appellant and Bell 

Sympatico, one must first properly characterize Bell Sympatico’s relationship with 

the police insofar as the request for the appellant’s subscriber information is 

concerned.  On this record, Bell Sympatico was not an agent of the police.  Bell 

Sympatico had information in its possession over which it clearly had an interest.  

Bell Sympatico was not compelled by any statute to provide the information to 

the police.  It chose to do so when faced with a very specific and narrow request 
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and when made aware of the nature of the investigation: see Gomboc, at para. 

42, Deschamps J., concurring
3
; see also McNeice, at paras. 41-45.  

[97] Like any service provider, Bell Sympatico had a legitimate interest in 

preventing the criminal misuse of its services, particularly in circumstances where 

the misuse effectively constituted the actus reus of a crime.  That interest may be 

seen as purely a self-interest or, perhaps more appropriately, as a form of “civic 

engagement” reflecting a corporate commitment to assist in law enforcement’s 

struggle to rid the Internet of child pornography:  see Gomboc, at paras. 41-42, 

Deschamps J., concurring; Slane & Austin, at p. 490. 

[98] The normative nature of the reasonable expectation of privacy analysis 

and the value judgments that underlie that analysis require that Bell Sympatico’s 

legitimate interests, whether described as self-interest, civic engagement, or 

both, be taken into account in determining whether the appellant had a 

reasonable expectation of privacy in respect of the information held by Bell 

Sympatico.  A reasonable and informed person considering whether society 

would find it reasonable for the appellant to have a reasonable expectation of 

privacy in his subscriber information would take into account Bell Sympatico’s 

legitimate interests in voluntarily disclosing that information to the police when 

that disclosure would assist in an investigation of the alleged criminal misuse of 

                                        
3
 The dissent in Gomboc views the utility company as having been conscripted to assist the police.  This 

conclusion seems to be based on the utility company’s installation, at the request of the police, of a 
special device used to generate, record and disclose the relevant information.  Here, Bell Sympatico did 

nothing other than provide information from its database. 
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Bell Sympatico’s services, assuming the disclosure was not prohibited and would 

not violate any laws or the terms of applicable customer agreement. 

[99] Bell Sympatico’s legitimate interest in disclosing customer information to 

the police finds expression in the terms of PIPEDA.  Those terms contemplate 

“reasonable disclosure” of customers’ personal information and recognize a 

discretion to disclose personal information to the police in the course of an 

investigation if the prerequisites of the disclosure provision are met: PIPEDA, ss. 

3, 5(3) and 7(3)(c.1)(ii).  

[100] Setting aside the contractual terms for the moment, I think the “reasonable 

and informed person” identified by Binnie J. in Patrick, at para. 14, would view a 

customer’s reasonable expectation of privacy in his or her subscriber information 

to be circumscribed by the service provider’s discretion to disclose that 

information to the police where it was both reasonable to do so and a PIPEDA 

compliant request for disclosure had been made by the police.   

[101] The requests made in this case complied with s. 7(3)(c.1)(ii) of PIPEDA.  In 

considering whether Bell Sympatico acted reasonably in disclosing the 

information, the nature of the information sought is relevant.  The police request 

was specific and narrow.  They sought only the client’s name and address.  That 

information in and of itself revealed nothing personal about the appellant or his 

Internet usage.  The request was also narrow in the sense that it identified three 
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specific instances of Internet activity.  By disclosing the subscriber information to 

the police, Bell Sympatico would not be telling the police anything about the 

client’s Internet activities at any time other than three times identified in the 

requests.   

[102] I think it is also significant that the request referred specifically to the 

investigation of child exploitation offences under the Criminal Code.  Bell 

Sympatico was entitled to have regard to the nature of the offences being 

investigated when it decided whether to disclose the information.  These offences 

are obviously serious.  They victimize children, a very vulnerable element of the 

community and one which the community, as a whole, has a responsibility to 

protect.  Further, Bell Sympatico’s service was an integral and essential 

component of the offences being investigated.  In a very real sense, the power 

and anonymity of the Internet allows these kinds of offences to be committed.  

The alleged perpetrator had gained access to this powerful and anonymous tool 

through the services provided by Bell Sympatico.  The strong and direct 

connection between Bell Sympatico’s services and the commission of the crimes 

under investigation would, in my view, make it all the more reasonable to expect 

that Bell Sympatico would cooperate with the police request for subscriber 

information.   

[103] In stressing the nature of the offence under investigation, I do not fall into 

the trap of judging the appellant’s privacy expectation by reference to the nature 

20
12

 O
N

C
A

 6
60

 (
C

an
LI

I)



 

 

 

Page: 46 

 

 

 

of his activity.  The nature of the offence under investigation is relevant to the 

reasonableness of Bell Sympatico’s response to the police request.  The nature 

of the activity that would actually be revealed to the police by the information 

provided by Bell Sympatico is not germane to the reasonable expectation of 

privacy inquiry.   

[104] I see some analogy between my reliance on PIPEDA and the reliance of 

Abella J. in her concurring reasons in Gomboc on the terms of a regulation that 

allowed the utility supplier to provide information to the police absent an express 

request for confidentiality by the client.  As Abella J. did in Gomboc, I look to 

legislation, the constitutionality of which is not challenged, and which by its terms 

speaks to the circumstances in which the third party holder of the information 

may disclose that information to the police as informing the degree of privacy that 

persons ought reasonably to expect in our society.   

[105] My analysis of the impact of PIPEDA on the reasonable expectation of 

privacy inquiry is somewhat at odds with that of Cameron J.A. who considered 

the provincial equivalent to PIPEDA in Trapp, at paras. 49-54.  I agree with 

Cameron J.A. that the reasonable expectation of privacy inquiry must proceed on 

the basis that the service provider will exercise “a meaningful measure of 

independent and informed judgment” in deciding whether to make the disclosure 

requested by the police: at para. 55.  However, I am satisfied that having regard 

to the nature of the disclosure requested in this case, and the nature of the 
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crimes being investigated, that the reasonable informed person would accept that 

it was reasonable for the ISP to make the disclosure requested.  If disclosure by 

the ISP was a reasonable response to the request then, in these circumstances, 

the appellant’s privacy claim in the face of the request is not objectively 

reasonable. 

[106] I come finally to the contractual terms.  Unlike the provision in Gomboc, 

there is no legislative authority underlying the terms of the service agreement 

between Bell Sympatico and the appellant.  Also, the caution sounded by 

Deschamps J. in Gomboc, at para. 33, against reliance on the terms of contracts 

of adhesion when deciding constitutional rights has application here.   

[107] The contractual provisions in this case tend to reinforce my reliance on 

PIPEDA as indicative of the nature of the appellant’s reasonable expectation of 

privacy.  Like PIPEDA, the contractual terms speak both of Bell Sympatico’s duty 

to protect the privacy of clients’ information and its willingness to disclose 

information in relation to investigations involving the alleged criminal misuse of its 

services.  That willingness clearly qualifies any duty of confidentiality assumed by 

Bell Sympatico.  While there is no single provision in the agreement or related 

documents that spells out Bell Sympatico’s willingness to disclose information to 

the police as clearly as did the regulation under consideration in Gomboc, the 

overall thrust of the documentation is to the same effect.  In particular, the 

Accepted Use Policy (“AUP”) makes it clear that uploading or downloading child 

20
12

 O
N

C
A

 6
60

 (
C

an
LI

I)



 

 

 

Page: 48 

 

 

 

pornography is a breach of the AUP and that Bell Sympatico would “offer full 

cooperation with law enforcement agencies in connection with any investigation 

arising from a breach of this AUP.”  That cooperation would, it seems to me, 

obviously extend to the disclosure of subscriber information which, by the terms 

of the service agreement, could be disclosed if “[n]ecessary to satisfy any laws, 

regulations or other governmental request ... or as necessary ... to protect ... 

others.” 

[108] My review of the terms of the service agreement and related documents 

reinforces my view that a reasonable and informed person would not expect that 

society should recognize that the appellant had a reasonable expectation of 

privacy in respect of the subscriber information held by Bell Sympatico.   

[109] I stress that the conclusion in this case is based on the specific 

circumstances revealed by this record and is not intended to suggest that 

disclosure of customer information by an ISP can never infringe the customer’s 

reasonable expectation of privacy.  If, for example, the ISP disclosed more 

detailed information, or made the disclosure in relation to an investigation of an 

offence in which the service was not directly implicated, the reasonable 

expectation of privacy analysis might yield a different result.  Similarly, if there 

was evidence that the police, armed with the subscriber’s name and address, 

could actually form a detailed picture of the subscriber’s Internet usage,  a court 

might well find that the subscriber had a reasonable expectation of privacy.  
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Those cases will be considered using the totality of the circumstances analysis 

when and if they arise.  

ISSUE #2: THE ADEQUACY OF THE ITO 

[110] The appellant’s second ground of appeal challenges the information to 

obtain the search warrant (ITO) that authorized the search of the appellant’s 

residence and computer.  Counsel argues that even if all of the material 

contained in the ITO was properly included in that document, it did not provide 

sufficient grounds upon which the warrant could be issued.  Counsel places 

heavy reliance on R. v. Morelli, 2010 SCC 8, [2010] 1 S.C.R. 253.  In Morelli, the 

court found that a warrant authorizing the search of an individual’s computer for 

child pornography ought not to have been issued as it did not provide grounds 

upon which a justice of the peace could reasonably believe that the named 

person possessed child pornography on his computer.     

[111] The appellant made a similar argument at trial but did not have the benefit 

of Morelli.  The trial judge found that the ITO contained sufficient grounds upon 

which the justice of the peace acting judicially could issue the warrant.  He 

concluded that many of the appellant’s arguments demonstrated only that the 

grounds in the ITO did not establish that the appellant had committed the 

offences referred to in the ITO.  The trial judge correctly pointed out that the ITO 

need only provide reasonable grounds to believe that evidence relating to the 
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offences would be found in the searches.  The appellant’s ultimate culpability 

was irrelevant to whether the warrant should issue.   

[112] The standard of review applicable to this argument is well settled.  The trial 

judge was obliged to determine whether there were grounds upon which the 

issuing justice could grant the warrant.  This court applies the same deferential 

standard: R. v. Garafoli, [1990] 2 S.C.R. 1421, at p. 1452.  Morelli is an example 

of the application of the well-established Garafoli standard of review to the 

particular facts of that case.  Morelli breaks no new jurisprudential ground.   

[113] This ITO is very different from the ITO found to be deficient in Morelli.  

Most significantly, this ITO provided strong evidence from which it could be 

inferred that someone using the appellant’s computer at his residence had 

accessed or downloaded child pornography on eight instances, six on June 16, 

2006 and one each on July 2 and 6, 2006.  These allegations, in my view, 

provided a basis upon which the justice could infer that there was a reasonable 

probability that child pornography had been accessed and stored on the 

computer.  Unlike Morelli, the police in this case sought the warrant both in 

respect of the offence of accessing child pornography and the offence of 

possessing child pornography.  In Morelli, the police sought a warrant only in 

respect of the possession charge.     
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[114] The ITO also provided extensive technical evidence to the effect that files 

downloaded by the appellant on the computer could be recovered by police 

technicians even if the appellant had made efforts to delete those files.  This 

evidence offered some basis for an inference that the prohibited material 

remained on the computer long after it was downloaded and could be recovered 

if the police were given access to the computer.   

[115] The affiant also provided detailed evidence based on his first-hand 

experiences about the practices of individuals who access and possess child 

pornography on their computers.  He indicated that often these individuals kept 

images for “long periods of time” and “rarely deleted collections”.  I see no reason 

why this kind of evidence, rooted in the officer’s personal experience, could not 

provide some assistance in determining whether the warrant should be granted.  

I bear in mind that the officer’s opinion did not stand alone.  There was other 

reliable evidence that this computer had been used to access child pornography 

on three occasions over a three-week period suggesting use of the computer by 

someone with an interest in child pornography.   

[116] The technical evidence and the officer’s opinion evidence provided a basis 

upon which a justice of the peace could reasonably infer that there was a 

reasonable probability that the child pornography that had been accessed on the 

computer some ten months earlier was still on the computer and could be 
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retrieved by the police.  That is all that was needed to justify the issuance of the 

warrant.  This ground of appeal fails. 

IV  

CONCLUSION 

[117] I would dismiss the appeal. 
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*3333 Rugby Football Union v Consolidated In-
formation Services Ltd (formerly Viagogo Ltd)

(in liquidation)

Supreme Court

JJSC Baroness Hale of Richmond, Lord Kerr of
Tonaghmore, Lord Clarke of Stone-cum-Ebony,

Lord Reed, and Lord Phillips of Worth Matravers

2012 June 14; Nov 21

Practice—Discovery—Action for—Claimant issu-
ing tickets for rugby matches on condition that not
to be sold at above face value—Defendant operat-
ing website for selling and buying of tickets to
sporting events—Claimant alleging that its tickets
had been sold on defendant's website at more than
their face value—Claimant seeking order for dis-
closure of names of buyers and sellers—Whether
necessary and proportionate to grant or-
der—Relevant matters to be taken into ac-
count—Relevance of claimant's overall aim in
seeking information—Requirement to balance aims
pursued against reasonably apprehended impact on
individuals whose personal data sought—Whether
order to be made

The claimant, the governing body for rugby union
in England, was solely responsible for issuing tick-
ets for rugby football matches played at the home
ground of the England team. The claimant's terms
and conditions stipulated that any resale of a ticket
or advertisement of tickets for sale at above their
face value would constitute a breach of contract
rendering the ticket null and void so that all rights
evidenced by the ticket were extinguished. The de-
fendant operated a website which provided a means
by which persons were able anonymously to sell
tickets for several sporting and other events at the

going market price and the defendant received a
percentage of the price paid for the ticket. Prospect-
ive sellers of tickets used the website to register the
tickets which they intended to sell and interested
buyers could then purchase them. The website car-
ried a privacy policy which was brought to the at-
tention of the prospective seller when registering on
the website. As part of the registration process vis-
itors to the website were informed that a condition
of registration was agreement to the defendant's
terms and conditions which included a statement
that the defendant might disclose financial or per-
sonal information if required to do so by law, court
order or law enforcement authority. The claimant,
alleging that the website had advertised tickets to
rugby matches and that they had been sold for a
price which was several times their face value, is-
sued proceedings against the defendant seeking an
order for disclosure of the identity of those who had
advertised for sale or sold tickets for certain spe-
cified international rugby matches. The judge gran-
ted the order on the ground that the claimant had an
arguable case and was seeking redress for breach of
contract or conversion, and that the information
sought was necessary to achieve that redress. The
defendant appealed on the ground, inter alia, that
the order would constitute an unnecessary and dis-
proportionate interference with the rights of those
who had sold or purchased tickets on the website to
the protection of personal data under article 8 of the
Charter of Fundamental Rights of the European
Union1 . The Court of Appeal dismissed the appeal,
holding that any interference with the right to the
protection of personal data as would be involved by
the order was proportionate in the light of the
claimant's legitimate objective in obtaining redress
for arguable wrongs.

On the defendant's appeal—

Held , dismissing the appeal, that the need to order
the disclosure of information would be found to ex-
ist only if it were a necessary and proportionate re-
sponse in all the *3334 circumstances and the test
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of necessity did not require the remedy to be one of
last resort; that the essential purpose of the remedy
was to do justice, which involved the exercise of a
discretion by a careful and fair weighing up of all
relevant factors; that there was nothing in the juris-
prudence of the Court of Justice of the European
Union which restricted the court, when weighing
the potential value to the claimant seeking the order
against the interest of the data subject, to conduct-
ing that assessment solely by reference to the par-
ticular benefit which obtaining the information re-
lating to an individual subject might bring to the
claimant; that it would be unrealistic to fail to have
regard to the claimant's overall aim in seeking the
information, which included an element of active
discouragement to others who might in the future
contemplate flouting the rules which the claimant
sought to enforce; that, since the desire to prevent
future sales of tickets to international rugby
matches at inflated prices was intimately connected
to the claimant's application for the order, the abil-
ity to demonstrate that those who contemplated
such sale or purchase could be detected was a legit-
imate aspiration justifying the disclosure of the in-
formation sought and there was no coherent or ra-
tional reason why it should not feature in any as-
sessment of the proportionality of granting the or-
der; that the particular circumstances affecting the
individual whose personal data would be revealed
always called for close consideration, and might in
some circumstances displace the interests of the ap-
plicant for disclosure of the information even where
there was no immediately feasible alternative way
in which the necessary information could be ob-
tained; that, in the circumstances of the present
case, all that would be revealed was the identity of
those who had engaged in the sale or purchase of
tickets in contravention of clear rules and those in-
dividuals would not have been unfairly or oppress-
ively treated if the order were granted; and that,
since the claimant's entirely worthy motive in seek-
ing to maintain the price of tickets at a reasonable
level not only promoted the sport of rugby but was
also in the interests of all members of the public
who wished to avail themselves of the chance to at-

tend international matches, the impact which could
reasonably be apprehended on the individuals
whose personal data was sought did not offset the
claimant's interests in obtaining that information
and the Court of Appeal had not erred in upholding
the order (post, paras 16, 17, 36–37, 40, 43, 45, 46).

Norwich Pharmacal Co v Customs and Excise
Comrs [1974] AC 133, HL(E) , Productores de
Música de España (Promusicae) v Telefónica de
España SAU (Case C-275/06) [2008] All ER (EC)
809, ECJ , Bonnier Audio AB v Perfect Communic-
ation Sweden AB (Case C-461/10) [2012] 2 CMLR
1175, ECJ and Golden Eye (International) Ltd v
Telefonica UK Ltd [2012] EWHC 723 (Ch) con-
sidered .

Per curiam. Such consent as may have been given
by acceptance of the terms and conditions for regis-
tering at the defendant's website did not include an
agreement to disclose personal data other than
when it was established that that was a proportion-
ate response to a request for the release of that in-
formation (post, paras 47–50).

Decision of the Court of Appeal [2011] EWCA Civ
1585; [2012] FSR 353 affirmed .

The following cases are referred to in the judgment
of Lord Kerr of Tonaghmore JSC:

• Ashworth Hospital Authorty v MGN Ltd [2002]
UKHL 29; [2002] 1 WLR 2033; [2002] 4 All ER
193, HL(E)
• Bonnier Audio AB v Perfect Communication
Sweden AB (Case C-461/10) [2012] 2 CMLR 1175,
ECJ
• British Steel Corpn v Granada Television Ltd
[1981] AC 1096; [1980] 3 WLR 774; [1981] 1 All
ER 417, HL(E)
• Clift v Clarke [2011] EWHC 1164 (QB)
• Crompton (Alfred) Amusement Machines Ltd v
Customs and Excise Comrs (No 2) [1974] AC 405;
[1973] 3 WLR 268; [1973] 2 All ER 1169, HL(E)
• Equatorial Guinea (President of the State of) v
Royal Bank of Scotland International [2006] UKPC
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novation and Skills [2010] EWHC 3110 (Admin);
[2011] HRLR 140
• Totalise plc v The Motley Fool Ltd [2001] EMLR
750; [2001] EWCA Civ 1897; [2002] 1 WLR 1233;
[2003] 2 All ER 872, CA
• X Ltd v Morgan-Grampian (Publishers) Ltd
[1991] 1 AC 1; [1990] 2 WLR 1000; [1990] 2 All
ER 1, HL(E)

No additional cases were cited in argument.

APPEAL from the Court of Appeal

By an application notice dated 28 January 2011 and
a Part 8 claim form issued on 22 March 2011 the
claimant, the Rugby Football Union, sought dis-
closure of the names and addresses of the persons
who had advertised for sale and/or sold via the
website of the defendant, Consolidated Information
Services Ltd (in liquidation) (formerly Viagogo
Ltd), or via the defendant direct, tickets to the Au-
tumn International 2010 rugby football matches and
tickets to the Six Nations 2011 rugby football
matches held at Twickenham Stadium, and full de-
tails of all the tickets advertised for sale on the
websites or otherwise via the defendant, for those
matches, including, but not limited to, in the case of
each ticket, the gate, block, row and seat number
and the price at which the ticket had been advert-

ised for sale. On 30 March 2011 Tugendhat J
[2011] EWHC 764 (QB) granted the order sought.

By an appellant's notice the defendant appealed. On
20 December 2011, the Court of Appeal
(Longmore, Patten and Rafferty LJJ) [2012] FSR
353 dismissed the defendant's appeal.

On 31 January 2012 the Supreme Court (Lord Phil-
lips of Worth Matravers PSC, Lord Clarke of
Stone-cum-Ebony and Lord Sumption JJSC) gran-
ted the defendant permission to appeal, pursuant to
which it appealed.

The facts are stated in the judgment of Lord Kerr of
Tonaghmore JSC.

Martin Howe QC and Tom Moody-Stuart
(instructed by Lewis Silkin LLP ) for the defendant.

Lord Pannick QC and James Segan (instructed by
Kerman & Co LLP ) for the claimant.

The court took time for consideration.

21 November 2012. LORD KERR OF TONAGH-
MORE JSC (with whom BARONESS HALE OF
RICHMOND, LORD CLARKE OF STONE-
CUM-EBONY, LORD REED JJSC and LORD
PHILLIPS OF WORTH MATRAVERS

agreed) handed down the following judgment.

1 The Rugby Football Union (“the RFU”) is the
governing body for rugby union in England. It
owns the famous Twickenham stadium, the *3336
home ground of the England rugby football team.
The RFU alone is responsible for issuing tickets for
international and other rugby matches played at the
stadium.

2 As one would expect in light of the growing pop-
ularity of rugby union football, demand for tickets
for home international games at Twickenham regu-
larly greatly outstrips the number of tickets avail-
able, notwithstanding that the stadium has a capa-
city of 82,000. The RFU does not allow this cir-
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cumstance to inflate the cost of tickets, however.
On the contrary, it is their deliberate policy to al-
locate tickets so as to develop the sport of rugby
and enhance its popularity. Most tickets for interna-
tional matches are therefore distributed by the RFU
to participants in the sport, via affiliated rugby
clubs, referee societies, schools and other bodies
which organise rugby. The distribution of the tick-
ets thereafter depends on the nature of the body in
question. Schools, for instance, are permitted to dis-
tribute tickets to “any member of staff, pupil or
genuine sponsor”. Member clubs are permitted to
sell some or all of their ticket allocation (up to a
combined maximum of 4,837 tickets per match
across all member clubs) to official licensed operat-
ors who then use those tickets to provide official
hospitality packages. The RFU's share of the profit
from this goes towards the player accident and liab-
ility insurance scheme.

3 The RFU's terms and conditions stipulate that any
resale of a ticket or any advertisement of a ticket
for sale at above face value will constitute a breach
of contract rendering the ticket null and void, so
that all rights evidenced by the ticket are extin-
guished. Applicants for tickets indicate agreement
to these terms and conditions when submitting tick-
et application forms and the condition is printed on
the tickets themselves. The terms on which tickets
are supplied also include a condition that the ticket
remains the property of the RFU at all times.

4 Consolidated Information Systems Ltd, a firm in
liquidation, was formerly known as Viagogo Ltd
(Viagogo). Viagogo operated a website which
provided the opportunity for visitors to the site to
buy tickets online for a number of different sporting
and other events at various venues. Included among
these were tickets for rugby matches at Twicken-
ham. The way in which these transactions took
place was that prospective sellers of tickets could
use the website to register tickets that they intended
to sell and interested purchasers could then buy the
tickets from those who wished to sell them. The
website provided a means by which persons were

able anonymously to sell event tickets at the going
market price. A price based on “current market
data” was suggested by Viagogo's website to poten-
tial sellers when they registered a ticket for sale.
Viagogo received a percentage of the price paid for
the ticket.

5 The website carried a privacy policy. This was
accessed through a link at the bottom of the website
page. It was accompanied by the words, “Use of
this website constitutes acceptance of the Terms
and Conditions and Privacy Policy”. The privacy
policy was also brought to the attention of a pro-
spective seller when he registered on the site.

The steps taken by the RFU to protect its policy

6 The RFU contends that arguable wrongs are in-
volved in the advertisement and sale of tickets at
above face value through the website. The sale of
tickets at above face value, it is argued, impinges
directly on the *3337 RFU's policy of promoting
the sport of rugby by allowing tickets to be sold at
affordable prices. It is no longer disputed that the
sale of tickets in the manner facilitated by Viag-
ogo's website arguably constitutes an actionable
wrong.

7 Previously, the RFU has sought injunctions
against ticket touts and unlicensed corporate hospit-
ality providers who were selling tickets in breach of
the conditions on which tickets had been supplied.
It has also taken disciplinary action against clubs
that had distributed tickets other than as stipulated
by the conditions. In order to take these actions, of
course, the RFU had to discover the identity of the
individuals or clubs involved in the sale of the tick-
ets. It engaged in a system of monitoring the web-
sites of secondary sellers of tickets in an attempt to
discover whether tickets were being sold above face
value and, if so, by whom. This effort was frus-
trated in many instances, however, because of the
anonymity offered by websites including that of Vi-
agogo.

8 In the run-up to the autumn international rugby
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matches in 2010 and the home matches for the six-
nations tournament in 2011, the RFU not only con-
tinued to monitor websites, including Viagogo's, it
also conducted a series of test purchases from the
Viagogo website. It discovered that Viagogo had
been used to advertise thousands of tickets for the
seven games that were to be played at Twickenham.
Tickets with a face value of £20 to £55 were being
advertised for sale at up to some £1,300. Blocks of
tickets up to 24 were offered for sale.

9 On making these discoveries, the RFU's legal ad-
visers wrote to Viagogo seeking information about
the identity of those involved in the sale and pur-
chase of the tickets. This was resisted. The RFU
therefore issued proceedings seeking the disclosure
of the information which it considered was required
in order to take the action that it considered was ne-
cessary to protect its policy in relation to the sale of
the tickets.

The proceedings

10 On 21 March 2011 the RFU issued proceedings
seeking disclosure, under the Norwich Pharmacal
principles ( Norwich Pharmacal Co v Customs and
Excise Comrs [1974] AC 133 ), of the identity of
those who had advertised for sale or sold tickets for
the autumn international and six nations matches.
Tugendhat J [2011] EWHC 764 (QB) acceded to
the application, finding that there was a good argu-
able case that those who had received tickets from
the RFU and the subsequent sellers and buyers of
the tickets had been guilty of breach of contract
and/or conversion. He also held that those who
entered the stadium by use of a ticket obtained in
contravention of RFU conditions were arguably
guilty of trespass. The judge found that the RFU
was seeking redress for these arguable wrongs by
obtaining the order that it had applied for; that the
information was necessary to achieve that redress;
and that it was appropriate to exercise his discretion
to grant the relief sought.

11 Viagogo appealed the judge's order. A short time
before the hearing of the appeal, it sought and was

granted leave to introduce a new ground for resist-
ing the grant of a Norwich Pharmacal order. This
was to the effect that the making of such an order
would constitute an unnecessary and disproportion-
ate interference with the rights of those who, argu-
ably, were wrongdoers. Those rights derived from
*3338 article 8 of the Charter of Fundamental
Rights of the European Union which guarantees the
protection of personal data.

12 The Court of Appeal [2012] FSR 353 dismissed
Viagogo's appeal. It confirmed the findings of Tu-
gendhat J that the RFU had an arguable case on the
ground of breach of contract and trespass. It de-
cided that the RFU had no readily available altern-
ative means of discovering who the possible wrong-
doers were other than by means of a Norwich Phar-
macal order. On the argument that such an order
would constitute unacceptable interference with the
personal data rights of those involved in the sale
and purchase of the tickets, the Court of Appeal
held that such interference as would be involved by
the issue of the order was proportionate in light of
the RFU's legitimate objective in obtaining redress
for the arguable wrongs.

13 Before this court, the defendant's argument was
effectively confined to the claim that the grant of
the order would involve a breach of article 8 of the
Charter.

The Norwich Pharmacal order

14 The jurisdiction to allow a prospective claimant
to obtain information in order to seek redress for an
arguable wrong was recognised by the House of
Lords in Norwich Pharmacal Co v Customs and Ex-
cise Comrs [1974] AC 133 . Its scope was de-
scribed by Lord Reid at p 175:

“if through no fault of his own a person gets mixed
up in the tortious acts of others so as to facilitate
their wrongdoing he may incur no personal liability
but he comes under a duty to assist the person who
has been wronged by giving him full information
and disclosing the identity of the wrongdoers. I do
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not think that it matters whether he became so
mixed up by voluntary action on his part or because
it was his duty to do what he did. It may be that if
this causes him expense the person seeking the in-
formation ought to reimburse him. But justice re-
quires that he should co-operate in righting the
wrong if he unwittingly facilitated its perpetration.”

15 Later cases have emphasised the need for flexib-
ility and discretion in considering whether the rem-
edy should be granted: Ashworth Hospital Author-
ity v MGN Ltd [2002] 1 WLR 2033 , para 57, per
Lord Woolf CJ; Koo Golden East Mongolia v Bank
of Nova Scotia [2008] QB 717 , paras 37–38, per
Sir Anthony Clarke MR. It is not necessary that an
applicant intends to bring legal proceedings in re-
spect of the arguable wrong; any form of redress
(for example disciplinary action or the dismissal of
an employee) will suffice to ground an application
for the order: British Steel Corpn v Granada Televi-
sion Ltd [1981] AC 1096 , 1200, per Lord Fraser of
Tullybelton.

16 The need to order disclosure will be found to ex-
ist only if it is a “necessary and proportionate re-
sponse in all the circumstances”: the Ashworth
Hospital case [2002] 1 WLR 2033 , paras 36, 57,
per Lord Woolf CJ. The test of necessity does not
require the remedy to be one of last resort: R
(Mohamed) v Secretary of State for Foreign and
Commonwealth Affairs (No 1) [2009] 1 WLR 2579
, para 94.

17 The essential purpose of the remedy is to do
justice. This involves the exercise of discretion by a
careful and fair weighing of all relevant factors.
Various factors have been identified in the authorit-
ies as relevant. These include: (i) the strength of the
possible cause of action contemplated by the *3339
applicant for the order: the Norwich Pharmacal case
[1974] AC 133 , 199 f–g , per Lord Cross of
Chelsea, Totalise plc v The Motley Fool Ltd [2001]
EMLR 750 , para 27, per Owen J at first instance,
Clift v Clarke [2011] EWHC 1164 (QB) at [14],
[38], per Sharp J; (ii) the strong public interest in
allowing an applicant to vindicate his legal rights:

the British Steel case [1981] AC 1096 , 1175 c–d ,
per Lord Wilberforce, the Norwich Pharmacal case
[1974] AC 133 , 182 c–d , per Lord Morris of
Borth-y-Gest, and p 188 e–f , per Viscount
Dilhorne; (iii) whether the making of the order will
deter similar wrongdoing in the future: the Ash-
worth case [2002] 1 WLR 2033 , para 66, per Lord
Woolf CJ; (iv) whether the information could be
obtained from another source: the Norwich Phar-
macal case [1974] AC 133 , 199 f–g , per Lord
Cross, the Totalise plc case [2001] EMLR 750 ,
para 27, President of the State of Equatorial Guinea
v Royal Bank of Scotland International [2006] UK-
PC 7 at [16], per Lord Bingham of Cornhill; (v)
whether the respondent to the application knew or
ought to have known that he was facilitating argu-
able wrongdoing: the British Steel case [1981] AC
1096 , 1197 a–b , per Lord Fraser, or was himself a
joint tortfeasor, X Ltd v Morgan-Grampian
(Publishers) Ltd [1991] 1 AC 1 , 54, per Lord
Lowry; (vi) whether the order might reveal the
names of innocent persons as well as wrongdoers,
and if so whether such innocent persons will suffer
any harm as a result: the Norwich Pharmacal case
[1974] AC 133 , 176 b–c , per Lord Reid; Alfred
Crompton Amusement Machines Ltd v Customs
and Excise Comrs (No 2) [1974] AC 405 , 434, per
Lord Cross of Chelsea; (vii) the degree of confiden-
tiality of the information sought: the Norwich Phar-
macal case [1974] AC 133 , 190 e–f , per Viscount
Dilhorne; (viii) the privacy rights under article 8 of
the European Convention for the Protection of Hu-
man Rights and Fundamental Freedoms of the indi-
viduals whose identity is to be disclosed: the Total-
ise plc case [2001] EMLR 750 , para 28; (ix) the
rights and freedoms under the EU data protection
regime of the individuals whose identity is to be
disclosed: the Totalise plc case [2001] EMLR 750 ,
at paras 18–21, per Owen J; (x) the public interest
in maintaining the confidentiality of journalistic
sources, as recognised in section 10 of the Con-
tempt of Court Act 1981 and article 10 of the
European Convention for the Protection of Human
Rights and Fundamental Freedoms : the Ashworth
case [2002] 1 WLR 2033 , para 2, per Lord Slynn
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of Hadley.

18 Many of these factors are self-evidently relevant
to the question of whether the issue of a Norwich
Pharmacal order is proportionate in the context of
article 8 of the Charter.

The Data Protection Directive

19 The principal instrument of the EU data protec-
tion regime is Parliament and Council Directive
95/46/EC (“the Directive”).Article 1(1) of the Dir-
ective provides:

“In accordance with this Directive, member states
shall protect the fundamental rights and freedoms
of natural persons, and in particular their right to
privacy with respect to the processing of personal
data.”

20 Article 6 of the Directive requires that member
states should make provision to ensure that personal
data is processed fairly and lawfully. The concept
of “processing” is wide. The regime enacted by the
Directive thus applies to electronic databases as
well as hard copy— article 3(1) . *3340

21 Article 7 of the Directive prescribes criteria for
making data processing legitimate, stating in relev-
ant part:

“Member states shall provide that personal data
may be processed only if: (a) the data subject has
unambiguously given his consent; or … (c) pro-
cessing is necessary for compliance with a legal ob-
ligation to which the controller is subject; or … (f)
processing is necessary for the purposes of the le-
gitimate interests pursued by the controller or by
the third party or parties to whom the data are dis-
closed, except where such interests are overridden
by the interests for fundamental rights and
freedoms of the data subject which require protec-
tion under article 1(1).”

22 Article 13 of the Directive deals with exemp-
tions and restrictions. The relevant provisions for
present purposes are these:

“(1)Member states may adopt legislative measures
to restrict the scope of the obligations and rights
provided for in articles 6(1), 10, 11(1), 12 and 21
when such a restriction constitutes a necessary
measure to safeguard … (g) the protection … of the
rights and freedoms of others”

23 In Productores de Música de España
(Promusicae) v Telefónica de España SAU (Case
C-275/06) [2008] All ER (EC) 809 , para 53, the
Court of Justice of the European Union (“CJEU”)
held that the provisions of article 13 , as referred to
in article 15(1) of Parliament and Council Directive
2002/58/EC concerning the processing of personal
data and the protection of privacy in the electronic
communications sector ( OJ 2002 L201 , p 37) must
be interpreted as “expressing the Community legis-
lature's intention not to exclude from their scope
the protection of the right to property or situations
in which authors seek to obtain that protection in
civil proceedings”. From this it is clear that it is
open to member states to make provision in do-
mestic legislation that there should be disclosure of
personal data in civil proceedings, where that is ne-
cessary to enable a person with a viable cause of
action to pursue it in the courts.

The Data Protection Act 1998

24 The United Kingdom implemented the Directive
by the Data Protection Act 1998 . Relying on article
13(1)(g) of the Directive the Government chose to
exempt from the nondisclosure provisions all dis-
closures of personal data which were required by
law or made in connection with legal proceedings.
The relevant section of the 1998 Act is section 35 ,
which provides:

“(1)Personal data are exempt from the non-
disclosure provisions where the disclosure is re-
quired by or under any enactment, by any rule of
law or by the order of a court.“(2)Personal data are
exempt from the non-disclosure provisions where
the disclosure is necessary— (a) for the purpose of,
or in connection with, any legal proceedings
(including prospective legal proceedings), or (b) for
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the purpose of obtaining legal advice, or is other-
wise necessary for the purposes of establishing, ex-
ercising or defending legal rights.”

25 Before a court makes an order requiring disclos-
ure of personal data, which would attract the ex-
emption under section 35(1) , it must first take
*3341 into account and weigh in the balance the
right to privacy with respect to the processing of
personal data which is protected by article 1(1) of
the Directive: Totalise plc v The Motley Fool Ltd
[2002] 1 WLR 1233 , para 24, per Aldous LJ in the
Court of Appeal.

The Charter

26 The European Charter was proclaimed by the
European Parliament, Council and Commission at
Nice in December 2000. Its purpose was expressed
to be the assembly in a single instrument of those
fundamental rights which European Union law had
previously identified in legislation or in decisions
of the CJEU. In its initial incarnation the Charter
had persuasive value: the CJEU referred to and was
guided by it: see, for instance, the Promusicae case
[2008] All ER (EC) 809 , paras 61–70.

27 The Charter was given direct effect by the adop-
tion of the Lisbon Treaty in December 2009 and the
consequential changes to the founding treaties of
the EU which then occurred. Article 6(1) of the EU
Treaty now provides:

“The Union recognises the rights, freedoms and
principles set out in the Charter of Fundamental
Rights of the European Union of 7 December 2000
, as adapted at Strasbourg, on 12 December 2007,
which shall have the same legal value as the Treat-
ies. The provisions of the Charter shall not extend
in any way the competences of the Union as
defined in the Treaties. The rights, freedoms and
principles in the Charter shall be interpreted in ac-
cordance with the general provisions in Title VII of
the Charter governing its interpretation and applica-
tion and with due regard to the explanations re-
ferred to in the Charter, that set out the sources of

those provisions.”

28 Although the Charter thus has direct effect in
national law, it only binds member states when they
are implementing EU law— article 51(1) . But the
rubric, “implementing EU law” is to be interpreted
broadly and, in effect, means whenever a member
state is acting “within the material scope of EU
law”: see eg R (Zagorski) v Secretary of State for
Business, Innovation and Skills [2011] HRLR 140 ,
paras 66–71, per Lloyd Jones J. Moreover, article
6(1)EU of the EU Treaty requires that the Charter
must be interpreted with “due regard” to the ex-
planations that it contains.

29 Article 8 of the Charter provides:

“1.Everyone has the right to the protection of per-
sonal data concerning him or her.

“2.Such data must be processed fairly for specified
purposes and on the basis of the consent of the per-
son concerned or some other legitimate basis laid
down by law …”

30 The relevant explanation about article 8
(Explanations relating to the Charter of Fundament-
al Rights ( OJ 2007 C303 , p 17)) and to which re-
gard must be had is in the following terms, at p 20:

“This article has been based on article 286 of the
Treaty establishing the European Community and
Directive 95/46/EC of the European Parliament and
of the Council on the protection of individuals with
regard to the processing of personal data and on the
free movement of *3342 such data … Reference is
also made to Regulation (EC) No 45/2001 of the
European Parliament and of the Council on the pro-
tection of individuals with regard to the processing
of personal data by the Community institutions and
bodies and on the free movement of such data …
The above mentioned Directive and Regulation
contain conditions and limitations for the exercise
of the right to the protection of personal data.”

31 Article 52(1) of the Charter sets out the circum-
stances in which an interference with the rights ex-
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pressed in the Charter may be justified:

“Any limitation on the exercise of the rights and
freedoms recognised by this Charter must be
provided for by law and respect the essence of
those rights and freedoms. Subject to the principle
of proportionality, limitations may be made only if
they are necessary and genuinely meet objectives of
general interest recognised by the Union or the
need to protect the rights and freedoms of others.”

The appeal

32 The RFU accepts that the High Court, when
making the order, can be regarded as
“implementing Union law”. Since article 2(a) of the
Directive defines “personal data” as meaning “any
information relating to an identified or identifiable
natural person (‘data subject’)”, the names and ad-
dresses of individuals covered by the order qualify
as “personal data” under this definition. That being
so, the order of the High Court involved the dis-
closure of personal data and was thus within the
material scope of EU law.

33 The defendant's challenge to the Court of Ap-
peal's decision rests exclusively on the claim that it
applied the wrong test in assessing the proportion-
ality of the making of the Norwich Pharmacal or-
der. Put succinctly, the defendant claims that, in as-
sessing whether the order is proportionate, the court
should evaluate the impact that the disclosure of the
information will have on the individual concerned
against the value to the applicant of the information
that can be obtained about that particular individu-
al. Expressed in simple terms which reflect the cir-
cumstances of this case, the court, according to the
defendant, should confine its consideration to the
individual transaction and ask, “What value will the
information about this particular individual have to
the RFU?”

34 Mr Howe QC, who appeared for the defendant,
submitted that Longmore LJ in the Court of Appeal
had been wrong to suggest that it would “generally
be proportionate” to make a Norwich Pharmacal or-

der once it had been shown that there was arguable
wrongdoing and that there was no realistic way of
discovering the identity of the arguable wrongdoers
other than by obtaining an order. Rather, Mr Howe
claimed, the court should have asked whether ob-
taining information about a particular person who
had sold a ticket at more than face value would be-
nefit the RFU to an extent that outweighed that in-
dividual's right to have his or her personal data pro-
tected from disclosure. It was suggested that the
way in which the Court of Appeal had formulated
the test involved a presumptive approach. On that
basis it was to be assumed that the need to obtain
the information in order to prosecute an action to
vindicate the right to property would in virtually
every instance trump any claim to privacy and pro-
tection of *3343 personal data. The defendant con-
tended that this assumption was misplaced. The
proportionality of the interference could only be as-
sessed by concentrating the examination on the par-
ticular circumstances of the individual transaction.
In this way, the defendant claimed, the weighing
exercise involved assessing how much benefit
would derive from obtaining information about a
single individual as against the infringement of that
particular person's right to have his or her personal
data protected.

35 In advancing this case Mr Howe relied first on
the Promusicae case [2008] All ER (EC) 809 and in
particular paras 65–70 of the CJEU's judgment in
that case:

“65.The present reference for a preliminary ruling
thus raises the question of the need to reconcile the
requirements of the protection of different funda-
mental rights, namely the right to respect for
private life on the one hand and the rights to protec-
tion of property and to an effective remedy on the
other.

66.The mechanisms allowing those different rights
and interests to be balanced are contained, first, in
Directive 2002/58 itself, in that it provides for rules
which determine in what circumstances and to what
extent the processing of personal data is lawful and
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what safeguards must be provided for, and in the
three directives mentioned by the national court,
which reserve the cases in which the measures ad-
opted to protect the rights they regulate affect the
protection of personal data. Secondly, they result
from the adoption by the member states of national
provisions transposing those directives and their ap-
plication by the national authorities (see, to that ef-
fect, with reference to Directive 95/46 , Lindqvist at
para 82).

“67.As to those directives, their provisions are rel-
atively general, since they have to be applied to a
large number of different situations which may
arise in any of the member states. They therefore
logically include rules which leave the member
states with the necessary discretion to define trans-
position measures which may be adapted to the
various situations possible (see, to that effect,
Lindqvist at para 84).

“68.That being so, the member states must, when
transposing the directives mentioned above, take
care to rely on an interpretation of the directives
which allows a fair balance to be struck between
the various fundamental rights protected by the
Community legal order. Further, when implement-
ing the measures transposing those directives, the
authorities and courts of the member states must
not only interpret their national law in a manner
consistent with those directives but also make sure
that they do not rely on an interpretation of them
which would be in conflict with those fundamental
rights or with the other general principles of Com-
munity law, such as the principle of proportionality
(see, to that effect, Lindqvist at para 87; and Ordre
des Barreaux Francophones and Germanophone v
Conseil des Ministres (Case C-305/05) [2007] 3
CMLR 731 at para 28).

“69.Moreover, it should be recalled here that the
Community legislature expressly required, in ac-
cordance with article 15(1) of Directive 2002/58 ,
that the measures referred to in that paragraph be
adopted by the member states in compliance with
the general principles of Community law, including

those mentioned in article 6(1) and (2)EU.*3344

“70.In the light of all the foregoing, the answer to
the national court's question must be that Directives
2000/31 , 2001/29 , 2004/48 and 2002/58 do not re-
quire the member states to lay down, in a situation
such as that in the main proceedings, an obligation
to communicate personal data in order to ensure ef-
fective protection of copyright in the context of
civil proceedings. However, Community law re-
quires that, when transposing those directives, the
member states take care to rely on an interpretation
of them which allows a fair balance to be struck
between the various fundamental rights protected
by the Community legal order. Further, when im-
plementing the measures transposing those direct-
ives, the authorities and courts of the member states
must not only interpret their national law in a man-
ner consistent with those directives but also make
sure that they do not rely on an interpretation of
them which would be in conflict with those funda-
mental rights or with the other general principles of
Community law, such as the principle of propor-
tionality.”

36 Mr Howe suggested that in these passages the
CJEU had prescribed a clear principle that national
courts, in dealing with a claim for disclosure of per-
sonal data must weigh the potential value to the
party seeking the material against the interests of
the data subject. This unexceptionable claim can be
readily accepted; it is its refinement and develop-
ment that causes greater difficulty. Mr Howe argues
that in making that assessment, the court must con-
duct the examination solely by reference to the par-
ticular benefit that obtaining the information relat-
ing to an individual data subject might bring. Its
value as part of a broader context is not to be con-
sidered. Thus, for instance, the fact that obtaining
the information might deter others from selling or
buying tickets for rugby internationals could not be
taken into account.

37 I find this approach somewhat artificial, not to
say contrived. It is unrealistic to fail to have regard
to the overall aim of the RFU in seeking this in-
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formation. It is not simply to pursue individuals. It
obviously includes an element of active discourage-
ment to others who might in the future contemplate
the flouting of rules which the RFU seeks to en-
force. There is nothing, in my opinion, in the cited
passages from the CJEU's judgment that supports a
restriction of the matters to be considered by a na-
tional court in the manner suggested.

38 It was submitted, however, that the later case
Bonnier Audio AB v Perfect Communication
Sweden AB (Case C-461/10) [2012] 2 CMLR 1175
made it even clearer that the inquiry as to propor-
tionality was directed to the particular facts of each
case and that, in consequence, broader considera-
tions, extending beyond the specific circumstances
of the data subject, were not to be taken into ac-
count. In the Bonnier Audio case the applicants
were publishing companies holding exclusive rights
to the reproduction, publishing and distribution to
the public of works in the form of audio books.
They claimed that their exclusive rights had been
infringed by the public distribution of the works
without their consent by means of a file transport
protocol server which allowed file sharing and data
transfer between computers connected to the inter-
net. The applicants applied to a district court for an
order for disclosure of data for the purpose of com-
municating the name and address of the person us-
ing the IP address from which it was assumed that
the files in question had been sent. In that *3345
case the national measure under consideration per-
mitted an internet service provider to be ordered to
give a copyright holder information on the sub-
scriber to whom the internet service provider had
supplied a specific IP address which was used in
the infringement of the copyright. The principal is-
sue for the CJEU was whether this was precluded
by Directive 2006/24/EC .

39 Particular reliance was placed on paras 59 and
60 of the judgment of the CJEU:

“59.Thus [the Swedish domestic legislation] en-
ables the national court seised of an application for
disclosure of personal data, made by a person who

is entitled to act, to weigh the conflicting interests
involved, on the basis of the facts of each case and
taking due account of the requirements of the prin-
ciple of proportionality.

“60.In those circumstances, such legislation must
be regarded as likely, in principle, to ensure a fair
balance between the protection of intellectual prop-
erty rights enjoyed by copyright holders and the
protection of personal data enjoyed by internet sub-
scribers or users.”

40 Mr Howe suggested that the use of the expres-
sion, “the facts of each case” in para 59 of the
court's judgment betokened a conclusion that the
individual transaction between the internet provider
and the subscriber was to be considered without
reference to broader considerations that might mo-
tivate the applicant for disclosure of the informa-
tion. I do not accept that submission. Of course the
facts of each case must be considered. But this does
not mean that they should be placed in a hermetic-
ally sealed compartment so that their possible im-
pact on issues going well beyond their significance
to the person whose personal data are sought is ig-
nored. There is no logical or sensible reason to dis-
regard the wider context in which the RFU wants to
have access to this information. Their desire to pre-
vent the future sale of tickets for international
matches at inflated prices is intimately connected to
the application for the Norwich Pharmacal order.
The ability to demonstrate that those who contem-
plate such sale or purchase can be detected is a per-
fectly legitimate aspiration justifying the disclosure
of the information sought. There is no coherent or
rational reason that it should not feature in any as-
sessment of the proportionality of the granting of
the order.

41 Mr Howe referred finally to Golden Eye
(International) Ltd v Telefonica UK Ltd [2012]
EWHC 723 (Ch). In that case Golden Eye and 13
other claimants sought a Norwich Pharmacal order
against Telefonica UK Ltd trading as O2, one of the
six largest retail internet service providers in the
UK. The object of the claim was to obtain disclos-
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ure of the names and addresses of customers of O2
who were alleged to have committed infringements
of copyright through peer-to-peer file sharing.

42 At paras 118 and 119 Arnold J set out the re-
spective rights of the claimants and those whose
personal data would be disclosed if a Norwich
Pharmacal order was made:

“The claimants' rights

“118.The claimants' position can be summarised as
follows. They are owners of copyrights which have
been infringed on a substantial scale by individuals
who have been engaged in … file sharing. The only
way in *3346 which they can ascertain the identity
of those individuals and seek compensation for past
infringements is by (i) obtaining disclosure of the
names and addresses of the intended defendants,
(ii) writing letters of claim to the intended defend-
ants seeking voluntary settlements and (iii) where it
is cost-effective to do so, bringing proceedings for
infringement.

“The intended defendants' rights

“119.The intended defendants are not, of course,
before me. With the assistance of Consumer Fo-
cus's submissions, however, it seems to me that the
position of the intended defendants can be summar-
ised as follows. It is likely that most of the intended
defendants are ordinary consumers, many of whom
may be on low incomes and without ready access to
legal advice, particularly specialised legal advice of
the kind required for a claim of this nature. The
grant of the order sought will invade their privacy
and impinge upon their data protection rights. Fur-
thermore, it will expose them to receiving letters of
claim and may expose them to proceedings for in-
fringement in circumstances where they may not be
guilty of infringement, where the subject matter of
the claim may cause them embarrassment, where a
proper defence to the claim would require special-
ised legal advice that they may not be able to afford
and where they may not consider it cost-effective
for them to defend the claim even if they are inno-

cent.”

43 The situation in the Golden Eye case can be
readily distinguished from the present case. There,
unwitting customers of O2 might find themselves
identified as possible downloaders of pornography
and demands made of them for payment of the ser-
vice. As was pointed out during argument on this
appeal, some customers who had not engaged at all
in downloading the material might feel constrained
to make the payment demanded in order to avoid
the embarrassment of being accused of that activity.
In the present case, by contrast, all that is sought is
the names and addresses of persons who have sold
or bought tickets for international rugby matches in
contravention of unambiguously stated rules that
they should not do so.

44 Mr Howe commended the test adumbrated by
Arnold J in para 117 of his judgment as follows:

“In my judgment the correct approach to consider-
ing proportionality can be summarised in the fol-
lowing propositions. First, the claimants' copyrights
are property rights protected by article 1 of the First
Protocol to the European Convention for the Pro-
tection of Human Rights and intellectual property
rights within article 17(2) of the Charter. Secondly,
the right to privacy under article 8(1) of the Con-
vention/article 7 of the Charter and the right to the
protection of personal data under article 8 of the
Charter are engaged by the present claim. Thirdly,
the claimants' copyrights are ‘rights of others’ with-
in article 8(2) of the Convention/article 52(1) of the
Charter. Fourthly, the approach laid down by Lord
Steyn where both article 8 and article 10 Conven-
tion rights are involved in In re S [2005] 1 AC 593
para 17 is also applicable where a balance falls to
be struck between article 1 of the First Protocol /
article 17(2) of the Charter on the one hand and art-
icle 8 of the Convention/article 7 of the Charter and
article 8 of the Charter on the *3347 other hand.
That approach is as follows: (i) neither article as
such has precedence over the other; (ii) where the
values under the two articles are in conflict, an in-
tense focus on the comparative importance of the
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specific rights being claimed in the individual case
is necessary; (iii) the justifications for interfering
with or restricting each right must be taken into ac-
count; (iv) finally, the proportionality test—or
‘ultimate balancing test’—must be applied to each.”

45 I have no difficulty in accepting this as a correct
statement of the approach to the question of propor-
tionality in the Norwich Pharmacal context. But I
do not accept that its application to the present ap-
peal leads to the conclusion that the order should
not be granted. An “intense focus” on the rights be-
ing claimed in individual cases does not lead to the
conclusion that the individuals who will be affected
by the grant of the order will have been unfairly or
oppressively treated. On the contrary, all that will
be revealed is the identity of those who have, ap-
parently, engaged in the sale and purchase of tick-
ets in stark breach of the terms on which those tick-
ets have been supplied by the RFU. The entirely
worthy motive of the RFU in seeking to maintain
the price of tickets at a reasonable level not only
promotes the sport of rugby, it is in the interests of
all those members of the public who wish to avail
of the chance to attend international matches. The
only possible outcome of the weighing exercise in
this case, in my view, is in favour of the grant of
the order sought.

46 In suggesting that it would “generally be propor-
tionate” to make an order where it had been shown
that there was arguable wrongdoing and there was
no other means of discovering the identity of the ar-
guable wrongdoers, Longmore LJ might be said to
have somewhat overstated the position, although it
is to be noted that this was not expressed as a pre-
sumption in favour of the grant of an order. The
particular circumstances affecting the individual
whose personal data will be revealed on foot of a
Norwich Pharmacal order will always call for close
consideration and these may, in some limited in-
stances, displace the interests of the applicant for
the disclosure of the information even where there
is no immediately feasible alternative way in which
the necessary information can be obtained. But, in

the present case, the impact that can reasonably be
apprehended on the individuals whose personal data
are sought is simply not of the type that could pos-
sibly offset the interests of the RFU in obtaining
that information. I would therefore dismiss the ap-
peal.

Consent

47 Lord Pannick QC, who appeared for the RFU,
deployed, as an alternative to the claim that the
grant of the Norwich Pharmacal order was propor-
tionate, the argument that the persons whose per-
sonal data were sought had given their consent to
the disclosure of that information. In light of my
conclusion as to the proportionality of the order, it
is not strictly necessary to deal with this argument.
It can, in any event, be disposed of briefly. Article
7(a) of the Directive provides that member states
must provide that personal data may be processed if
the data subject has given his unambiguous consent
to its disclosure. Article 2(h) defines “consent” for
this purpose. It provides that “‘the data subject's
consent’ shall mean any freely given, specific and
informed indication of his wishes by which the data
*3348 subject signifies his agreement to personal
data relating to him being processed”.

48 As part of the registration process a visitor to the
Viagogo website was informed that use of the web-
site constituted acceptance of the terms of the pri-
vacy policy referred to in para 5 above. A condition
of registration was agreement to the Viagogo terms
and conditions and the privacy policy. The privacy
policy contains the following statement:

“You should be aware that in addition to the cir-
cumstances described above, Viagogo may disclose
your financial or personal information if required to
do so by law, court order, as requested by other
government or law enforcement authority, or in the
good faith belief that disclosure is otherwise neces-
sary or advisable including, without limitation, to
protect the rights or properties of Viagogo or its af-
filiated companies or when we have reason to be-
lieve that disclosing the information is necessary to

[2012] 1 W.L.R. 3333 Page 13
[2012] UKSC 55 [2012] 1 W.L.R. 3333 [2013] 1 All E.R. 928 [2013] 1 C.M.L.R. 56 [2013] H.R.L.R. 8 [2013]
F.S.R. 23 (2012) 162 N.L.J. 1504 (2012) 156(45) S.J.L.B. 31 Official Transcript [2012] UKSC 55 [2012] 1 W.L.R.
3333 [2013] 1 All E.R. 928 [2013] 1 C.M.L.R. 56 [2013] H.R.L.R. 8 [2013] F.S.R. 23 (2012) 162 N.L.J. 1504
(2012) 156(45) S.J.L.B. 31 Official Transcript
(Cite as: [2012] 1 W.L.R. 3333)
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identify, contact or bring legal action against
someone who may be causing interference with our
rights or properties, whether intentionally or other-
wise, or when anyone else could be harmed by such
activities.”

49 Lord Pannick suggested that this constituted an
unambiguous consent sufficient to satisfy the re-
quirements of articles 2(h) and 7(a) . Even if the
disclosure was disproportionate, therefore, by ac-
cepting Viagogo's terms and conditions, the data
subject had given unequivocal consent to the dis-
closure of his or her personal data.

50 The short—but, in my view, conclus-
ive—answer to this argument is that such consent
as may have been given by acceptance of the terms
and conditions did not include an agreement to dis-
close personal data other than when it was propor-
tionate to do so. Viagogo could not be required by
law to disclose personal data other than when it was
concluded that it was proportionate to require it to
do so. A court order requiring its disclosure could
not be made without the necessary underpinning of
proportionality. It follows that the person who re-
gistered on the Viagogo website consented—at
most—to the disclosure of his or her personal data
when it was established that this was a proportion-
ate response to a request for its release. In my view,
therefore, RFU's alternative argument based on
consent must be rejected. It should be made clear,
however, that the argument based on consent was,
in the manner of its presentation, very much subsi-
diary to the principal submissions on the propor-
tionality of the order, and my conclusions on it are,
on that account, entirely incidental to the primary
findings on the appeal.

Appeal dismissed with costs.Shiranikha Herbert,
Barrister *3349

1. Charter of Fundamental Rights of the European
Union, art 8 : see post, para 29.
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4; 1:12-cv-2820, Doc. 3; 1:12-cv-2831, Doc. 1; 1:12-cv-2894, Doc. 1.  In the interest

of brevity, when referencing the record, this Court will cite only to Plaintiff’s Amended Complaint in 1:12-cv-2812,

unless there is a substantive difference between the cases. 

 Doc. 4.
2/
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF OHIO 
-------------------------------------------------------

:
SAFETY POINT PRODUCTS, LLC et al. :

: CASE NOS. 1:12-CV-2812, 1:12-CV-2820;
Plaintiffs, : 1:12-CV-2831; 1:12-CV-2894

:
vs. : OPINION & ORDER

:
DOES 1-14, DOES 15-96, DOES 97-177, :

& DOES 178-197, :
:

Defendants. :
:

-------------------------------------------------------

JAMES S. GWIN, UNITED STATES DISTRICT JUDGE:

In November 2012, Plaintiffs Safety Point Productions, Picture Perfect Corporation, and

Voltage Pictures filed these four lawsuits against 197 unnamed defendants.   Plaintiffs allege that1/

the 197 John Doe defendants infringed Plaintiffs’ copyright by using the internet-based file sharing

protocol BitTorrent to pirate Plaintiffs’ movie.   For the following reasons, this Court finds sua2/

sponte that Plaintiffs improperly joined Defendants, and thus SEVERS the claims against all

Defendants.  Plaintiffs are asked to notify the Court as to which Defendant shall remain in each of

the four suits already filed.  Plaintiffs are directed to refile their claims against the other defendants

separately and to pay the appropriate filing fees for each action.  Finally, Plaintiffs’ motions for leave
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to take discovery are DENIED AS MOOT. 

I. Background

A. Factual Background

Plaintiffs allege that Defendants violated U.S. copyright law by using BitTorrent to download

the movie.   BitTorrent is a program that enables users to share files via the internet.   Unlike other3/ 4/

“peer-to-peer” (P2P) file sharing networks that transfer files between users or between a user and

a central computer server, BitTorrent allows for decentralized file sharing between individual users

who exchange small segments of a file between one another until the entire file has been downloaded

by each user.   Each user that either uploads or downloads a file segment is known as a “peer.”5/ 6/

Peers that have the entire file are known as “seeds.”   Other peers, known as “leeches” can7/

simultaneously download and upload the pieces of the shared file until they have downloaded the

entire file to become seeds.   8/

Groups of peers that download and upload the same file during a given period are known as

a “swarm,” with each peer being identified by a unique series of alphanumeric characters known as

a “hashtag” that is attached to each piece of the file.   The swarm’s members are relatively9/
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1:12-cv-2812, Doc. 
17/

4 at 2. Safety Point filed its certificate of copyright registration with its complaint.  See

doc. 1-1.  The complaint also lists Picture Perfect Corporation and Voltage Pictures, LLC, as Plaintiffs.  It is not at all

clear from the complaint who those Defendants are.
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anonymous, as each participant is identifiable only by her Internet Provider (IP) address.10/

Overseeing and coordinating the entire process is a computer or a server known as a “tracker” that

maintains a record of which peers in a swarm have which files at a given time.   In order to increase11/

the likelihood of a successful download, any portion of the file downloaded by a peer is available

to subsequent peers in the swarm so long as the peer remains online.   12/

But BitTorrent is not one large monolith.  BitTorrent is a computer protocol, used by various

software programs known as “clients” to engage in electronic file-sharing.   Clients are software13/

programs that connect peers to one another and distributes data among the peers.   But a peer’s14/

involvement in a swarm does not end with a successful download.  Instead, the BitTorrent client

distributes data until the peer manually disconnects from the swarm.   It is only then that a given15/

peer no longer participates in a given BitTorrent swarm.

B. Procedural History

In November 2012, Plaintiffs filed four separate lawsuits against 197 John Doe defendants.16/

Plaintiffs allege that by acting in concert via BitTorrent, Defendants infringed on Plaintiffs’

intellectual property rights by downloading a movie entitled “Puncture”.   Plaintiffs justify joinder17/

Case: 1:12-cv-02894-JG  Doc #: 8  Filed:  04/04/13  3 of 9.  PageID #: <pageID>

https://1.next.westlaw.com/Document/Ie0e609c479d511ddb7e583ba170699a5/View/FullText.html?listSource=Search&navigationPath=Search%2fv3%2fsearch%2fresults%2fnavigation%2fi0ad705230000013da6e8f45a5adbc986%3fNav%3dCASE%26fragmentIdentifier%3dIe0e609c479d511d
https://1.next.westlaw.com/Link/Document/FullText?findType=Y&serNum=1999114311&pubNum=344&originationContext=document&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_344_575
https://a.next.westlaw.com/Document/I2883f4eacfbd11e0be8fdb5fa26a1033/View/FullText.html?transitionType=UniqueDocItem&contextData=%28sc.History*oc.UserEnteredCitation%29#co_pp_sp_4637_1152
http://www.bittorrent.com/help/manual/glossary
https://ecf.ohnd.uscourts.gov/doc1/14116516813
https://a.next.westlaw.com/Document/Ia344c61183b811e196ddf76f9be2cc49/View/FullText.html?originationContext=docHeader&contextData=(sc.UserEnteredCitation)&transitionType=Document&docSource=a455434281794b22bbda5efe63b56010
https://1.next.westlaw.com/Document/I2883f4eacfbd11e0be8fdb5fa26a1033/View/FullText.html?listSource=Search&navigationPath=Search%2fv3%2fsearch%2fresults%2fnavigation%2fi0ad705230000013da6f4caaa5adbd8c8%3fNav%3dCASE%26fragmentIdentifier%3dI2883f4eacfbd11e
https://1.next.westlaw.com/Document/I2883f4eacfbd11e0be8fdb5fa26a1033/View/FullText.html?listSource=Search&navigationPath=Search%2fv3%2fsearch%2fresults%2fnavigation%2fi0ad705230000013da6f4caaa5adbd8c8%3fNav%3dCASE%26fragmentIdentifier%3dI2883f4eacfbd11e
https://ecf.ohnd.uscourts.gov/doc1/14106506155
https://ecf.ohnd.uscourts.gov/doc1/14116507531
https://ecf.ohnd.uscourts.gov/doc1/14106510257
https://ecf.ohnd.uscourts.gov/doc1/14106521513
https://ecf.ohnd.uscourts.gov/doc1/14116516813


Case Nos.  1:12-CV-2812, 1:12-CV-2820; 1:12-CV-2831; 1:12-CV-2894
Gwin, J.

18/
Id. at 2-3.

Doc. 
19/

6. 
20/

Id. at 10-15.

Doc. 4 at 
21/

6-7.

 
22/

Sean Karunaratne, The Case Against Combating BitTorrent Piracy Through Mass John Doe Copyright

Infringement Lawsuits, 111 Mich. L. Rev. 283, 291 (2012). Legitimate reasons for expediting discovery do exist

however, because ISPs often routinely delete IP address data as a normal part of industry practice.  See Doc. 4 at 16;

Digital Sin, Inc. v. Does 1–176, 279 F.R.D. 239, 242 (S.D.N.Y.2012). 
23/

Id. at 303-304; Porn Companies File Mass Piracy Lawsuits: Are You at Risk? U.S. News and World Report

(Feb. 2, 2012) (stating that defendants are given the option to settle for an amount around $5000 or face steep statutory

damages); Jason R. LaFond, Personal Jurisdiction and Joinder in Mass Copyright Troll Litigation, 71 Md. L. Rev.

Endnotes 51, 52 (2012) (“Defendants will simply pay the settlement demanded by the plaintiff, with no knowledge of

their rights.”); Third Degree Films v. Does 1-47, 286 F.R.D. 188, 190 (D. Mass. 2012) (finding that despite defendants’
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that joinder is permissible where no evidence of coercive practices exist).  
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of the unnamed defendants because the four groups of defendants participated in their respective

“swarms” in downloading the copyrighted material.   On December 8, 2012, Plaintiffs filed a18/

motion for leave to take discovery prior to the Rule 26 conference in order to learn the identities of

Defendants from various Internet Service Providers (ISPs).   In that motion, Plaintiffs again allege19/

that joinder is proper, arguing that the unnamed defendants all took part in the same series of factual

transactions.20/

C. Litigation Involving BitTorrent

Because IP addresses are the only identifiers of peers within a BitTorrent system, it is

difficult, if not impossible, to learn the true identities of the peers in a swarm.   To pursue litigation,21/

plaintiffs in BitTorrent suits must attempt to get early discovery to learn of the actual identities of

the unnamed defendants.   The requests have been the subject of much criticism, for the lawsuits22/

are rarely litigated.  Rather, plaintiffs seek to take advantage of the resources of federal courts to

force small, individual settlements.23/
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II. Analysis

A. Legal Standard

Federal Rule of Civil Procedure 20(a)(2) allows defendants to be joined together in an action

if “any right to relief is asserted against them . . . arising out of the same transaction, occurrence, or

series of transactions  and occurrences and any question of law or fact common to all defendants will

arise in the action.”   In considering joinder, the Court operates with considerable discretion,24/

weighing the Rule 20 factors and the interests of fundamental fairness.   In determining the25/

propriety of joinder, the Court analyzes the complaint and then determines whether the plaintiff’s

allegations satisfy the requirements of Rule 20.   Courts also consider whether severance would26/

lessen confusion for the fact-finder or parties, an issue this Court would do well to consider given

the number of unnamed defendants.27/

B. Rule 20 Factors

Plaintiffs have not alleged facts to support the joinder of the 197 John Doe Defendants based

on the Rule 20 factors.  As noted above, Rule 20 requires that the rights asserted against defendants

arise out of the same factual transaction, and that any question of law or fact common to all

defendants will arise in the action.  Courts are split on the issue of joinder in BitTorrent copyright

litigation, with some finding it proper in certain circumstances,  and others not .     For the reasons28/ 29/
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770 F.Supp.2d 332, 342–43 (D.D.C.2011); W. Coast Prod., Inc. v. Does 1–5829, 275 F.R.D. 9, 15–16 (D.D.C.2011);

K–Beech, Inc. v. Does 1–57, No. 2:11–cv–358–Ftm–36SPC, 2011 WL 5597303, at *5–*7 (M.D.Fla. 2011), Hard Drive

Prods., Inc. v. Does 1–55, No. 11 C 2798, 2011 WL 4889094, at *5 (N.D.Ill. 2011). 
29/

SBO Pictures, Inc. v. Does 1–57, 2012 WL 1415523, at *2 (D. Md. Apr. 20, 2012) (denying joinder and

stating that “the better-reasoned decisions have held that where a plaintiff has not plead[ed] that any defendant shared

file pieces directly with one another, the first prong of the permissive joinder is not satisfied”); Patrick Collins, Inc. v.

Does 1–3757, 2011 WL 5368874 (N.D.Cal. 2011) (“while the courts favor settlements, filing one mass action in order

to identify hundreds of doe defendants through pre-service discovery and facilitate mass settlement, is not what the

joinder rules were established for.”) See also Hard Drive Prods., Inc. v. Does 1–188, 809 F. Supp. 2d 1150, 1164

(N.D.Cal.2011);  Arista Records, LLC v. Does 1-11, 2008 WL 4823160 (2008). 

Doc. 4 at 
30/

4. 
31/

Hard Drive Productions, 809 F. Supp. 2d at 1163.

Id. at 1152, 1164
32/

According to 1:12-cv-2812, Doc. 6-2 at 
33/

1, various BitTorrent clients were used, including BitTorrent,

µTorrent, Vuze and BitComet. 
34/

Id.

1:12-cv-2820, Doc. 3-2 at 
35/

1-3; 1:12-cv-2831, Doc. 7-2 at 1-3; 1:12-cv-2894  Doc. 4-2 at 1. 

-6-

below, this Court adopts the latter approach.  

Plaintiffs’ complaint says “every John Doe infringer, in concert with its John Doe swarm

members, is allowing others to steal” and that “each John Doe acts in an interactive manner with

other John Does.”   Despite Plaintiffs’ statements, it is not at all clear that Defendants were part of30/

the same transaction or occurrence.  “Merely alleging that the Doe defendants all used the same

file-sharing protocol, BitTorrent, to conduct copyright infringement of plaintiff's film without any

indication that they acted in concert fails to satisfy the arising out of the . . . same series of

transactions or occurrences requirement.”   Furthermore, a defendant’s participation in a swarm31/

does not mean that the defendant is always present and active in the swarm.   Plaintiffs’ IP address32/

exhibits indicate that Defendants accessed the swarm at different times, on different days, using

different BitTorrent clients.   This suggests that Defendants were not wrapped up in a single factual33/

occurrence.   34/

Plaintiffs’ other suits pose similar joinder problems, with some Defendants participating in

the same swarm months apart from one another, using even more varied BitTorrent clients.35/
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See 
36/

Feist Publications, Inc. v. Rural Telephone Serv. Co. Inc., 499 U.S. 340, 361 (1991) (“To establish

infringement, two elements must be proven: (1) ownership of a valid copyright, and (2) copying of constituent elements

of the work that are original. . . . Certainly, the raw data does not satisfy the originality requirement.”) (emphasis added).

Even beyond the issue of joinder, this Court would hesitate to subpoena the ISPs without further information regarding

Defendants’ alleged conduct.  

See 1:12-cv-2894, Doc. 4-1 at 
37/

7.

See supra note 22. 
38/

39/
CineTel Films, Inc. v. Does 1-1,052, 853 F. Supp. 2d 545, 554 (D. Md. 2012). 

40/
Id.

-7-

Beyond the joinder analysis, this Court is unconvinced that Plaintiff has even pleaded a prima facie

case of copyright infringement.   Here, Plaintiffs provided only an IP address snapshot, and seeks36/

to use that information alone to justify their suit.  Given the nature of BitTorrent protocols, an

individual could access the swarm, download a small piece of the copyrighted material that could

be useless, and then leave the swarm without ever completing the download.  Consider Plaintiffs’

motion for leave to take discovery, which states: “Reassembling the pieces using a specialized

BitTorrent Client results in a fully playable digital motion picture.”   To this end, the mere37/

indication of participation weakly supports Plaintiffs’ conclusions. 

In sum, participation in a specific swarm is too imprecise a factor absent additional

information relating to the alleged copyright infringement to support joinder under Rule 20(a).

C.  Other factors

Even if Plaintiffs could meet the Rule 20(a)(2) factors for permissive joinder, this Court

would nevertheless sever Defendants because joinder would otherwise deprive the Court of a just

result.  As noted above, courts can exercise discretion in weighing the effect of joinder on

fundamental fairness.   Permitting joinder of the unnamed defendants violates a sense of fairness,38/ 39/

as each unnamed defendant might have different defenses to the suit, necessitating a mini-trial to

fully present each defendant’s specific evidence.   In addition, joinder of dozens of defendants40/
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41/
Third Degree Films v. Does 1-47, 286 F.R.D. 188, 190 (D. Mass. 2012).

42/
Id. at 199 (“Requiring Plaintiff to pay a filing fee for each defendant may help ensure Plaintiff is suing the

Doe defendants for a good faith reason, that is, to protect its copyright and litigate its claim, rather than obtain the

defendants’ information and coerce settlement with no intent of employing the rest of the judicial process.”).

-8-

would extend trial proceedings and could serve to confuse the fact-finder.  It is hard to imagine how

dozens or hundreds of defendants, most likely unfamiliar with civil litigation, would be able to

appreciate their procedural rights in such a trial.

Courts have been troubled by what amounts to be a new business model employed by

production companies “misusing the subpoena powers of the court, seeking the identities of the Doe

defendants solely to facilitate demand letters and coerce settlement, rather than ultimately serve

process and litigate the claims.”   This unseemly practice is made worse by the frequent practice41/

of joining hundreds or thousands of defendants in a suit, saving plaintiffs tens of thousands of dollars

in filing fees.  It is in this environment where courts must take every caution to ensure that the keys

to the doors of discovery are not blithely given to parties with other intentions. 

Regardless of the dubious practices of others, Plaintiffs may have legitimate claims which

deserve litigation.  Nevertheless, unnamed Defendants are improperly joined, and in order to

continue with their actions, Plaintiffs will need to pay the requisite filing fee per suit.   Otherwise,42/

Plaintiff has saved over $67,500 by consolidating its claims into four separate actions.  If Plaintiffs

seek to use the powers of this Court to vindicate its rights, it must pay the requisite fees like every

other Plaintiff.

III. Conclusion

For the foregoing reasons, this Court hereby SEVERS Plaintiffs’ claims.  Further, the

motions for leave to take discovery prior to the Rule 26 conferences are DENIED AS MOOT.

Plaintiffs are requested to notify the Court as to which John Doe Defendant shall remain in each of
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the four cases.   

IT IS SO ORDERED.  

Dated: April 3, 2013 s/               James S. Gwin                            
JAMES S. GWIN
UNITED STATES DISTRICT JUDGE
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Supreme Court of Colorado,
En Banc.

TATTERED COVER, INC., d/b/a the Tattered
Cover Bookstore, Plaintiff-Appellant,

v.
The CITY OF THORNTON; and Thornton Police
Officer Randy Goin, in his official capacity, De-

fendants-Appellees.

No. 01SA205.
April 8, 2002.

As Modified on Denial of Rehearing April 29,
2002.FN*

FN* Justice COATS does not participate.

Bookseller brought suit, seeking to restrain po-
lice department and its officer from executing
search warrant which authorized search of book-
seller for information related to customer purchase
records. The District Court, City and County of
Denver, J. Stephen Phillips, J., granted a restraining
order with respect to request for suspect's 30-day
purchasing history, but allowed police to discover
information related to mailing envelope found in
suspects' trash. Bookseller appealed. On transfer
from the Court of Appeals, the Supreme Court,
Bender, J., held that: (1) before law enforcement
officials could take actions that were likely to chill
people's willingness to read a full panoply of books,
they had to make a heightened showing of their
need for innocent bookstore's customer purchase re-
cords; (2) balancing test was adopted when govern-
ment seeks to use search warrant to discover cus-
tomer book purchase records from innocent, third-
party bookstore; and (3) city's need for bookstore
customer's invoice for two “how to” books on sub-
ject of clandestine drug laboratories was not suffi-
ciently compelling to outweigh harm that would be
caused by execution of search warrant.

Reversed and remanded.
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(Formerly 92k90(1), 92k90.1(1))

Constitutional Law 92 1545

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(A) In General

92XVIII(A)3 Particular Issues and Ap-
plications in General

92k1545 k. In General. Most Cited
Cases

(Formerly 92k90.1(1))
First Amendment protects more than simply

the right to speak freely; it safeguards a wide spec-
trum of activities, including the right to distribute
and sell expressive materials, the right to associate
with others, and the right to receive information
and ideas. U.S.C.A. Const.Amend. 1.

[3] Constitutional Law 92 1440

92 Constitutional Law
92XVI Freedom of Association

92k1440 k. In General. Most Cited Cases
(Formerly 92k91)

Constitutional Law 92 1490

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(A) In General

92XVIII(A)1 In General
92k1490 k. In General. Most Cited

Cases
(Formerly 92k90(1))

Constitutional Law 92 1502

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(A) In General

92XVIII(A)1 In General
92k1502 k. Receipt of Information or

Ideas; Listeners' Rights. Most Cited Cases

(Formerly 92k90.1(1), 92k90(1))

Constitutional Law 92 1545

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(A) In General

92XVIII(A)3 Particular Issues and Ap-
plications in General

92k1545 k. In General. Most Cited
Cases

(Formerly 92k90.1(1))
The right to distribute and sell expressive ma-

terials, the right to associate with others, and the
right to receive information and ideas, though not
explicitly articulated in either the Federal or state
Constitution, are necessary to the successful and
uninhibited exercise of the specifically enumerated
right to “freedom of speech.” U.S.C.A.
Const.Amend. 1; West's C.R.S.A. Const. Art. 2, §
10.

[4] Constitutional Law 92 1889

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(N) Entertainment

92k1889 k. Bookstores and Book Sellers.
Most Cited Cases

(Formerly 92k90.1(1))
When a person buys a book at a bookstore, he

engages in activity protected by the First Amend-
ment because he is exercising his right to read and
receive ideas and information; any governmental
action that interferes with the willingness of cus-
tomers to purchase books, or booksellers to sell
books, thus implicates First Amendment concerns.
U.S.C.A. Const.Amend. 1.

[5] Constitutional Law 92 1889

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
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92XVIII(N) Entertainment
92k1889 k. Bookstores and Book Sellers.

Most Cited Cases
(Formerly 92k90.1(1))
The right to engage in expressive activities an-

onymously, without government intrusion or obser-
vation, is critical to the protection of the First
Amendment rights of book buyers and sellers, pre-
cisely because of the chilling effects of such dis-
closures. U.S.C.A. Const.Amend. 1.

[6] Constitutional Law 92 1889

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(N) Entertainment

92k1889 k. Bookstores and Book Sellers.
Most Cited Cases

(Formerly 92k90.1(1))
Search warrants directed to bookstores, de-

manding information about the reading history of
customers, intrude upon the First Amendment
rights of customers and bookstores because com-
pelled disclosure of book-buying records threatens
to destroy the anonymity upon which many custom-
ers depend. U.S.C.A. Const.Amend. 1.

[7] Constitutional Law 92 1889

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(N) Entertainment

92k1889 k. Bookstores and Book Sellers.
Most Cited Cases

(Formerly 92k90.1(1))
Not all of a bookseller's records are protected

by the First Amendment; bills and other bookstore
records that do not list the titles of books purchased
by customers are protected by neither the First
Amendment nor its state Constitution counterpart.
U.S.C.A. Const.Amend. 1; West's C.R.S.A. Const.
Art. 2, § 10.

[8] Constitutional Law 92 1889

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(N) Entertainment

92k1889 k. Bookstores and Book Sellers.
Most Cited Cases

(Formerly 92k90.1(1))
Because state constitution provides more ex-

pansive protection of speech rights than provided
by the First Amendment, it follows that the right to
purchase books anonymously is afforded even
greater respect under state Constitution than under
the United States Constitution. U.S.C.A.
Const.Amend. 1; West's C.R.S.A. Const. Art. 2, §
10.

[9] Searches and Seizures 349 101

349 Searches and Seizures
349II Warrants

349k101 k. In General. Most Cited Cases
Search warrants are the mechanism used to

protect against unjustified police intrusions that
would otherwise violate the dictates of the Fourth
Amendment and its state Constitution counterpart.
U.S.C.A. Const.Amend. 4; West's C.R.S.A. Const.
Art. 2, § 7.

[10] Searches and Seizures 349 113.1

349 Searches and Seizures
349II Warrants

349k113 Probable or Reasonable Cause
349k113.1 k. In General. Most Cited

Cases
To obtain a search warrant, law enforcement

officials must demonstrate, prior to any search, that
probable cause exists to believe that the legitimate
object of such a search is located in a specific
place. U.S.C.A. Const.Amend. 4; West's C.R.S.A.
Const. Art. 2, § 7.

[11] Searches and Seizures 349 124

349 Searches and Seizures
349II Warrants
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349k123 Form and Contents of Warrant; Sig-
nature

349k124 k. Particularity or Generality and
Overbreadth in General. Most Cited Cases

A warrant itself must describe with particular-
ity the place to be searched and the objects that may
be seized. U.S.C.A. Const.Amend. 4; West's
C.R.S.A. Const. Art. 2, § 7.

[12] Searches and Seizures 349 124

349 Searches and Seizures
349II Warrants

349k123 Form and Contents of Warrant; Sig-
nature

349k124 k. Particularity or Generality and
Overbreadth in General. Most Cited Cases

When expressive rights are implicated, a search
warrant must comply with the particularity require-
ments of the Fourth Amendment with “scrupulous
exactitude.” U.S.C.A. Const.Amends. 1, 4.

[13] Searches and Seizures 349 125

349 Searches and Seizures
349II Warrants

349k123 Form and Contents of Warrant; Sig-
nature

349k125 k. Objects or Information
Sought. Most Cited Cases

State Constitution requires a more substantial
justification from the government than is required
by the Fourth Amendment when law enforcement
officials attempt to use a search warrant to obtain
an innocent, third-party bookstore's customer pur-
chase records. U.S.C.A. Const.Amend. 4; West's
C.R.S.A. Const. Art. 2, §§ 7, 10.

[14] Searches and Seizures 349 114

349 Searches and Seizures
349II Warrants

349k113 Probable or Reasonable Cause
349k114 k. Particular Concrete Applica-

tions. Most Cited Cases
Before law enforcement officials are permitted

to take actions that are likely to chill people's will-
ingness to read a full panoply of books and be ex-
posed to diverse ideas, law enforcement officials
must make a heightened showing of their need for
the innocent bookstore's customer purchase records.
U.S.C.A. Const.Amend. 4; West's C.R.S.A. Const.
Art. 2, §§ 7, 10.

[15] Privileged Communications and Confidenti-
ality 311H 400

311H Privileged Communications and Confidenti-
ality

311HVII Other Privileges
311Hk400 k. Constitutional Privileges in

General. Most Cited Cases
(Formerly 307Ak375)
A bookstore's customer purchase records are

not absolutely protected from discovery; this ques-
tion must be decided on the particular facts of each
case. U.S.C.A. Const.Amend. 4; West's C.R.S.A.
Const. Art. 2, §§ 7, 10.

[16] Searches and Seizures 349 114

349 Searches and Seizures
349II Warrants

349k113 Probable or Reasonable Cause
349k114 k. Particular Concrete Applica-

tions. Most Cited Cases
State constitution requires that the government,

when it seeks to use a search warrant to discover
customer book purchase records from an innocent,
third-party bookstore, must demonstrate that it has
a compelling need for the information sought; in
determining whether law enforcement officials
have met this standard, the court may consider vari-
ous factors including whether there are reasonable
alternative means of satisfying the asserted need
and whether the search warrant is overly broad and
the court must then balance the law enforcement of-
ficials' need for the bookstore record against the
harm caused to constitutional interests by execution
of the search warrant. U.S.C.A. Const.Amend. 4;
West's C.R.S.A. Const. Art. 2, §§ 7, 10.
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[17] Constitutional Law 92 1506

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(A) In General

92XVIII(A)1 In General
92k1506 k. Strict or Exacting Scrutiny;

Compelling Interest Test. Most Cited Cases
(Formerly 92k90(3))
To withstand strict scrutiny, when government

action has implicated fundamental speech rights,
the government must have some “compelling” in-
terest at stake; anything less will not justify an
abridgement of fundamental speech rights.
U.S.C.A. Const.Amend. 1.

[18] Searches and Seizures 349 114

349 Searches and Seizures
349II Warrants

349k113 Probable or Reasonable Cause
349k114 k. Particular Concrete Applica-

tions. Most Cited Cases
The ultimate question when the government

seeks to use a search warrant to discover customer
book purchase records from an innocent, third-party
bookstore is whether the law enforcement need for
the customer purchase record is sufficiently com-
pelling to outweigh the harms caused by execution
of the search warrant; in most situations, there is a
lesser danger of harm to constitutionally protected
interests when the customer purchase record is
sought for reasons entirely unrelated to the contents
of the materials purchased by the customer.
U.S.C.A. Const.Amend. 4; West's C.R.S.A. Const.
Art. 2, §§ 7, 10.

[19] Searches and Seizures 349 125

349 Searches and Seizures
349II Warrants

349k123 Form and Contents of Warrant; Sig-
nature

349k125 k. Objects or Information
Sought. Most Cited Cases

An innocent, third-party bookstore must be af-
forded an opportunity for a hearing prior to the exe-
cution of any search warrant that seeks to obtain its
customers' book-purchasing records at the hearing,
the court will apply the balancing test described
above to determine whether law enforcement offi-
cials have a sufficiently compelling need for the
book purchase record that outweighs the harms as-
sociated with enforcement of the search warrant.
U.S.C.A. Const.Amend. 4; West's C.R.S.A. Const.
Art. 2, §§ 7, 10.

[20] Controlled Substances 96H 142

96H Controlled Substances
96HIV Searches and Seizures

96HIV(C) Search Under Warrant
96Hk141 Issuance, Requisites, and Valid-

ity of Warrant in General
96Hk142 k. In General. Most Cited

Cases
(Formerly 138k187(1) Drugs and Narcotics)
City's need for bookstore customer's invoice

for two “how to” books on subject of clandestine
drug laboratories, to help city prove statutorily re-
quired mens rea element for charge of knowingly or
intentionally operated a methamphetamine lab, was
not sufficiently compelling to outweigh harm, in
form of substantial chilling effect on the willing-
ness of bookseller's customers to purchase contro-
versial book, that would be caused by execution of
the search warrant. U.S.C.A. Const.Amend. 4;
West's C.R.S.A. Const. Art. 2, §§ 7, 10.

[21] Constitutional Law 92 1889

92 Constitutional Law
92XVIII Freedom of Speech, Expression, and

Press
92XVIII(N) Entertainment

92k1889 k. Bookstores and Book Sellers.
Most Cited Cases

(Formerly 92k90.1(1))

Controlled Substances 96H 142
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96H Controlled Substances
96HIV Searches and Seizures

96HIV(C) Search Under Warrant
96Hk141 Issuance, Requisites, and Valid-

ity of Warrant in General
96Hk142 k. In General. Most Cited

Cases
(Formerly 138k187(1) Drugs and Narcotics)
City's need to obtain bookseller's invoice for

two “how to” books on subject of clandestine drug
laboratories to identify customer as occupant of
bedroom from which books and methamphetamine
lab were seized was not sufficiently compelling to
outweigh harm to fundamental constitutional rights
of free expression that would result if search war-
rant was executed; customer purchase record did
not contribute much to city's attempt to show sus-
pect occupied bedroom, while city could have fin-
gerprinted items from bedroom, examined bed and
flooring for hair or other DNA samples, or inter-
viewed neighbors, trailer park managers, and other
visitors to trailer to determine who occupied bed-
room. U.S.C.A. Const.Amend. 4; West's C.R.S.A.
Const. Art. 2, §§ 7, 10.

[22] Controlled Substances 96H 142

96H Controlled Substances
96HIV Searches and Seizures

96HIV(C) Search Under Warrant
96Hk141 Issuance, Requisites, and Valid-

ity of Warrant in General
96Hk142 k. In General. Most Cited

Cases
(Formerly 138k187(1) Drugs and Narcotics)
Although bookseller's customer invoice for two

“how to” books on subject of clandestine drug
laboratories would have helped city to connect cus-
tomer to crime of knowingly or intentionally oper-
ated a methamphetamine lab and constituted a piece
of evidentiary puzzle, city failed to demonstrate
that its need for this evidence was sufficiently com-
pelling to outweigh harmful effects of the search
warrant; other evidence at city's disposal was strong
and chilling effects that were likely to result from

execution of warrant were substantial. U.S.C.A.
Const.Amend. 4; West's C.R.S.A. Const. Art. 2, §§
7, 10.

*1047 Recht & Kornfeld, P.C., Daniel N. Recht,
Richard K. Kornfeld, Denver, Colorado, Attorneys
for Plaintiff-Appellant.

Nathan, Bremer, Dumm & Myers, P.C., J. Andrew
Nathan, Paige K. Hogan, Allyson C. Hodges, Den-
ver, Colorado, Attorneys for Defendants-Appellees.

Faegre and Benson, LLP, Thomas B. Kelley,
Steven D. Zansberg, Denver, Colorado, Attorneys
for Amici Curiae American Booksellers Foundation
for Free Expression, Mountain and Plains Book-
sellers Association, American Library Association,
Freedom to Read Foundation, The Association of
American Publishers, The International Periodical
Distributors Association, The Periodical and Book
Association of America, Inc., The Publishers Mar-
keting Association, Pen American Center, Americ-
an Society of Journalists and Authors, Colorado
Freedom of Information Council, Thomas Jefferson
Center for Freedom of Expression, National Coali-
tion Against Censorship, and Feminists for Free
Expression.

Holland & Hart LLP, A. Bruce Jones, Susannah W.
Pollvogt, Nicholas M. Billings, ACLU Foundation
of Colorado, Mark Silverstein, Denver, Colorado,
Attorneys for Amicus Curiae American Civil Liber-
ties Union of Colorado.

Justice BENDER delivered the Opinion of the
Court.

I. INTRODUCTION
With this case, we recognize that both the First

Amendment to the United States Constitution and
Article II, Section 10 of the Colorado Constitution
protect an individual's fundamental right to pur-
chase books anonymously, free from governmental
interference. Law enforcement officials implicate
this right when they seek judicial approval of a
search warrant authorizing seizure of customer pur-
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chase records from an innocent, third-party book-
seller. This case requires us to decide what test
should be applied to balance the constitutional
rights of individuals and bookstores against the
duty of law enforcement officials to investigate
crime.

We hold that the Colorado Constitution re-
quires that the innocent bookseller be afforded an
opportunity for an adversarial hearing prior to exe-
cution of a search warrant seeking customer pur-
chase records. At that hearing, the court must apply
a balancing test to determine whether the law en-
forcement need for the search warrant outweighs
the harm to constitutional interests caused by its ex-
ecution. In order for law enforcement officials to
prevail, they must demonstrate a compelling gov-
ernmental need for the specific customer purchase
records that they seek. When conducting the balan-
cing test, the court may consider whether there are
reasonable alternative methods of meeting the gov-
ernment's asserted need, whether the search warrant
is unduly broad, and whether law enforcement offi-
cials seek the purchase records for reasons related
to the content of the books bought by any particular
customer.

Applying this balancing test, we hold that the
search warrant in this case is not enforceable and
should not have issued. The plaintiff, Tattered Cov-
er, Inc., is an independent bookstore. The defend-
ants are the City of Thornton and one of the city's
police officers (“the City”).

The City argues that the information sought is
necessary: (1) to prove that the operator of an illicit
drug lab acted with the level of intent necessary to
secure a conviction under state statute; (2) to prove
the identity of the perpetrator; and (3) to “connect”
a suspect to the lab. We consider the City's argu-
ments within the factual context of this case. The
City currently has significant*1048 evidence as to
who committed the crime, as well as reasonable ad-
ditional means, other than serving the Tattered
Cover with a search warrant, of discovering addi-
tional proof as to the identity of the perpetrator.

The execution of the City's search warrant could
substantially chill the exercise of fundamental state
constitutional rights, primarily because at least one
of the reasons why the City seeks the suspect's cus-
tomer purchase record is related to the contents of
the books that he may have purchased.

Thus, we conclude that the City has failed to
demonstrate that its need for the Tattered Cover's
customer purchase record is sufficiently compelling
to outweigh the harm that would be caused to con-
stitutional interests if the search warrant were ex-
ecuted. Therefore, we reverse the decision of the
trial court.

II. FACTS AND PROCEEDINGS BELOW
The following facts, most of which are undis-

puted, are gleaned from the record of the hearing
below. As part of an ongoing drug investigation,
the North Metro Task Force and an agent of the
federal Drug Enforcement Administration (“DEA”),
Diversion Investigator Timothy McFarland (“DI
McFarland”), were cooperatively monitoring a
trailer home in unincorporated Adams County in
March of 2000. These law enforcement officials
suspected that a methamphetamine lab was being
operated out of the trailer. Officer Randy Goin was
the lead investigator on the case.

The police believed that Suspects A, B, C, and
D probably lived in the trailer.FN1 Suspects A and
C (both males) were registered with the trailer
park's management as residents. The officers
guessed, based on their surveillance, that Suspect A
and Suspect B were involved in an intimate rela-
tionship. Suspect D received mail at the trailer
home.

FN1. At the City's request, the specific
names of the individuals involved in the
underlying drug case are not part of the re-
cord. Therefore, we will refer to the indi-
viduals using the same letters that were
used in the proceedings below. However,
we note that Suspects A, B, C, and D are
all real people whose identities are known
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to the police.

On March 13, 2000, DI McFarland searched
through some garbage from the trailer home. In do-
ing so, he found evidence of drug operations. Addi-
tionally, he discovered a mailing envelope from the
Tattered Cover addressed to Suspect A. FN2 The
label on the mailer listed the invoice number, order
number, and customer phone number corresponding
to whatever books had been shipped in the envel-
ope. There was no clue, however, as to the titles of
the particular books that the mailer had contained.

FN2. Most likely because the suspects'
names were redacted from all materials
submitted to it, the trial court found that
the mailer was sent to the trailer's address
“but not to a named individual.” Both
parties agree that this is incorrect and that
the mailer was addressed to Suspect A.

The following day, based upon a variety of
evidence discovered during the course of the invest-
igation, Officer Goin obtained a search warrant for
the trailer home. With the assistance of the Adams
County SWAT team, Officer Goin and DI McFar-
land executed this search warrant.

In the trailer's master bedroom, the police
found a methamphetamine laboratory and a small
quantity of the manufactured drug. Because of the
location of the lab, the question of which suspect or
suspects resided in the master bedroom became the
focus of the police's investigation.

The officers believed that Suspects A and B oc-
cupied the master bedroom, but were unable to
make a conclusive determination on this question.
Relevant to this issue, the police noted the pres-
ence, in the master bedroom, of male and female
clothes; Suspect A's personal address book; other
papers bearing the names of Suspects A, B, and C;
mail and bills belonging to various additional
people; some firearms; printed instructions on how
to manufacture a firearm silencer; and two books.
FN3

FN3. There may have been more than two
books in the bedroom. Officer Goin did not
recall. Only two books were seized.

The only objects from the room that were pro-
cessed for fingerprints were the glassware from the
methamphetamine lab, the *1049 firearms, and the
two books. The record made at the time of the hear-
ing, nine months after the search was executed,
does not reflect whether the police ever attempted
to match the fingerprints found on the glassware or
the firearms to any of the suspects. No usable prints
were recovered from the two books.

When the police executed the search warrant,
they found two people in the trailer home. Neither
of these two people, referred to here as Person E (a
male) and Person F (a female), resided in the home,
though Person E had keys to a shed on the property.
The parties debate the extent to which the police
questioned Persons E and F. Person E, a transient,
indicated that he did not know anything about the
lab and that he just left some property at the trailer.
FN4 Person F said that she had just stopped by to
see her boyfriend and could not provide any in-
formation. The police apparently did not specific-
ally ask either Person E or Person F who resided in
the master bedroom of the trailer.

FN4. Person E was subsequently arrested
on unrelated firearms charges. He then in-
voked his right to remain silent.

After the search, Officer Goin believed that he
had probable cause to arrest Suspect A. However,
he wanted to accumulate more evidence of Suspect
A's guilt before making the arrest.

The two books seized from the master bedroom
were entitled Advanced Techniques of Clandestine
Psychedelic and Amphetamine Manufacture, by
Uncle Fester, and The Construction and Operation
of Clandestine Drug Laboratories, by Jack B.
Nimble. Officer Goin noticed that the books ap-
peared to be new.FN5 DI McFarland thought that
there might be a connection between the Tattered
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Cover mailer found in the trash and these two new
books. Officer Goin then noticed that the new
books appeared to fit the dimensions of the mailer.

FN5. One of the books was wrapped. Ad-
ditionally, subsequent analysis by police
experts revealed that the two books had
never been read, though the covers had
been handled.

Officer Goin searched the Tattered Cover's
webpage and discovered that it offered both books
for sale. He and DI McFarland then served the
Tattered Cover with a DEA administrative sub-
poena. This subpoena demanded the title of the
books corresponding to the order and invoice num-
bers of the mailer, as well as information about all
other book orders ever placed by Suspect A.FN6

Using such a subpoena was ordinarily a successful
technique for DEA officers, though such a sub-
poena lacks any legal force or effect.

FN6. Specifically, the subpoena stated:

Pursuant to an official criminal investig-
ation being conducted by the Drug En-
forcement Administration of a suspected
felony, it is requested that your company
furnish the title and nature of any and all
books and any other information avail-
able on the following order: Invoice #
[redacted] Ord 87363 C# [redacted].
This order was shipped to: [Suspect A].
It is further requested that your company
provide information regarding any other
orders placed by this customer.

Joyce Meskis, the owner of the Tattered Cover,
instructed her attorney to tell the police that the
bookstore would not comply with the subpoena,
based on its concerns for its customers' privacy and
First Amendment rights.

Instead of attempting to obtain an enforceable
subpoena, Officer Goin approached prosecutors
from the Adams County District Attorney's office

to get a search warrant for the Tattered Cover. Sev-
eral prosecutors at the Adams County DA's office
refused to sign off on the warrant, voicing concerns
about its scope and subject matter. Finally, a chief
deputy at the Adams County DA's office told Of-
ficer Goin that he would contact the Tattered Cov-
er's attorney and that, while he made attempts to ne-
gotiate for the Tattered Cover's voluntary release of
the information, Officer Goin should interview the
suspects in order to see if they could provide any
information.

Without informing the Adams County DA's of-
fice, Officer Goin sought approval for his search
warrant from the Denver DA's office. As approved
by a Denver DA, the warrant authorized a search of
the Tattered Cover for information related to the
transaction in question, and for records of any other
transaction involving Suspect A during the *1050
thirty-day period before the police searched the
trailer.FN7 A Denver county court judge then ap-
proved the warrant.

FN7. Specifically, the warrant authorized a
search for:

Order, purchase and shipping records in
the possession of the Tattered Cover
Bookstore pertaining to a customer
known as [Suspect A] who lists a current
address as 5400 North Sheridan Blvd., #
205, Arvada, Colorado, 80002, specific-
ally “Inv: 793795, Ord: 87363 C#
666278” or any other transactions con-
ducted by [Suspect A] between February
13, 2000 and March 14, 2000.

On April 5, 2000, Officer Goin, along with five
other police officers, attempted to execute the
search warrant on the Tattered Cover. Meskis im-
mediately contacted the bookstore's attorney, who
in turn contacted the Denver DA's office. A Denver
DA persuaded the police officers not to execute the
warrant until the Tattered Cover could litigate its
validity.
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The Tattered Cover brought suit, seeking to re-
strain the Thornton Police and Officer Goin from
executing the search warrant. The trial court held a
hearing on the question of the search warrant's
validity.

At that hearing, the Tattered Cover presented
unrefuted testimony that the execution of the search
warrant in this case would have a substantial
chilling effect on the willingness of its customers to
purchase controversial books. Meskis stated that
she had received an “enormous amount of feed-
back” from customers about this case, including
over one hundred letters from customers in support
of the Tattered Cover's position. Many customers
told Meskis that they shopped at the Tattered Cover
because of the Tattered Cover's policy of not dis-
closing customer book purchase records. Meskis
further testified that if book purchase records were
made available to investigative authorities, custom-
ers would not feel at ease perusing, buying, or read-
ing a wide variety of books. Meskis pointed out that
“people who read books are very concerned about
First Amendment issues, and their privacy as it
relates to First Amendment issues. This is not an
uninformed society, they care.”

There was also other testimony at the hearing
about the warrant's likely effect. An official from
the American Library Association testified about
the chilling effect that results from disclosure of
library circulation records. A bookstore owner from
the State of Washington also testified about the
concerns expressed by his customers about their
privacy rights while a case analogous to this one, In
re Grand Jury Subpoena to Kramerbooks & After-
words Inc., 26 Med. L. Rptr. 1599 (D.D.C.1998),
discussed in detail below, was pending.

The trial court granted a restraining order with
respect to the request for Suspect A's thirty-day
purchasing history, but allowed the police to dis-
cover the information related to the mailing envel-
ope found in the suspects' trash. This order was
stayed, pending appeal.

In reaching its decision, the trial court an-
nounced a four-part test intended to balance the
rights and interests of the Thornton Police Depart-
ment, on the one hand, and the Tattered Cover and
its customers, on the other. Specifically, the trial
court considered: (1) whether there was a legitimate
and significant government interest in acquiring the
information; (2) whether there was a strong nexus
between the matter being investigated and the ma-
terial being sought; (3) whether the information was
available from another source; and (4) whether the
intrusion was limited in scope so as to prevent ex-
posure of other constitutionally protected matters.

The plaintiff sought review of the trial court's
decision, arguing that it should not be required to
disclose any information regarding customer pur-
chase records.FN8 The defendants have accepted
the trial court's judgement that the portion of the
search warrant that contained the general demand
for all of Suspect A's purchasing records during the
*1051 thirty-day period prior to the search is unen-
forceable, and do not seek review of that issue.

FN8. The Tattered Cover has never re-
vealed what books were sent to Suspect A.
Further, the Tattered Cover does not con-
fess that the information sought from them
is inculpatory to Suspect A. It argues that,
irrespective of whether the information is
inculpatory or exculpatory, customers have
a First Amendment right to privacy in their
book purchase records.

We accepted jurisdiction over this case pursu-
ant to section 13-4-110(1)(a), 5 C.R.S. (2001). We
reverse the trial court's order with respect to the po-
lice request for information related to the books
mailed in the envelope found in the suspects'
garbage.

III. ANALYSIS
[1] The Tattered Cover asserts its own constitu-

tional rights, as well as the rights of the book-
buying public, through this lawsuit.FN9 Hence, we
must consider not only the effect that our decision
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has on the expressive rights of the actual party to
this case, the Tattered Cover, but to members of the
general public as well. Bursey v. United States, 466
F.2d 1059, 1083 (9th Cir.1972) (“The First Amend-
ment interests in this case are not confined to the
personal rights of Bursey and Presley. Although
their rights do not rest lightly in the balance, far
weightier than they are the public interests in First
Amendment freedoms that stand or fall with the
rights that these witnesses advance for them-
selves.”).

FN9. Though neither party contests this is-
sue, we note that booksellers have standing
to assert the constitutional speech rights of
book-buyers. Virginia v. Am. Booksellers
Ass'n, 484 U.S. 383, 392-93, 108 S.Ct.
636, 98 L.Ed.2d 782 (1988).

We begin our analysis by delineating the right
implicated by the City's actions in this case. Spe-
cifically, we explain how the First Amendment and
Article II, Section 10 of the Colorado Constitution
safeguard the right of the public to buy and read
books anonymously, free from governmental intru-
sion. After recognizing this fundamental constitu-
tional right, we consider and resolve the tension
between it and the needs of law enforcement offi-
cials who investigate crime. Next, we address a
troubling procedural issue: the need for a pre-
seizure adversarial hearing when law enforcement
officials seek to use a search warrant to obtain cus-
tomer book purchase records from an innocent,
third-party bookstore. Finally, we apply the test that
we adopt.

A. The Right to Purchase and Read Books
Without Fear of Government Disclosure or Re-

prisal
[2][3] The First Amendment to the United

States Constitution protects more than simply the
right to speak freely.FN10 It is well established that
it safeguards a wide spectrum of activities, includ-
ing the right to distribute and sell expressive mater-
ials, the right to associate with others, and, most
importantly to this case, the right to receive inform-

ation and ideas. FN11 These various rights, though
not explicitly articulated in either the Federal or
Colorado Constitution, are necessary to the success-
ful and uninhibited exercise of the specifically enu-
merated right to “freedom of speech.” FN12

FN10. The First Amendment provides:
“Congress shall make no law ... abridging
the freedom of speech....” U.S. Const.
amend. I. It is binding upon the states
through the Due Process Clause of the
Fourteenth Amendment. Gitlow v. New
York, 268 U.S. 652, 664, 45 S.Ct. 625, 69
L.Ed. 1138 (1925).

FN11. See, e.g., Stanley v. Georgia, 394
U.S. 557, 564, 89 S.Ct. 1243, 22 L.Ed.2d
542 (1969) (“It is now well established that
the Constitution protects the right to re-
ceive information and ideas.”); Griswold v.
Connecticut, 381 U.S. 479, 482, 85 S.Ct.
1678, 14 L.Ed.2d 510 (1965) (“The right
of freedom of speech and press includes
not only the right to utter or to print, but
the right to distribute, the right to receive,
the right to read ... and freedom of in-
quiry....”); Bantam Books, Inc. v. Sullivan,
372 U.S. 58, 64-65 n. 6, 83 S.Ct. 631, 9
L.Ed.2d 584 (1963) (“The constitutional
guarantee of freedom of the press em-
braces the circulation of books as well as
their publication.”); Smith v. California,
361 U.S. 147, 150, 80 S.Ct. 215, 4 L.Ed.2d
205 (1959) (stating that “the free publica-
tion and dissemination of books and other
forms of the printed word furnish very fa-
miliar applications” of the First Amend-
ment); Martin v. City of Struthers, 319
U.S. 141, 143, 63 S.Ct. 862, 87 L.Ed. 1313
(1943) ( “The right of freedom of speech
and press has broad scope.... This freedom
embraces the right to distribute literature ...
and necessarily protects the right to receive
it.”); Lovell v. City of Griffin, 303 U.S.
444, 452, 58 S.Ct. 666, 82 L.Ed. 949
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(1938) (circulation of expressive material
is constitutionally protected).

FN12. See, e.g., Bd. of Educ., Island Trees
Union Free Sch. Dist. No. 26 v. Pico, 457
U.S. 853, 867, 102 S.Ct. 2799, 73 L.Ed.2d
435 (1982) (stating that the right to receive
information is “an inherent corollary of the
rights of free speech and press” both be-
cause “the right to receive ideas follows in-
eluctably from the sender's First Amend-
ment right to send them” and because the
right is “a necessary predicate to the recip-
ient's meaningful exercise of his own
rights of speech, press, and political free-
dom”) (emphasis removed); Griswold, 381
U.S. at 482-83, 85 S.Ct. 1678 (“Without
those peripheral rights, the specific rights
would be less secure.”).

*1052 Without the right to receive information
and ideas, the protection of speech under the United
States and Colorado Constitutions would be mean-
ingless. It makes no difference that one can voice
whatever view one wishes to express if others are
not free to listen to these thoughts. The converse
also holds true. Everyone must be permitted to dis-
cover and consider the full range of expression and
ideas available in our “marketplace of ideas.” FN13

As Justice Brandeis so eloquently stated, “[Our
founders] believed that freedom to think as you will
and to speak as you think are means indispensable
to the discovery and spread of political truth.”
Whitney v. California, 274 U.S. 357, 375, 47 S.Ct.
641, 71 L.Ed. 1095 (1927) (Brandeis, J., concur-
ring).FN14

FN13. See, e.g., Stanley, 394 U.S. at 565,
89 S.Ct. 1243 (“[The petitioner] is assert-
ing the right to be free from state inquiry
into the contents of his library.... If the
First Amendment means anything, it
means that a State has no business telling a
man, sitting alone in his own house, what
books he may read or what films he may
watch.”); Lamont v. Postmaster Gen., 381

U.S. 301, 308, 85 S.Ct. 1493, 14 L.Ed.2d
398 (1965) (Brennan, J., concurring) (“The
dissemination of ideas can accomplish
nothing if otherwise willing addressees are
not free to receive and consider them. It
would be a barren marketplace of ideas
that had only sellers and no buyers.”).

FN14. The full passage states:

Those who won our independence be-
lieved that the final end of the State was
to make men free to develop their fac-
ulties; and that in its government the de-
liberative forces should prevail over the
arbitrary. They valued liberty both as an
end and as a means. They believed
liberty to be the secret of happiness and
courage to be the secret of liberty. They
believed that freedom to think as you
will and to speak as you think are means
indispensable to the discovery and
spread of political truth; that without
free speech and assembly discussion
would be futile; that with them, discus-
sion affords ordinarily adequate protec-
tion against the dissemination of noxious
doctrine; that the greatest menace to
freedom is an inert people; that public
discussion is a political duty; and that
this should be a fundamental principle of
American government. They recognized
the risks to which all human institutions
are subject. But they knew that order
cannot be secured merely through fear of
punishment for its infraction; that it is
hazardous to discourage thought, hope
and imagination; that fear breeds repres-
sion; that repression breeds hate; that
hate menaces stable government; that the
path of safety lies in the opportunity to
discuss freely supposed grievances and
proposed remedies; and that the fitting
remedy for evil counsels is good ones.
Believing in the power of reason as ap-
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plied through public discussion, they es-
chewed silence coerced by the law-the
argument of force in its worst form. Re-
cognizing the occasional tyrannies of
governing majorities, they amended the
Constitution so that free speech and as-
sembly should be guaranteed.

Whitney, 274 U.S. at 375-76, 47 S.Ct.
641 (Brandeis, J., concurring) (footnotes
omitted).

The Supreme Court has recently reiterated the
crucial role that the free exchange of ideas plays in
our society, stating, “The citizen is entitled to seek
out or reject certain ideas or influences without
Government interference or control.” United States
v. Playboy Entm't Group, Inc., 529 U.S. 803, 817,
120 S.Ct. 1878, 146 L.Ed.2d 865 (2000).

[4] Bookstores are places where a citizen can
explore ideas, receive information, and discover
myriad perspectives on every topic imaginable.
When a person buys a book at a bookstore, he en-
gages in activity protected by the First Amendment
because he is exercising his right to read and re-
ceive ideas and information. Any governmental ac-
tion that interferes with the willingness of custom-
ers to purchase books, or booksellers to sell books,
thus implicates First Amendment concerns.FN15

FN15. See, e.g., Roaden v. Kentucky, 413
U.S. 496, 504, 93 S.Ct. 2796, 37 L.Ed.2d
757 (1973) (stating that a bookstore is
“presumptively under the protection of the
First Amendment”); Smith, 361 U.S. at
150, 80 S.Ct. 215 (“Certainly a retail book-
seller plays a most significant role in the
process of the distribution of books.”).

Anonymity is often essential to the successful
and uninhibited exercise of First Amendment
rights, precisely because of the chilling effects that
can result from disclosure of identity. The Supreme
Court has recognized this principle numerous times
in various contexts.FN16 For instance, in McIntyre

*1053 v. Ohio Elections Commission, the Court
stated, “Anonymity is a shield from the tyranny of
the majority. It thus exemplifies the purpose behind
the Bill of Rights, and of the First Amendment in
particular: to protect unpopular individuals from re-
taliation-and their ideas from suppression-at the
hand of an intolerant society.” 514 U.S. 334, 357,
115 S.Ct. 1511, 131 L.Ed.2d 426 (1995) (citation
omitted). In another case, Lamont v. Postmaster
General, 381 U.S. 301, 307, 85 S.Ct. 1493, 14
L.Ed.2d 398 (1965), the Court struck down a feder-
al statute that required citizens who wished to re-
ceive “communist political propaganda” to affirm-
atively so notify the post office. The Court's hold-
ing rested on concerns that First Amendment
speech rights would be chilled if people were re-
quired to reveal their identities before being able to
receive these expressive materials. Id.

FN16. See, e.g., Talley v. California, 362
U.S. 60, 64-65, 80 S.Ct. 536, 4 L.Ed.2d
559 (1960) (invalidating a law that prohib-
ited the distribution of handbills that did
not include the names and addresses of
those who prepared, distributed, or
sponsored it); Bates v. City of Little Rock,
361 U.S. 516, 527, 80 S.Ct. 412, 4 L.Ed.2d
480 (1960) (reversing conviction based on
violation of an ordinance requiring organ-
izations to disclose their membership lists);
Bursey, 466 F.2d at 1085 (“Protection of
the anonymity of publishers, printers, and
distributors of newspapers and pamphlets
is an integral part of press freedom.”).

[5][6] The need to protect anonymity in the
context of the First Amendment has particular ap-
plicability to book-buying activity. As was ex-
plained in United States v. Rumely, governmental
inquiry and intrusion into the reading choices of
bookstore customers will almost certainly chill their
constitutionally protected rights:

Once the government can demand of a publisher
the names of the purchasers of his publications,
the free press as we know it disappears. Then the
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spectre of a government agent will look over the
shoulder of everyone who reads.... Fear of criti-
cism goes with every person into the bookstall.
The subtle, imponderable pressures of the ortho-
dox lay hold. Some will fear to read what is un-
popular, what the powers-that-be dislike.... [F]ear
will take the place of freedom in the libraries,
book stores, and homes of the land. Through the
harassment of hearings, investigations, reports,
and subpoenas government will hold a club over
speech and over the press.

345 U.S. 41, 57-58, 73 S.Ct. 543, 97 L.Ed. 770
(1953) (Douglas, J., concurring). The right to en-
gage in expressive activities anonymously, without
government intrusion or observation, is critical to
the protection of the First Amendment rights of
book buyers and sellers, precisely because of the
chilling effects of such disclosures. Search warrants
directed to bookstores, demanding information
about the reading history of customers, intrude
upon the First Amendment rights of customers and
bookstores because compelled disclosure of book-
buying records threatens to destroy the anonymity
upon which many customers depend.

[7] In sum, the First Amendment embraces the
individual's right to purchase and read whatever
books she wishes to, without fear that the govern-
ment will take steps to discover which books she
buys, reads, or intends to read. A governmental
search warrant directed to a bookstore that author-
izes seizure of records that reflect a customer's pur-
chases necessarily intrudes into areas protected by
this right.FN17

FN17. We note that not all of a book-
seller's records are protected by the First
Amendment. Certainly, bills and other
bookstore records that do not list the titles
of books purchased by customers are pro-
tected by neither the First Amendment nor
Article II, Section 10. We consider and ad-
dress here only those bookstore records
that implicate fundamental expressive con-
cerns because they list the reading choices

made by bookstore customers.

B. Article 2, Section 10 of the Colorado Constitu-
tion

Like the Federal Constitution, our Colorado
Constitution protects speech rights. Specifically,
Article II, Section 10, entitled “Freedom of speech
and press,” provides that:

No law shall be passed impairing the freedom of
speech; every person shall be free to speak, write
or publish whatever he will on any subject, being
responsible for all abuse of that liberty....

The United States Supreme Court has re-
peatedly acknowledged that its interpretation of the
Federal Constitution defines the minimum*1054
level of protections that must be afforded, through
the Fourteenth Amendment, by the states. See, e.g.,
PruneYard Shopping Ctr. v. Robins, 447 U.S. 74,
81, 100 S.Ct. 2035, 64 L.Ed.2d 741 (1980).
However, the Supreme Court has also recognized
that a state may, if it so chooses, afford its residents
a greater level of protection under its state constitu-
tion than that bestowed by the Federal Constitution.
Id.

With respect to expressive freedoms, this court
has recognized that the Colorado Constitution
provides broader free speech protections than the
Federal Constitution.FN18 In Bock v. Westminster
Mall Co., 819 P.2d 55 (Colo.1991), we detailed the
source of this increased protection. We relied on
the differences between the language of the First
Amendment to the United States Constitution and
the language of the Colorado Constitution.FN19 Id.
at 58. In addition, we recognized our state's extens-
ive history of affording broader protection under
the Colorado Constitution for expressive rights. Id.
at 59.

FN18. See, e.g., Lewis v. Colo. Rockies
Baseball Club, Ltd., 941 P.2d 266, 271
(Colo.1997); Denver Publ'g Co. v. City of
Aurora, 896 P.2d 306, 309 n. 4
(Colo.1995); Bock v. Westminster Mall
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Co., 819 P.2d 55, 59 (Colo.1991); People
v. Ford, 773 P.2d 1059, 1066 (Colo.1989);
Parrish v. Lamm, 758 P.2d 1356, 1365
(Colo.1988); People v. Seven Thirty-Five
East Colfax, Inc., 697 P.2d 348, 356
(Colo.1985); People v. Berger, 185 Colo.
85, 89, 521 P.2d 1244, 1246 (1974); In re
Hearings Concerning Canon 35 of the
Canons of Judicial Ethics, 132 Colo. 591,
592, 296 P.2d 465, 466-67 (1956).

FN19. Specifically, the First Amendment
to the United States Constitution uses a
negative command to protect speech rights.
U.S. Const. amend. I (“Congress shall
make no law ... abridging the freedom of
speech....”). In contrast, “the Colorado
Constitution advances beyond the negative
command of its first clause to make an af-
firmative declaration in the second clause.”
Bock, 819 P.2d at 58. This additional af-
firmative command supported our conclu-
sion that the Colorado Constitution
“enhances the already preferred position of
speech under the First Amendment of the
United States Constitution.” Id.; see also
id. at 59 (“[T]he second clause of Article
II, Section 10 of our own constitution ... is
an affirmative acknowledgement of the
liberty of speech, and therefore of greater
scope than that guaranteed by the First
Amendment.”).

[8] As discussed in section IIIA above, the
First Amendment protects one's right to receive and
distribute information and ideas and to purchase
reading materials anonymously, without govern-
mental interference. This right also receives protec-
tion under our Colorado Constitution. Indeed, be-
cause our state constitution provides more expans-
ive protection of speech rights than provided by the
First Amendment, it follows that the right to pur-
chase books anonymously is afforded even greater
respect under our Colorado Constitution than under
the United States Constitution.

C. The Intersection Between the Constitutional
Right to Purchase Books Anonymously and

Search Warrants Aimed at Bookstores
Having defined the right at issue in this case,

we next address the collision between the exercise
of this right and the investigative efforts of law en-
forcement officials. We consider the legal test that
applies to determine when law enforcement offi-
cials may use a search warrant to obtain customer
book purchase records from an innocent, third-party
bookstore, and the circumstances that trigger ap-
plication of that test.

[9][10][11] Both the Fourth Amendment to the
United States Constitution and Article II, Section 7
of the Colorado Constitution guard against
“unreasonable searches and seizures.” U.S. Const.
amend. IV; Colo. Const. art. II, § 7. Search war-
rants are the mechanism used to protect against un-
justified police intrusions that would otherwise vi-
olate the dictates of the Fourth Amendment and
Article II, Section 7. See, e.g., Steagald v. United
States, 451 U.S. 204, 213, 101 S.Ct. 1642, 68
L.Ed.2d 38 (1981). In order to obtain a search war-
rant, law enforcement officials must demonstrate,
prior to any search, that probable cause exists to be-
lieve that the legitimate object of such a search is
located in a specific place. See, e.g., id. The warrant
itself must describe with particularity the place to
be searched and the objects that may be seized. See,
e.g., Maryland v. Garrison, 480 U.S. 79, 84, 107
S.Ct. 1013, 94 L.Ed.2d 72 (1987). Such require-
ments safeguard citizens against “the wide-*1055
ranging exploratory searches the Framers [of the
Constitution] intended to prohibit.” Id.

Conflicts between First Amendment and Fourth
Amendment rights are inevitable when law enforce-
ment officials attempt to use search warrants to ob-
tain expressive materials. This is because a seizure
of documents, books, or films is conceptually dis-
tinct from a seizure of objects such as guns or
drugs. See, e.g., A Quantity of Books v. Kansas, 378
U.S. 205, 211-12, 84 S.Ct. 1723, 12 L.Ed.2d 809
(1964). The former category of objects implicates
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First Amendment expressive rights, while the latter
category of objects does not. Id.

[12] Outside the context of obscenity, few fed-
eral cases have discussed this collision between the
Fourth Amendment and the First Amendment.
However, the Supreme Court has made clear that,
when expressive rights are implicated, a search
warrant must comply with the particularity require-
ments of the Fourth Amendment with “scrupulous
exactitude.” Zurcher v. Stanford Daily, 436 U.S.
547, 564, 98 S.Ct. 1970, 56 L.Ed.2d 525 (1978);
Stanford v. Texas, 379 U.S. 476, 485, 85 S.Ct. 506,
13 L.Ed.2d 431 (1965).

In Zurcher, law enforcement officials served a
search warrant on a student newspaper, seeking
photographic evidence that would help them identi-
fy demonstrators who assaulted police officers as-
sisting in the break-up of a demonstration. 436 U.S.
at 551, 98 S.Ct. 1970. The newspaper challenged
the warrant on the basis of the First and Fourth
Amendments, arguing that the police should be re-
quired to use a subpoena duces tecum instead of a
search warrant because of the important First
Amendment interests at stake. Id. at 563, 98 S.Ct.
1970. The Supreme Court rejected this argument,
implying that First Amendment concerns can never
entirely preclude the execution of a search warrant
that complies with the Fourth Amendment:
“Properly administered, the preconditions for a
warrant-probable cause, specificity with respect to
the place to be searched and the things to be seized,
and overall reasonableness-should afford sufficient
protection against the harms that are assertedly
threatened by warrants for searching newspaper of-
fices.” Id. at 565, 98 S.Ct. 1970.

The Supreme Court's pronouncements in
Zurcher can be read to mean that, beyond the
“scrupulous exactitude” requirement, the First
Amendment places no special limitation on the
ability of the government to seize expressive mater-
ials under the Fourth Amendment. We acknowledge
that this is arguably the import of Zurcher. Thus,
we ground the holding in this case in our Colorado

Constitution.

The Fourth Amendment provides significant
and important privacy protections to Americans.
Nonetheless, there are occasionally situations
where the Fourth Amendment simply does not go
far enough. This case presents one such situation.

We are hesitant to hold that the only constraint
limiting law enforcement officials' ability to obtain
a search warrant that gives them access to a book-
store's customer purchase records, beyond the gen-
eral Fourth Amendment requirements applicable to
all warrants, is that the search warrant in question
describe the expressive material to be seized with
scrupulous exactitude. Under this approach, assum-
ing that the probable cause standard was met and
that the materials to be seized are very precisely de-
scribed, expressive materials can always be seized,
irrespective of the substantial chilling effects that
might result. Thus, fundamental expressive rights
could never preclude law enforcement officials
from seizing particular expressive materials.

To take a simple example, one could imagine a
situation where law enforcement officials might
have probable cause to search a bookstore for all
records relating to any purchases of the book The
Anarchist's Cookbook. The requirement that the po-
lice describe the materials to be seized with
“scrupulous exactitude” could be easily met in this
situation by limiting seizure to those records in-
volving sales of the specific book. We agree that,
depending on the exact factual circumstances, such
a seizure might be necessary and appropriate.
However, the substantial chilling effects that could
occur if this hypothetical search warrant were ex-
ecuted mean *1056 that there might also be circum-
stances where the police should be entirely pre-
cluded from executing the warrant.

[13] Thus, we find the protections afforded to
fundamental expressive rights by federal law, under
the above interpretation of Zurcher, to be inad-
equate. We turn to our Colorado Constitution,
which we now hold requires a more substantial jus-
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tification from the government than is required by
the Fourth Amendment of the United States Consti-
tution when law enforcement officials attempt to
use a search warrant to obtain an innocent, third-
party bookstore's customer purchase records.FN20

FN20. We reiterate that our discussion is
narrow. We consider only the constitution-
al protections afforded when law enforce-
ment officials seek to use a search warrant
to obtain customer purchase records from a
bookstore. We do not consider the consti-
tutional implications of any other type of
government action that implicates express-
ive rights.

[14][15] Our basic rationale for this holding is
that, before law enforcement officials are permitted
to take actions that are likely to chill people's will-
ingness to read a full panoply of books and be ex-
posed to diverse ideas, law enforcement officials
must make a heightened showing of their need for
the innocent bookstore's customer purchase records.
We emphasize that a bookstore's customer purchase
records are not absolutely protected from discovery
and that this question must be decided on the par-
ticular facts of each case.

1. Development of a Balancing Test
[16] We now turn to a discussion of the test

that must be applied to determine the circumstances
in which law enforcement officials will be permit-
ted to use a search warrant to obtain a bookstore's
customer purchase records.

The facts of this case are unusual. The parties
have cited, and our independent research discloses,
only one previous case where a court has con-
sidered the constitutionality of law enforcement at-
tempts to gain access to the purchase records of a
bookstore customer. Although that case, In re
Grand Jury Subpoena to Kramerbooks & After-
words Inc., 26 Med. L. Rptr. 1599 (D.D.C.1998)
(hereinafter Kramerbooks ), arose in the context of
investigative subpoenas, not a search warrant, we
find it to be instructive as to the test that should be

applied in this case because it addresses and bal-
ances the same competing concerns presented here.
FN21

FN21. The defendants argue that Kramer-
books is distinguishable from this case be-
cause the subpoena used in Kramerbooks
was used as part of a “fishing expedi-
tion”-i.e., as part of a government attempt
to discover general incriminating evidence
and not as part of a focused attempt to dis-
cover particular information. We note that
the breadth of the subpoena is not relevant
to the question of what test should be ap-
plied but, instead, is something a court
should consider during application of the
test we define. If a search warrant is overly
broad, law enforcement officials will be
unable to show that they have a compelling
interest in or need for the particular in-
formation that they seek.

Kramerbooks involved subpoenas issued by the
Office of Independent Counsel to two bookstores.
Id. at 1599. The subpoenas sought book purchase
records related to a particular customer under in-
vestigation, Monica Lewinsky. Id. Similar to this
case, the bookstores claimed that their revelation of
book purchase records would have a chilling effect
on the exercise of their customers' First Amend-
ment rights. Id. at 1600.

The Kramerbooks court determined, as we do
for search warrants, that the subpoenas directed to
innocent bookstores implicate First Amendment
concerns. Id. The court then briefly considered a
Supreme Court case involving a grand jury sub-
poena and the First Amendment right to freedom of
the press, Branzburg v. Hayes.FN22 Id. at 1600-01.
*1057 Because Branzburg was not dispositive of
the issues presented, the Kramerbooks court turned
to federal circuit court cases involving collisions
between governmental investigative efforts and the
First Amendment. Id. at 1601.

FN22. In Branzburg, a plurality of the
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Court held that the First Amendment does
not prevent a grand jury from requiring a
reporter to disclose information received
from confidential sources. 408 U.S. 665,
92 S.Ct. 2646, 33 L.Ed.2d 626 (1972).
This was true despite the potential effects
that such forced disclosure could have
upon the willingness of secret informants
to confide in reporters and, thus, the ulti-
mate chilling effect its holding could have
on freedom of the press. Id. at 693, 92
S.Ct. 2646.

Because it was clear to the Branzburg
Court that the reporters' asserted testimo-
nial privilege was outside the scope of
the First Amendment, it was not neces-
sary for the Court to specifically articu-
late the test that should be applied to de-
termine whether a grand jury's investig-
ative efforts have violated the First
Amendment. However, the Court did not
foreclose lower courts from creating
such a test and, relevantly, did not disap-
prove of the two-part test that had been
used by the lower court in Branzburg,
and was ultimately adopted by the
Kramerbooks court. Id. at 700, 92 S.Ct.
2646.

The court imported the standard applied in
those cases to the bookstore context. Thus, the
court held that, in order to demonstrate the enforce-
ability of the subpoena, the government must show:
(1) a compelling interest in or need for the informa-
tion sought; and (2) a sufficient connection between
the information sought and the criminal investiga-
tion. Id. The court then ordered the special prosec-
utor to submit documents explaining how this test
was satisfied for the OIC subpoenas at issue. Id.

The balancing test used by the Kramerbooks
court is similar to that used by the numerous courts
that have addressed situations where government
action has implicated fundamental speech rights.
Specifically, courts have recognized that a very

high level of review, referred to as “strict scrutiny”
or “exacting scrutiny” is to be undertaken when
government action collides with First Amendment
rights.FN23 See, e.g., Playboy Entm't Group, 529
U.S. at 813, 120 S.Ct. 1878; Buckley v. Valeo, 424
U.S. 1, 64-65, 96 S.Ct. 612, 46 L.Ed.2d 659 (1976)
(“This type of scrutiny is necessary even if any de-
terrent effect on the exercise of First Amendment
rights arises, not through direct government action,
but indirectly as an unintended but inevitable result
of the government's conduct in requiring disclos-
ure.”). This heightened standard is necessary be-
cause governmental action that burdens the exercise
of First Amendment rights compromises the core
principles of an open, democratic society.

FN23. A different standard is used when
the government adopts content-neutral
time, place, and manner restrictions on
speech. See, e.g., Hill v. Colorado, 530
U.S. 703, 725-26, 120 S.Ct. 2480, 147
L.Ed.2d 597 (2000). The cases involving
that standard are not relevant here because
we are not addressing a situation involving
even-handed regulation.

[17] In order to withstand strict scrutiny, the
government must have some “compelling” interest
at stake. See, e.g., Gibson v. Florida Legislative In-
vestigation Comm., 372 U.S. 539, 546, 83 S.Ct.
889, 9 L.Ed.2d 929 (1963). Anything less will not
justify an abridgement of fundamental speech
rights. Beverly v. United States, 468 F.2d 732, 748
(5th Cir.1972) ( “It is simply a statement of long re-
cognized horn-book principles of constitutional law
to say that no government, either state or federal,
may encroach upon First Amendment rights
without the demonstration of a compelling in-
terest.”).

Courts have also required the government to
demonstrate a substantial connection between the
government's action and the interest the govern-
ment seeks to further. See, e.g., Buckley, 424 U.S.
at 64, 96 S.Ct. 612; Gibson, 372 U.S. at 546, 83
S.Ct. 889. While this prong of the test has been
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phrased differently by different courts, its import is
the same in every case. Id. The government must
not do anything that abridges fundamental rights
unless the government's action bears the appropri-
ate connection to its compelling government in-
terest, and this connection must be both direct and
significant.

Further, when government action implicates
fundamental expressive rights, courts have imposed
a few other requirements that must be met in order
for the government action to withstand strict scru-
tiny. For instance, courts commonly require that
government action be no broader than necessary to
advance its compelling interest. See, e.g., Shelton v.
Tucker, 364 U.S. 479, 488, 81 S.Ct. 247, 5 L.Ed.2d
231 (1960); Bursey, 466 F.2d at 1083 (stating that
the government must show that “the incidental in-
fringement upon First Amendment rights is no
greater than is essential to vindicate its subordinat-
ing interests”). That is, government action must not
chill the exercise of fundamental expressive rights
any more than absolutely necessary to advance the
government's interest. This requirement is fre-
quently referred to as the *1058 “least restrictive
means” requirement. See, e.g., Buckley, 424 U.S. at
68, 96 S.Ct. 612.

The balancing test described above addresses
the competing concerns implicated when govern-
mental action directly or incidentally abridges con-
stitutionally protected speech rights. It has been
used in numerous factual and procedural contexts.
FN24 We modify the test only slightly to address
the specific issues raised when law enforcement of-
ficials seek to seize an innocent, third-party book-
store's customer purchase records. We hold that law
enforcement officials must demonstrate a suffi-
ciently compelling need for the specific customer
purchase record sought from the innocent, third-
party bookstore.

FN24. This test has been applied by the
United States Supreme Court in the context
of a legislative investigative subpoena that
implicated fundamental speech rights. Gib-

son, 372 U.S. at 546, 83 S.Ct. 889 (“[I]t is
an essential prerequisite to the validity of
an investigation which intrudes into the
area of constitutionally protected rights of
speech, press, association and petition that
the State convincingly show a substantial
relation between the information sought
and a subject of overriding and compelling
state interest.”). It has also been applied to
grand jury subpoenas, OIC subpoenas, and
administrative subpoenas that implicate
fundamental expressive rights. See, e.g., In
re Grand Jury Subpoenas Duces Tecum,
78 F.3d 1307, 1312 (8th Cir.1996); Nat'l
Commodity & Barter Ass'n v. United
States, 951 F.2d 1172, 1174 (10th
Cir.1991); United States v. Comley, 890
F.2d 539, 544 (1st Cir.1989); In re Grand
Jury Proceeding, 842 F.2d 1229, 1233
(11th Cir.1988); Brock v. Local 375,
Plumbers Int'l Union, 860 F.2d 346, 350
(9th Cir.1988); In re Grand Jury Proceed-
ings, 776 F.2d 1099, 1102-03 (2d
Cir.1985); In re Grand Jury Subpoena to
the First Nat'l Bank, Englewood, Colo.,
701 F.2d 115, 117 (10th Cir.1983); In re
Grand Jury Subpoena for Appearance of
Patrick Faltico, 561 F.2d 109, 111 (8th
Cir.1977); Bursey, 466 F.2d at 1083;
Kramerbooks, 26 Med. L. Rptr. at 1601
(discussed above). But see In re Grand
Jury 87-3 Subpoena Duces Tecum, 955
F.2d 229, 232 (4th Cir.1992) (concluding
that the above balancing test does not ap-
ply because the Supreme Court declined to
apply this test in both Branzburg and Uni-
versity of Pennsylvania v. EEOC, 493 U.S.
182, 110 S.Ct. 577, 107 L.Ed.2d 571
(1990) ).

When considering generally applicable laws
and regulations that implicate fundamental speech
rights, it is logical to separate out two distinct steps:
first, to consider the government's justification for
the law and, second, to determine whether the law
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serves that purpose. In the context of criminal in-
vestigations, the two prongs run together. This is so
because the law enforcement officials' need to in-
vestigate crime will almost invariably be a compel-
ling one. Thus, the court must engage in a more
specific inquiry as to whether law enforcement offi-
cials have a compelling need for the precise and
specific information sought. Yet this more particu-
larized showing captures the nexus requirement,
normally considered separately from the govern-
ment's interest.

The second prong of the Kramerbooks test, that
there be a “sufficient connection” between the
criminal investigation and the information sought,
is therefore duplicative of the first prong of the test
because the government's need “for the information
sought” cannot be compelling unless there exists a
sufficient nexus between the investigation and the
information sought.

Here, the trial court recognized that strict scru-
tiny was the appropriate standard in this case and
then applied a balancing test that considered four
factors: (1) the government's interest in acquiring
the information FN25; (2) the nexus between the
matter investigated and the material sought; (3)
whether the information was available from another
source; and (4) whether the intrusion was limited in
scope so as to prevent exposure of other constitu-
tionally protected materials.

FN25. Though the trial court recognized
that strict scrutiny should be applied to the
search warrant in this case, it then de-
scribed a lower standard of review in the
first prong of its test. The trial court stated
that law enforcement officials must
demonstrate a “legitimate and significant”
interest in the information sought. We do
not agree with this conclusion. Courts have
long recognized that “significant encroach-
ments on First Amendment rights of the
sort that compelled disclosure imposes
cannot be justified by a mere showing of
some legitimate governmental interest.”

Buckley, 424 U.S. at 64, 96 S.Ct. 612.
Thus, we now clarify that law enforcement
officials must demonstrate a compelling
interest in or need for the information
sought.

While the test that we use does not specifically
include either the third or fourth prongs of the trial
court's test, we believe that these factors are impli-
cit in the balancing test that we develop. The law
enforcement officials' *1059 need for the informa-
tion sought cannot be compelling if there are reas-
onable alternate ways of conducting an investiga-
tion other than by seizing a customer's book pur-
chase record. Officials must exhaust these alternat-
ives before resorting to techniques that implicate
fundamental expressive rights of bookstores and
their customers.

The fourth factor considered by the trial court,
the breadth of the warrant, is also captured by the
“compelling need for the information sought” test.
When considering a search warrant, a court must
separately consider each item that the law enforce-
ment officials seek to obtain. For any particular ex-
pressive material sought, if the request is overly
broad, then the law enforcement officials will not
have a compelling need for that particular item.

[18] The ultimate question is whether the law
enforcement need for the customer purchase record
is sufficiently compelling to outweigh the harms
caused by execution of the search warrant. We ac-
knowledge that it is difficult to predict the extent of
harm that would be caused by execution of any par-
ticular search warrant. However, we note that, in
most situations, there is a lesser danger of harm to
constitutionally protected interests when the cus-
tomer purchase record is sought for reasons entirely
unrelated to the contents of the materials purchased
by the customer. The chilling effect that results
from disclosure of customer purchase records oc-
curs because of the general fear of the public that, if
the government discovers which books it purchases
and reads, negative consequences may follow.
However, if the government seeks a purchase re-
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cord to prove a fact unrelated to the content or ideas
of the book, then the public's right to read and ac-
cess these protected materials is chilled less than if
the government seeks to discover the contents of
the books a customer has purchased.

For example, if the police were to find a book
about baseball with a Tattered Cover price sticker
on it in the vicinity of an illegal drug lab, and they
wished to find out who purchased the baseball book
in order to place that person at the scene of the
crime, the harm to constitutional interests caused by
forced disclosure of the Tattered Cover's book re-
cords might well be permissible under the balan-
cing test we describe.FN26 Similarly, if law en-
forcement officials seek to discover a book pur-
chase record to disprove a suspect's alibi, on the
theory that the bookstore record proves that the sus-
pect was at the bookstore at a particular time, the
contents of the books bought are not significantly at
issue and the harm to the public caused by the
seizure of the record is less than if the facts were
otherwise.

FN26. The ultimate determination would
rest on additional facts not provided in the
example, such as whether the police had
other ways of discovering the identity of
the perpetrator and whether the search war-
rant was drafted narrowly.

To summarize, we hold that our state constitu-
tion requires that the government, when it seeks to
use a search warrant to discover customer book
purchase records from an innocent, third-party
bookstore, must demonstrate that it has a compel-
ling need for the information sought. In determin-
ing whether law enforcement officials have met this
standard, the court may consider various factors in-
cluding whether there are reasonable alternative
means of satisfying the asserted need and whether
the search warrant is overly broad. The court must
then balance the law enforcement officials' need for
the bookstore record against the harm caused to
constitutional interests by execution of the search
warrant. This harm likely will be minimal if the law

enforcement officials' reasons for wanting the book
purchase record are entirely unrelated to the con-
tents of the books.

2. Procedural Issues
[19] Having defined and explained the two-part

test applicable to this case, we turn to the procedur-
al context in which this test ordinarily must be ap-
plied.

The procedural context of this particular case is
unusual. The City sought and obtained a search
warrant as part of an attempt to discover specific
information ordinarily protected from involuntary
disclosure to law enforcement officials by the First
Amendment and Article II, Section 10. Then the
City voluntarily agreed to delay execution of *1060
the warrant until its validity could be litigated in the
district court.

We are aware, however, that the City could
have proceeded to conduct the search before giving
a court the opportunity to consider the legality of
the warrant in an adversarial setting. This is of
grave concern since the chilling effect felt by the
general public is caused by the very fact of govern-
mental discovery of book-buying purchases. This
chilling effect is unlikely to be offset by any pro-
cedural protections, such as the exclusionary rule,
that might subsequently be afforded to Suspect A if
the search is later deemed to be unconstitutional.

People in Colorado have a privacy interest in
their book-purchase records and, therefore, we re-
cognize that special procedural protections must be
afforded to bookstores when law enforcement offi-
cials attempt, pursuant to Article II, Section 7, to
use a search warrant to obtain these records. The
protections afforded by the Colorado Constitution
are of little value if the bookstore is not given an
opportunity to challenge the law enforcement offi-
cials' action before the search warrant is executed.
Without the opportunity to protect its rights and the
rights of its customers, a bookstore, unrepresented
at the typical ex parte search warrant proceeding,
might receive short shrift in any constitutional ana-
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lysis of law enforcement's right to obtain such a
search warrant. This point is borne out by the facts
of this case. The City's use of progressively narrow-
er requests at each stage of its request for the in-
formation convinces us that a hearing is necessary
to protect innocent, third-party booksellers and the
book-buying public.

The original DEA subpoena was unlimited in
its terms. It sought all of Suspect A's book-
purchasing records from the Tattered Cover. Be-
cause of the concerns of the district attorney's of-
fice, the City's request was narrowed somewhat be-
fore the search warrant was approved by a county
court judge. The search warrant sought information
related to the one transaction for which the police
had an invoice number as well as the thirty-day pur-
chasing history of Suspect A.

After the adversarial hearing, the trial court
held that the thirty-day purchasing history request
was too broad and therefore unconstitutional. On
appeal to us, the City abandons its request for Sus-
pect A's thirty-day purchasing history information,
thus implicitly conceding that it was never entitled
to the information in the first place.

Further, the remaining information sought to be
seized, related to the specific invoice, has been the
subject of heated debate. Had it not been for the
Tattered Cover's steadfast stance, the zealousness
of the City would have led to the disclosure of in-
formation that we ultimately conclude is constitu-
tionally protected. This chronology demonstrates
the importance of providing the bookseller with an
opportunity to contest the actions of law enforce-
ment officials in an adversarial setting.

Also supporting the need for an adversary hear-
ing is the fact that, whenever law enforcement offi-
cials rifle through a bookstore's file cabinets or
computer records, the book-buying records of inno-
cent customers will almost inevitably be exposed to
governmental observation. The rights of these inno-
cent customers, who may not want the government
to know which books they read, must receive ad-

equate protection.FN27

FN27. We note that law enforcement offi-
cials could have used another, less invasive
technique than a search warrant, had Sus-
pect A been charged. The City concedes
that it had probable cause to arrest and
charge Suspect A without the contested
Tattered Cover record. If it did so, then the
prosecution could have attempted to obtain
the book purchase record using a trial sub-
poena duces tecum under Colo.Crim. P.
17(c). Such a subpoena would have protec-
ted the rights of non-suspect Tattered Cov-
er customers.

The central rationale for the ex parte warrant
process does not apply when an innocent, third-
party bookstore's book-buying records are seized.
In the case of a typical warrant procedure, the ma-
gistrate must consider two competing factors: the
interests of law enforcement and the privacy rights
of the suspect. An ex parte procedure, and the in-
vasive search and seizure that follows, is justified
in such a case because of the exigencies of law en-
forcement and the practical reality that a suspect, if
notified ahead of *1061 time, has a motive to des-
troy evidence or otherwise frustrate the search for
particularly incriminating records. This justification
lacks persuasive force when the subject of the
search is an innocent, third-party bookseller.

Thus, we hold that an innocent, third-party
bookstore must be afforded an opportunity for a
hearing prior to the execution of any search warrant
that seeks to obtain its customers' book-purchasing
records. At the hearing, the court will apply the bal-
ancing test described above to determine whether
law enforcement officials have a sufficiently com-
pelling need for the book purchase record that out-
weighs the harms associated with enforcement of
the search warrant.

IV. Application
Having outlined the relevant constitutional

principles, we now apply them to this case. We

Page 22
44 P.3d 1044, 30 Media L. Rep. 1656
(Cite as: 44 P.3d 1044)

© 2013 Thomson Reuters. No Claim to Orig. US Gov. Works.

http://ecarswell.westlaw.com/Find/Default.wl?rs=WLCA1.0&vr=2.0&DB=1000517&DocName=COSTRCRPR17&FindType=L
http://ecarswell.westlaw.com/Find/Default.wl?rs=WLCA1.0&vr=2.0&DB=1000517&DocName=COSTRCRPR17&FindType=L


consider whether the City has demonstrated that it
has a compelling need for the Tattered Cover's
book purchase record that outweighs the chilling ef-
fect likely to result if the search warrant is ex-
ecuted.

Through its arguments to the trial court and us,
as well as through the testimony of Officer Goin
and DI McFarland, the City describes three reasons
that it is important for it to know whether Suspect
A purchased the two “how to” books found at the
scene of the crime. First, the City states that this
will help them to prove the mens rea of the crime,
that Suspect A “intentionally or knowingly” oper-
ated the methamphetamine lab. Second, the City
contends that proof that Suspect A purchased the
“how to” books will help them to prove that Sus-
pect A occupied the master bedroom, the place
where the books and methamphetamine lab were
found. Finally, the City asserts that the Tattered
Cover invoice “connects” Suspect A to the crime.
We consider each of the City's three justifications
in turn, despite the fact that the boundaries between
the justifications overlap in some ways.

[20] With respect to the argument that evidence
that Suspect A purchased the books will help prove
that he knowingly or intentionally operated a
methamphetamine lab, we note that the City's
search of the bedroom revealed a fully operational
and functional methamphetamine lab as well as a
small quantity of the manufactured drug. The two
“how to” books were found in the immediate vicin-
ity of the lab. The physical presence of the lab it-
self, and of these books, goes a long way towards
proving that the operator of the lab did not acci-
dentally manufacture methamphetamines. These
facts leave no doubt that the person or persons who
operated this lab did so intentionally.

We must also consider the chilling effect that
would be caused by execution of the search war-
rant. The Tattered Cover presented unrefuted testi-
mony that the execution of the search warrant in
this case would have a substantial chilling effect on
the willingness of its customers to purchase contro-

versial books. As discussed earlier, Joyce Meskis,
the owner of the Tattered Cover, stated that she had
received an “enormous amount of feedback” from
customers about this case, including over one hun-
dred letters from customers in support of the
Tattered Cover's position. Many customers told
Meskis that they shopped at the Tattered Cover be-
cause of the Tattered Cover's policy of not disclos-
ing customer book purchase records. Meskis testi-
fied that if book purchase records were made avail-
able to investigative authorities, customers would
not feel at ease perusing, buying, or reading a wide
variety of books. Meskis pointed out that “people
who read books are very concerned about First
Amendment issues, and their privacy as it relates to
First Amendment issues. This is not an uninformed
society, they care.”

Additionally, an official from the American
Library Association testified about the chilling ef-
fect that results from disclosure of library circula-
tion records and a bookstore owner from the State
of Washington testified about the concerns ex-
pressed by his customers about their privacy rights
while the Kramerbooks case was pending.

On balance, we conclude that the City's need
for the invoice, in order to help them prove the stat-
utorily required mens rea element, is not suffi-
ciently compelling to outweigh the harm that would
be caused by execution of the search warrant.

*1062 [21] Thus, we turn to the City's second
justification, that the invoice will help them to
demonstrate that Suspect A occupied the master
bedroom and, hence, must have operated the
methamphetamine lab. In essence, the City wishes
to use the purchasing record to place Suspect A at
the scene of the crime.

As discussed above, it will be difficult for law
enforcement officials to demonstrate that their need
for a customer's book purchase record is suffi-
ciently compelling to outweigh the harms caused by
forced disclosure of the record if there are reason-
able alternative means by which the officials can
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meet their asserted need. We emphasize that our in-
quiry is focused on the question of whether the City
had reasonable alternative ways of discovering who
operated the methamphetamine lab, not on the
question of who bought the “how to” books.

One direct way to identify the operator of the
lab is to analyze the fingerprints that Officer Goin
found on the glassware from the lab to see if they
match to Suspect A. However, the record made at
the time of the hearing, nine months after the search
of the trailer was executed, does not reflect that the
City ever followed up on these fingerprints. Cer-
tainly that evidence would be more indicative of the
identity of the operator of the drug lab than any
connection that might be established by proof that
Suspect A ordered books that were subsequently
found in the room.

If the City needs evidence of who occupied the
master bedroom, as indirect evidence of who must
have operated the lab, the record reveals a number
of alternative ways in which this information could
have been ascertained. The master bedroom in the
trailer, apart from the presence of the methamphet-
amine lab, appears to have been a typical bedroom
containing clothes, furniture, papers, and other per-
sonal objects. Clothes and shoes could have been
examined to see if the sizes matched Suspect A.
Objects could have been fingerprinted.FN28 The
bed and flooring could have been examined for hair
or other DNA samples. Beyond this physical evid-
ence, there are numerous witnesses that the City
likely could have interviewed without comprom-
ising the integrity of their criminal investigation.
The parties hotly contest whether it would have
been appropriate for the government to interview
Suspects A, B, C, or D. This is an issue that neither
we nor the trial court is equipped to resolve.
However, neighbors, trailer park managers, and
other visitors to the trailer, including Persons E and
F, may know or have known who occupied the
master bedroom. The record does not indicate that
these persons were interviewed to determine who
lived in the master bedroom.

FN28. The only objects fingerprinted were
the two books, which had no usable prints;
the glassware from the methamphetamine
lab; and the firearms.

Finally, we note that the Tattered Cover cus-
tomer purchase record does not contribute much to
the City's attempt to show that Suspect A occupied
the master bedroom. Objects belonging to several
different people were found in the bedroom. Thus,
assuming that the two “how to” books belonged to
Suspect A, their presence in the bedroom does not
necessarily mean that Suspect A occupied that
room.

In arguing that it needs the Tattered Cover in-
voice to identify Suspect A as the occupant of the
master bedroom, the City suggests that the Tattered
Cover customer purchase record is not sought for a
reason related to the content of the two “how to”
books. As explained above, a non-content related
purpose for seeking a customer book purchase re-
cord will ordinarily result in a lesser chilling effect
than experienced when such a record is sought for a
content-related purpose. However, the content-re-
lated uses of the book purchase record in this case
are not easily separated from the non-content re-
lated uses. Thus, we reiterate our earlier conclusion
that the enforcement of this search warrant is likely
to result in a substantial chilling effect.

Hence, we conclude that the City's need to ob-
tain the Tattered Cover invoice in order to identify
Suspect A as the occupant of the bedroom is not
sufficiently compelling to outweigh the harm to
fundamental constitutional rights that would result
if the search warrant was executed.

*1063 [22] The City's final justification is that
proof that Suspect A bought the two books will
“connect” him to the crime. The City's argument is
somewhat amorphous because it never elaborates
on the specific reason as to why the connection ex-
ists. At its core, however, the argument rests on the
premise that if Suspect A bought the “how to”
books, he must have operated the lab.FN29 The ra-
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tionale for this argument is thus directly tied to the
contents of the books Suspect A may have pur-
chased. This is precisely the reason that this search
warrant is likely to have chilling effects on the will-
ingness of the general public to purchase books
about controversial topics.

FN29. If the books in question related to
an entirely different topic, such as coping
with the loss of a loved one, then the con-
nection between the suspect and the illegal
drug lab would be significantly more atten-
uated. Indeed, then we would in essence be
addressing the argument discussed above,
that the City needs the Tattered Cover in-
voice because it will help them to place
Suspect A at the scene of the crime and
identify him as the occupant of the bed-
room.

The dangers, both to Suspect A and to the
book-buying public, of permitting the government
to access the information it seeks, and to use this
proof of purchase as evidence of Suspect A's guilt,
are grave. Assuming that Suspect A purchased the
books in question,FN30 he may have done so for
any of a number of reasons, many of which are in
no way linked to his commission of any crime. He
might have bought them for a friend or roommate,
unaware that they would subsequently be placed in
the vicinity of an illegal drug lab. He might have
been curious about the process of making drugs,
without having any intention to act on what he read.
It may be that none of these scenarios is as likely as
that suggested by the City, that Suspect A bought
the books intending to use them to help him make
an illegal drug. Nonetheless, Colorado's long tradi-
tion of protecting expressive freedoms cautions
against permitting the City to seize the Tattered
Cover's book purchase record.

FN30. We reiterate the Tattered Cover has
never disclosed the contents of the relevant
invoice, so we do not know what books
Suspect A actually purchased.

We acknowledge that the Tattered Cover in-
voice helps the City to connect Suspect A to the
crime and constitutes “a piece of the evidentiary
puzzle.” However, because of the strength of other
evidence at the City's disposal and because of the
substantial chilling effects that are likely to result
from execution of the warrant, we hold that the City
has failed to demonstrate that its need for this evid-
ence is sufficiently compelling to outweigh the
harmful effects of the search warrant.

V. CONCLUSION
For the reasons discussed above, we reverse the

judgment of the district court and remand for fur-
ther proceedings consistent with this opinion.

Justice COATS does not participate.

Colo.,2002.
Tattered Cover, Inc. v. City of Thornton
44 P.3d 1044, 30 Media L. Rep. 1656
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REASONS FOR ORDER 

MAND AMIN J. 

[1] The Plaintiff's motion came before me on January 14, 2013. After hearing from counsel, I 

decided to adjourn the motion and gave oral reasons for doing so. I indicated I would set out my 

reasons for doing so in writing. 

[2] By way of background, the Plaintiff, Voltage Pictures LLC [Voltage], has an action in 

Federal Court claiming copyright infringement by John Doe and Jane Doe who are alleged to copy 

and distribute Voltage's cinematic works [the Works] over interne peer to peer networks using the 

Bit -foment Protocol. Voltage brought a Motion for an Order under Rule 238 of the Federal Courts 

Rules that TekSavvy Solutions Inc. [TekSavvy], an intemet service provider and a non-party to the 
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action, be required to disclose to Voltage the names and addresses of TekSavvy customer accounts 

associated with IP addresses of senders or peers offering any of the files associated with Voltage's 

Works. These IP addresses had been identified by a forensic investigation firm, Canipre, to scan 

BitTorrent networks for the presence of the Works. 

[3] The motion was initially adjourned to enable TekSavvy to notify those customers who may 

be affected by Voltage's motion. In the interim, the Samuelson-Glushko Canadian Internet Policy 

and Public Interest Clinic [CIPPIC] filed a motion to intervene in this proceeding. That motion to 

intervene is not before me and is still pending. 

[4] In the matter before me, Voltage wished to proceed with its motion while CIPPIC sought an 

adjournment until after its motion to intervene is considered. TekSavvy took no position on 

Voltage's motion but supported the CIPPIC request for an adjournment. As matters thus stood, if 

Voltage's motion for release of customer information by TekSavvy were to proceed, it would be 

unopposed. 

[5] I granted the request for an adjournment for several reasons. 

[61 	First, proceeding on the basis of an unopposed motion is risky in the sense that the Court is 

hearing only one side. There have been any number of occasions where a Court, upon hearing 

subsequently from the other side, has had to change course. The Court is better served in coming to 

a proper decision having heard from differing sides. 
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[7] Second, Voltage's action is one in copyright. Parliament has passed new legislation on 

copyright. It is not yet certain how this new copyright legislation will impact proceedings for 

copyright infringement. Is the matter proceeding under previous copyright law or under the new 

enactment? Is there a transitional stage? In my view, the early steps taken in adjudicating new 

legislation are important and it is important. To be able to do so properly, a Court needs to be as 

informed as it can be about the matter. 

[8] Third, on review of the material and the forensic investigation material, it seems to me there 

are factual matters that require more explanation. What is the link between IP numbers and the 

alleged copyright infringers? Is it direct or indirect? Is it a link to a device or to an individual? 

Again, more information or submissions may be of assistance to the Court. 

[9] Fourth, this proceeding raises a question about Court resources. The numbers provided to 

me indicate there could possibly be over a thousand defendants. The question arises as to how the 

Court is going to manage the proceeding and this may bring in the need for a specially managed 

proceeding under Rule 383 of the Federal Courts Rules. 

[10] Finally, I do not believe the Plaintiffs motion can be adequately heard during the time 

allotted for general motions. More time would be required. Accordingly, the Plaintiffs motion 

should be set down for a special sitting on a date which follows the conclusion of the motion to 

intervene. 
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[11] The Plaintiff raised the question of prejudice caused by delay in hearing its motion. I am 

satisfied that the undertaking by TekSavvy to preserve all information responsive to the Plaintiff's 

motion and its further undertaking to forward a notice that recipients identified as being correlated 

to the IP addresses in question refrain from any infringement of copyright in the Works addresses 

the question of prejudice in the interim until the motion is heard. 

[12] In result, the foregoing considerations led me to decide to adjourn this motion until the 

CIPPIC motion is decided. The parties had the opportunity to propose terms of a draft order, which 1 

found to be satisfactory. I issued the Order in question on January 18, 2013. 

"Leonard S. Mandamin" 
Judge 

Ottawa, Ontario 
January 31, 2013 

TOTAL P.05 



 

 

 
Federal Court 

 

 
Cour fédérale 

 
Date: 20110829 

Docket: T-1373-11 

Citation: 2011 FC 1024 

[UNREVISED ENGLISH CERTIFIED TRANSLATION] 

Montréal, Quebec, August 29, 2011  

PRESENT: The Honourable Mr. Justice Shore 

 
BETWEEN: 

VOLTAGES PICTURES LLC 
 

 Plaintiff

and 
 
 

 

JANE DOE and JOHN DOE 
 

 

 

 Defendants
  

REASONS FOR JUDGMENT AND JUDGMENT 
 

I.  Preliminary 

 

[1] A copyright infringement gives rise to extraordinary measures in order to find the parties 

guilty of that infringement. 

 

II.  Introduction 

 

20
11

 F
C

 1
02

4 
(C

an
LI

I)



Page: 

 

2
[2] In BMG Canada Inc. v. John Doe, 2005 FCA 193, [2005] 4 F.C.R. 81, the Federal Court of 

Appeal confirmed the following:  

[42] ... in cases where plaintiffs show that they have a bona fide 
claim that unknown persons are infringing their copyright, they have 
a right to have the identity revealed for the purpose of bringing 
action. ...  

 

[3] The Court accepts the plaintiff’s position in support of its motion as follows: 

(i) an order allowing for a written examination for discovery of Bell Canada, Cogeco Cable 

Inc. and Videotron GP to be held so that they identify the names and addresses 

connected to their customer accounts associated with the IP addresses at the times 

specified in Annex A of the Statement of Claim filed in this record; and 

(ii) an order requiring Bell Canada, Cogeco Cable Inc. and Videotron GP to disclose to 

Voltage Pictures LLC the names and addresses related to their customer accounts 

associated with the IP addresses at the times specified in Annex A of the Statement of 

Claim filed in this record. 

 

[4] Voltage Pictures LLC is the owner of the copyright on the film Hurt Locker. The defendants 

copied and distributed this film over the internet without the authorization of Voltage Pictures LLC.  

 

[5] Voltage Pictures LLC has identified the IP addresses used by the defendants, but only their 

internet service providers can identify them more precisely.  

 

[6] Voltage Pictures LLC is seeking leave to conduct a written examination for discovery of the 

internet service providers so that they disclose the names and addresses of the customers 

corresponding to the IP addresses already obtained. Once these customers have been identified, 
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Voltage Pictures LLC can send formal notices and, where applicable, add these persons as 

defendants to this action. 

 

III.  Facts 

 

[7] The defendants downloaded, copied and distributed the film Hurt Locker through peer-to-

peer networks on the internet, without the authorization of Voltage Pictures LLC. They did so 

anonymously; they can be identified only by their IP addresses (Affidavit of Daniel Arheidt, sworn 

on August 24, 2011, at paras. 23-25). 

 

[8] An IP address is merely a series of numbers, as appears from the table attached as Annex A 

to the Statement of Claim dated June 20, 2011. 

 

[9] The IP addresses in question belong to Bell Canada, Cogeco Cable Inc. and Videotron GP 

(internet service providers) and are used by customers when they access the internet. The internet 

service providers record the use of their IP addresses and can identify who has used an IP address at 

a specific time and date (Affidavit of Daniel Arheidt at para 23). 

 

[10] Voltage Pictures LLC must therefore call upon the internet service providers to obtain the 

names and addresses corresponding to the IP addresses that it has already obtained by consulting 

public sources.  

 

[11] Without this information, Voltage Pictures LLC cannot identify those persons who have 

infringed its copyright and will be deprived of its right to bring an action against them.  
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IV.  Analysis 

 

Subsection 7(3) of the Personal Information Protection and Electronic Documents Act, 
S.C. 2000, c. 5 

 
[12] Voltage Pictures LLC is asking the internet service providers to disclose the names and 

addresses of some of their customers who have allegedly infringed its copyright.   

 

[13] Subsection 7(3) of the Personal Information Protection and Electronic Documents Act, S.C. 

2000, c. 5, allows for the disclosure of personal information on a court order: 

7.      (3) For the purpose of 
clause 4.3 of Schedule 1, and 
despite the note that 
accompanies that clause, an 
organization may disclose 
personal information without 
the knowledge or consent of the 
individual only if the disclosure 
is 
 

… 
 
(c) required to comply with 
a subpoena or warrant 
issued or an order made by 
a court, person or body with 
jurisdiction to compel the 
production of information, 
or to comply with rules of 
court relating to the 
production of records; 

7.      (3) Pour l’application de 
l’article 4.3 de l’annexe 1 et 
malgré la note afférente, 
l’organisation ne peut 
communiquer de renseignement 
personnel à l’insu de l’intéressé 
et sans son consentement que 
dans les cas suivants : 
 
 

[...] 
 
c) elle est exigée par 
assignation, mandat ou 
ordonnance d’un tribunal, 
d’une personne ou d’un 
organisme ayant le pouvoir 
de contraindre à la 
production de 
renseignements ou exigée 
par des règles de procédure 
se rapportant à la production 
de documents; 
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[14] According to the Federal Court of Appeal, a written examination for discovery of the 

internet service providers is appropriate where their customers have infringed the plaintiff’s 

copyright: 

[25] However, the appellants argued that the main issue on the 
motion was the identity of each person who is committing 
infringement of the appellants' copyrights. I agree and find that 
because this issue inevitably falls within the words in subsection 
238(1) of the Rules as being "an issue in the action," rule 238 is 
broad enough to permit discovery in cases such as this. 
 
... 
 
[41] Modern technology such as the Internet has provided 
extraordinary benefits for society, which include faster and more 
efficient means of communication to wider audiences. This 
technology must not be allowed to obliterate those personal property 
rights which society has deemed important. Although privacy 
concerns must also be considered, it seems to me that they must yield 
to public concerns for the protection of intellectual property rights in 
situations where infringement threatens to erode those rights. 
 
[42] Thus, in my view, in cases where plaintiffs show that they 
have a bona fide claim that unknown persons are infringing their 
copyright, they have a right to have the identity revealed for the 
purpose of bringing action. However, caution must be exercised by 
the courts in ordering such disclosure, to make sure that privacy 
rights are invaded in the most minimal way. 

 
(BMG, above) 

 

[15] These principles also apply to the case at bar. 

 

Rule 238 of the Federal Courts Rules, SOR/98-106 
 

[16] To obtain the name and address of a customer of an internet service provider, plaintiffs must 

prove that they have a bona fide claim against that customer and that they meet the criteria of Rule 

238 of the Federal Courts Rules (BMG, above, at paras. 33 and 34). 
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[17] Voltage Pictures LLC has a bona fide claim against the defendants: it has brought an action 

against them for having infringed its copyright when they copied and publicly distributed the film 

Hurt Locker. 

 

[18] Rule 238 of the Federal Courts Rules allows for the holding of an examination for discovery 

of a third party where the third party has relevant information on an issue in the action: 

238.      (1) A party to an action 
may bring a motion for leave to 
examine for discovery any 
person not a party to the action, 
other than an expert witness for 
a party, who might have 
information on an issue in the 
action. 
 
 
 
 

… 
 

(3) The Court may, on 
a motion under subsection (1), 
grant leave to examine a person 
and determine the time and 
manner of conducting the 
examination, if it is satisfied 
that 
 
 

(a)  the person may have 
information on an issue in 
the action; 
 
 
 
(b) the party has been 
unable to obtain the 
information informally from 
the person or from another 
source by any other 
reasonable means; 
 

238.      (1) Une partie à une 
action peut, par voie de requête, 
demander l’autorisation de 
procéder à l’interrogatoire 
préalable d’une personne qui 
n’est pas une partie, autre qu’un 
témoin expert d’une partie, qui 
pourrait posséder des 
renseignements sur une 
question litigieuse soulevée 
dans l’action. 
 

[…] 
 

(3) Par suite de la 
requête visée au paragraphe (1), 
la Cour peut autoriser la partie à 
interroger une personne et fixer 
la date et l’heure de 
l’interrogatoire et la façon de 
procéder, si elle est convaincue, 
à la fois : 

 
a)  que la personne peut 
posséder des 
renseignements sur une 
question litigieuse soulevée 
dans l’action; 
 
b)  que la partie n’a pu 
obtenir ces renseignements 
de la personne de façon 
informelle ou d’une autre 
source par des moyens 
raisonnables; 
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(c) it would be unfair not to 
allow the party an 
opportunity to question the 
person before trial; and 
 
(d) the questioning will not 
cause undue delay, 
inconvenience or expense to 
the person or to the other 
parties. 

c) qu’il serait injuste de ne 
pas permettre à la partie 
d’interroger la personne 
avant l’instruction;  
 
d)  que l’interrogatoire 
n’occasionnera pas de 
retards, d’inconvénients ou 
de frais déraisonnables à la 
personne ou aux parties. 

 

[19] These criteria are factual and are assessed on a case-by-case basis. 

 

Paragraph 238(3)(a) of the Federal Courts Rules – the internet service providers have 
relevant information 

 
[20] Voltage Pictures LLC does not know the names and addresses of the defendants. Since they 

are all customers of the internet service providers, the internet service providers can match the IP 

addresses identified by Voltage Pictures LLC with their internal records and provide the names and 

addresses of the defendants. 

 

[21] This information is, in fact, relevant to this case. 

 

Paragraph 238(3)(b) of the Federal Courts Rules – Voltage Pictures LLC has been 
unable to obtain this information informally 

 
[22] The internet service providers cannot disclose the names and address of their customers 

without an order of this Court. 

 

Paragraph 238(3)(c) of the Federal Courts Rules – it would be unfair not to allow 
Voltage Pictures LLC an opportunity to question the internet service providers  

 
[23] In BMG, above, the Federal Court of Appeal confirmed: 
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[42] ... in cases where plaintiffs show that they have a bona fide 
claim that unknown persons are infringing their copyright, they have 
a right to have the identity revealed for the purpose of bringing 
action...  

 

[24] Voltage Pictures LLC cannot assert its copyright or bring an action against the defendants if 

it does not know their names and addresses.   

 

[25] Defendants should not have the possibility of hiding behind the anonymity of the internet 

and continuing to infringe the copyright of Voltage Pictures LLC. 

 

Paragraph 238(3)(d) of the Federal Courts Rules – the questioning will not cause undue 
delay, inconvenience or expense to the person or to the other parties  

 
[26] Voltage Pictures LLC agrees to reimburse any reasonable expenses incurred by the internet 

service providers in collecting the information sought. 

 

[27] Obtaining the names and addresses of the defendants will speed up this action. Without this 

information, Voltage Pictures LLC cannot assert its rights.  

 

[28] Voltage Pictures LLC is asking this Court that the minimum information necessary to allow 

it to assert its rights against the defendants be disclosed to it. 

 

IV.  Conclusion 

 

[29] The Court grants Voltage Pictures LLC’s motion without costs given that the plaintiff’s 

motion is not contested by any of the internet service providers. 
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JUDGMENT 

 Further to the analysis undertaken, the Court orders that: 

 

1. Voltage Pictures LLC proceed with a written examination for discovery of Bell Canada, 

Cogeco Cable Inc. and Videotron GP in order to obtain the names and addresses related to 

their customer accounts associated with the IP addresses at the times specified in Annex A 

attached to the Notice of Motion. 

 

2. Within two weeks, Bell Canada, Cogeco Cable Inc. and Videotron GP disclose to Voltage 

Pictures LLC the names and addresses related to their customer accounts associated with the 

IP addresses at the times specified in Annex A. This disclosure shall be in Microsoft Excel 

format, with publishing rights, encrypted on a compact disk or any other electronic medium. 

 

3. Voltage Pictures LLC reimburse any reasonable expenses incurred by Bell Canada, Cogeco 

Cable Inc. and Videotron GP in collecting the personal information identified in paragraph 1 

of this order. 

 

4. Without costs. 

“Michel M.J. Shore” 
Judge 

 

 

Certified true translator 
Susan Deichert, LLB
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF OREGON 

VOLTAGE PICTURES, LLC, 

Plaintiff, 

v. 

DOES 1-198, DOES 1-12, DOES 1-34 
DOES 1-371 

Defendants. 

AIKEN, Chief Judge: 

Nos. 6:13-cv-290-AA, 2:13-
292-AA, 1:13-293-AA, 
3:13-295-AA 

ORDER 

Plaintiff Voltage Pictures instituted these actions on 

February 19, 2013, asserting copyright infringement against a large 

number of users of various BitTorrent clients, identified only by 

their internet protocol (IP) addresses. Plaintiff alleges 

defendants collectively interconnected to illegally copy and 

1 - ORDER 
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distribute plaintiff's motion picture. On February 22, 2013, the 

court granted plaintiff's motion to expedite discovery so that 

plaintiff could subpoena the various internet service providers 

(ISP) for the identity of the alleged infringers, and provided 45 

days to name the Doe defendants or seek an extension. 

On April 10, 2014, because plaintiff failed to amend or seek 

an extension to amend the complaints, the court ordered plaintiff 

to show cause why the complaints should not be dismissed. The 

court, having reviewed plaintiff's response, finds good cause has 

been shown for that failure. However, the court also ordered 

plaintiff to show cause why the various Doe defendants in the 

actions should not be severed for improper joinder. The court now 

has the benefit of plaintiff's response to that issue as well as 

briefing from some Doe defendants on the issue of joinder. In 

addition, the court has reviewed the arguments made before 

Magistrate Judge Coffin by plaintiff's counsel in similar actions 

involving Elf-Man, LLC against 107 Doe defendants. After reviewing 

the record and plaintiff's responsive materials, the court finds 

that the Doe defendants have been improperly joined and should be 

severed in favor of the filing of individual actions against each 

Doe defendant. 

A BitTorrent client allows a group of users, through a torrent 

file and tracker, to share small pieces of a larger file with 

numerous other users to eventually download the whole file to each 

2 - ORDER 

Case 3:13-cv-00295-AA    Document 78    Filed 05/04/13    Page 2 of 12    Page ID#: 673



individual user. Technically, no user shares the whole file with 

any other individual user (unless one user is an original uploader 

and only one other peer is in the swarm) In these cases, 

plaintiff asserts that the Doe defendants copied and published the 

film Maximum conviction via BitTorrent. 

The court agrees that technological advances have resulted in 

anonymous and stealthy tools for conducting copyright infringement 

on a large scale. The court further agrees peer-to-peer sharing 

technologies, such as Bi tTorrent, have a serious impact on the 

profitability of the commercial production of films and music. 

But, the need to discover copyright infringers, who conduct their 

activities relatively anonymously, through peer-to-peer networks, 

must be balanced against the rights of Doe defendants who share no 

more of a connection than merely committing the same type of act in 

the same type of manner. While these are indeed the type of cases 

in which discovery, pre-service, is merited, the use of a reverse 

class action is not. This is especially true given the 

proliferation of the use of the courts' subpoena powers to troll 

for quick and easy settlements. 

As previously noted, the manner in which plaintiff is pursuing 

the Doe defendants has resulted in $213,850 savings in filing fees 

alone. 1 While these costs are substantial, the amounts sought from 

1As of the date the actions were instituted. 
2013, that savings would be $244,400. 
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each individual defendant is $30,000 and, as noted below, could be 

increased to as much as $150,000. Even if the costs associated 

with piecemeal litigation could justify joinder ln these cases, the 

statutory damages sought off-set that expense. 

Under Federal Rule of Civil Procedure 20, joinder is proper if 

( 1) plaintiff's claims arise out of the same transactions and 

occurrences and (2) some question of law or fact common to all the 

defendants will arise in the action. See Fed. R. Civ. P. 20(a); 

Desert Empire Bank v. Insurance Co. of N. Am., 623 F.2d 1371, 1375 

(9th Cir. 1980). Even if these requirements are met, a district 

court must examine whether permissive joinder would "comport with 

the principles of fundamental fairness" or would result in 

prejudice to either side. Desert Bank, 623 F.2d at 1375. 

Many judges have determined that the tactic of suing a large 

swath of users associated with IP addresses utilized in the 

Bi tTorrent cases, improperly joins dozens of defendants into a 

single action, i.e., swarm joinder. See, e.g., Digital Sins, Inc. 

v. John Does 1-245, 2012 WL 1744838 @ *2 (S.D.N.Y. May 15, 2012) 

(noting several courts have already determined joinder is 

improper); But See AF Holdings LLC v. Does 1-1,058, 286 F.R.D. 39, 

55-56 (D.D.C.2012) (swarm joinder theory is permissible). 

The number of courts holding that swarm joinder is not 

appropriate is growing. See Malibu Media, LLC v. John Does 1-54, 

2012 WL 3030302 @ *2 (D.Colo. July 25, 2012) (collecting cases); 
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see also Raw Films, Inc. v. Does 1-32, 2011 WL 6840590 @ *2 

( N . D . Ga . Dec . 2 9 , 2 0 11 ) (The swarm joinder theory "has been 

considered by various district courts, the majority of which have 

rejected it."). More recently, Judge James Gwin of the United 

States District Court for the Northern District of Ohio took it 

upon himself to sua sponte sever the Doe defendants in a BitTorrent 

case--when he denied expedited discovery to discover the identities 

of the individual Doe defendants--in favor of individual filings. 

Safety Point Products, LLC v. Does, 2013 WL 1367078 (N.D.Ohio April 

4, 2013). 

Plaintiff must allege facts that permit the court to at least 

infer some actual, concerted exchange of data between the Doe 

defendants. Malibu Media, LLC v. John Does 1-54, 2012 WL 3030302 

at *2. Here the allegations demonstrate participation in the 

alleged "collective" activity of sharing on dates ranging from: 

November 19, 2012 to February 7, 2013; November 7, 2012 to February 

6, 2013; November 18, 2012 to January 13, 2013; and November 7, 

2012 to February 13, 2013. In addition, the various users utilized 

differing ISPs in cities all over the State of Oregon. There is no 

allegation that the users associated with each IP address left 

their bitTorrent clients open continually downloading and uploading 

the protected work over these months-long periods of time. Indeed, 

it stretches credulity to suggest as much. The complaints merely 

suggests that the Doe defendants committed the same type of 
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violation ln the same way. While there may be the same type of 

transaction or occurrence in plaintiffs' infringement claims and 

certainly questions of law common to all defendants, the varying 

time periods, as well as a myriad of issues that may individually 

impact defendants, at a minimum, suggest a lack of fundamental 

fairness when joining all defendants into a single action. 

For instance, the various BitTorrent cases in this district 

have already demonstrated some IP address are dynamic, some routers 

associated with the IP address are unsecured, more than one user 

shares an account associated with an IP address, some BitTorrent 

clients are configured in such a manner so as to only allow 

downloading and prevent uploading, and some IP addresses are 

associated with institutional accounts such as businesses or 

schools with a large amount of users. Not only can such 

differences among defendants create differing defenses to the 

allegations, they can create conflicts between defendants such that 

joinder would be unfairly prejudicial. 

Moreover, the process is started generally by one person who 

breaks the encryption on the copyrighted material and begins the 

sharing process. The culpability associated with such a BitTorrent 

user, assuming that plaintiff's methods of detecting infringers 

encompasses this likely original uploader, is far greater than 

another who may inadvertently join ln the process unaware of the 

protected nature of the files downloaded. Again, there is unfair 
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prejudice that will result by lumping such divergent defendants 

together in a single action. 

Even the pleadings by plaintiff suggest a prejudicial 

difference among defendants wherein it suggests in the complaints 

that 

On information and belief, many defendants have paid 
money to facilitate or permit increased access to content 
which has been made available without authorization. 

To increase the value of the advertising and sometimes 
subscription access sold by torrent sites, many work to 
expand the pool of available titles and speed of 
downloads available through increasing the number of 
member peers and thus the desirability of their clients 
and networks. To accomplish this they reward participants 
who contribute by giving them faster download speeds, 
greater access, or other benefits. 

A significant element of the BitTorrent model is that 
those who participate and download movies not only share 
and upload movies with others, but participants are often 
rewarded through various means based on the volume and 
availability of content participants in turn provide the 
network. In sum, there is a feedback incentive for 
participants as they obtain not only the benefit of their 
pirated copy of a movie, but they obtain other benefits 
by increasing the availability of pirated content to 
others. 

As such there are a growing number of users that 
participate in peer-to-peer networks and receive personal 
gain or compensation in that the networks they use reward 
those who provide large numbers of files for upload to 
others. On information and belief, many defendants have 
been compensated for their participation in expanding the 
availability 6f pirated content to others through 
BitTorrent networks, including plaintiff's movie. 

Another growing element of the BitTorrent model is that 
users are able to attach advertising to the files they 
upload through various means allowing them to generate 
revenue through the propagation of the titles they make 
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available to others. While it may or may not be that any 
of the defendants in this case are personally and 
directly generating revenue from such conduct, there is 
a high likelihood that the defendants are furthering such 
efforts as they download and then re-publish pirated 
content that has been pirated and used to provide 
advertising to third parties. 

The use of BitTorrent does more than cause harm through 
the theft of intellectual property. The Bi tTorrent 
distribution is a model of business that profits from 
theft through sales and advertising and a system of 
rewards and compensation to the participants, each of 
whom contributes to and furthers the enterprise. 

~' Proposed Second Amended Complaint, 6:13-cv-293-AA (attached 

to #16) at pp. 6-7. Thus, it is apparent that plaintiff seeks to 

place all users with the same degree of culpability regardless of 

intent, degree of sharing or profit. For instance, the 

grandparents whose young grandchild used their computer to download 

what looks like an entertaining Christmas movie, to his innocent 

mind, through their IP address, are the same as an organization 

intentionally decrypting and duplicating DVDs en masse while 

planting stealth viral advertising, or more nefarious Trojan 

horses, into the upload stream. By being lumped together, the Doe 

defendant who may have a legitimate defense to the allegedly 

infringing activity is severely prejudiced. 

Indeed, while plaintiff earnestly claims to be defending 

against the plague of peer-to-peer copyright infringement and 

protect the hardworking men and women who produce movies right to 

down to the gaffer and grip, appears to be employing a somewhat 
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underhanded business model of its own to raise profits for what may 

be a less than profitable, unpopular movies. The court has a 

sample demand letter plaintiffs' counsel has been ~ending to the 

persons associated with the IP address upon their discovery. In 

the letter, threats regarding severe punitive damages are made 

2long with the not so subtle implication that liability lS a 

foregone conclusion: 

you have been identified as the party responsible for the 
[IP] address used to illegally copy or share our client's 
copyright motion picture through ... BitTorrent. This 
letter is a courtesy before we are required to take more 
formal legal action which would involve adding you as 
named defendant to the lawsuit 

Copyright infringement is very serious problem for 
the entertainment industry [and our] client takes the 
enforcement of its copyright seriously and will use all 
legal means available to protect its rights. 

The law ... allows the copyright owner to recover 
attorney fees, and seek damages of up to $150,000 per 
work.... While it is too late to undue the illegal file 
sharing you have already done, we have prepared an offer 
to enable our client to recoup the damages incurred by 
your actions and defray the costs of preventing this type 
of activity in the future .... 

In exchange for a comprehensive release of all legal 
claims which will enable you to avoid becoming a named 
defendant in the lawsuit, our firm is authorized to 
accept the sum of Seven Thousand Five Hundred Dollars 
($7,500) as full settlement for its claims. This offer 
will expire in two weeks. Thereafter, if our client 
chooses to settle, the demand shall be Ten Thousand 
Dollars ($10,000) and this amount will continue to 
increase as litigation expenses accrue. 
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[I]f you do not comply with the above request we intend 
to name you as a defendant to the lawsuit and proceed 
against you either individually in a severed suit if you 
request, or jointly ... we leave the election of how to 
proceed up to you, though we note costs and fees to sever 
and proceed against you individually in a separate suit 
are notable and we will demand that all such costs and 
fees be added to any settlement. 

If forced to proceed against you, our client reserves the 
right to recover the maximum amount of damages, costs and 
attorney fees ... which is $30,000 and up to $150,000 ... . 
In light of the known facts of this case we have no doubt 
this infringement was intentional. 

Exhibit B attached to Answer and Cross Complaint (#2) in Voltage 

Pictures, LLC v. Does 1-321, 3:13-cv-295-AA at pp. 1-2 (emphasis 

added). 

The letter goes on to make threats against attempts to delete 

files with assertions that plaintiff's experts will find it anyway 

and the costs associated with that will also be added to the 

assessment. 

Accordingly, plaintiff's tactic in these Bi tTorrent cases 

appears to not seek to litigate against all the Doe defendants, but 

to utilize the court's subpoena powers to drastically reduce 

litigation costs and obtain, in effect, $7,500 for its product 

which, in the case of Maximum Conviction, can be obtained for $9.99 

on Amazon for the Blu-Ray/DVD combo or $3.99 for a digital rental. 

The court will follow the majority of other courts in 

declining to condone this practice of en masse joinder in 

BitTorrent cases and orders all Does beyond Doe one severed and 
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dismissed from the cases. While the ease with which movies can be 

copied and disseminated in the digital age no doubt has a 

deleterious effect on the paying market for such entertainment, 

just as a mass of plaintiffs harmed through separate, but similar 

acts of one defendant must generally seek redress individually, so 

should a plaintiff seek redress individually against a mass of 

defendants who use similar tactics to harm a plaintiff. Even 

though it makes a good deal of sense to start these cases initially 

by joining all Does so that the process of discovering them can be 

economized, 2 it has now become apparent that plaintiffs' counsel 

seeks to abuse the prQcess and use scare tactics and paint all Doe 

users, regardless of degree of culpability in the same light. This 

practice does not "comport with the principles of fundamental 

fairness." 

Participation in a specific swarm is too imprecise a factor, 

absent additional information relating to the alleged copyright 

infringement, to support joinder under Rule 20(a). Moreover, the 

result is logistically unmanageable cases involving unique defenses 

in addition to fundamental unfairness. Accordingly, the court 

quashes all outstanding subpoenas and dismisses all Doe defendants 

beyond the first Doe in each case. Plaintiff shall have 10 days to 

2I, however, note that even this justification is muted 
because it is not clear if the account holders of a given IP 
address is the actual infringer. Moreover, mere participation in 
a given swarm may not result in a full download. 
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submit amended complaints. All other pending motions are denied as 

moot. 

CONCLUSION 

For the reasons stated above, Doe defendants are ordered 

severed and dismissed in these cases beyond Doe #1 in each case. 

All outstanding subpoenas are quashed and all other pending motions 

are denied as moot. 

DATED this ~ day of May, 2013. 

Ua~Cl,~ 
Ann Aiken 

United States District Judge 
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           REASONS FOR JUDGMENT AND JUDGMENT 

 

[1] The applicant alleges infringement by the respondents of his copyright in three works, and 

seeks several remedies in respect of that alleged infringement.  For the reasons that follow the 

application is dismissed in respect of all three works. 

 

Facts   
 
[2] This application relates to the alleged infringement of Richard Warman’s (applicant’s) 

copyright in three works.  The first is a speech authored by the applicant, titled, “Maximum 
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Disruption: Stopping Neo-Nazis By (Almost) Any Means Necessary” (Warman Work).  The 

applicant authored the Warman Work in July 2005, and registered his copyright in the Warman 

Work on February 18, 2011. 

 

[3] The second work is an article authored by Jonathan Kay while he was employed by the 

National Post Company (NP), titled “Jonathan Kay on Richard Warman and Canada’s Phony-

Racism Industry” (Kay Work).  The applicant obtained an exclusive license to the copyright in the 

Kay Work through an agreement with NP on January 13, 2010.  The applicant registered his 

copyright in the Kay Work on March 10, 2011. 

 

[4] The third work is a photograph of the applicant and another individual, taken by M. Barrera 

(Barrera Work).  The applicant obtained the copyright in the Barrera Work by assignment on 

August 11, 2010, and registered his copyright on February 18, 2011. 

 

[5] The respondents, Mark and Constance Fournier, operate the website 

www.freedominion.com (Free Dominion).  They describe Free Dominion as an online political 

news discussion forum which is accessible to any member of the public and which is used for 

discussing political issues from a conservative viewpoint. 

 

[6] The applicant states that he first discovered that the Warman Work had been reproduced on 

Free Dominion in September 2007.  The respondents acknowledge that a copy of the Warman 

Work was uploaded onto the Free Dominion server at that time.  They state that it was a scanned 

copy of an exhibit in a Canadian Human Rights Tribunal case.  The applicant sent an email to the 
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respondents through a third party on October 7, 2007, demanding that the Warman Work be 

removed from the website. 

 

[7] The applicant states that he discovered in April 2010 that the Kay Work had been 

reproduced on Free Dominion.  The respondents state that the Kay Work was posted in a discussion 

thread on Free Dominion on January 10, 2008 (although the date of the post in the record appears as 

February 18, 2008).  The applicant demanded that the Kay Work be taken down on April 16, 2010, 

at which time the respondents removed the Kay Work, but posted excerpts of the Kay Work in its 

place. 

 

[8] The applicant states that he discovered that the Barrera Work had been reproduced on Free 

Dominion in August 2010, and that the Warman Work also continued to be reproduced at that time.  

The respondents state that the Barrera Work was never uploaded onto the server for Free Dominion; 

rather, a member posted an inline link to the Barrera Work as it appeared on the applicant’s personal 

website on May 27, 2010.  The respondents state that the Barrera Work was no longer displayed on 

the applicant’s website and therefore the inline link no longer worked, as of June 7, 2011. 

 

Relevant Legislation 

 

[9] Section 27 of the Copyright Act (RSC, 1985, c C-42) (Copyright Act) defines infringement 

of a copyright: 

Infringement generally 
 

27. (1) It is an infringement of 

copyright for any person to do, without 

the consent of the owner of the 

copyright, anything that by this Act 

Règle générale 
 

27. (1) Constitue une violation du droit 

d’auteur l’accomplissement, sans le 

consentement du titulaire de ce droit, 

d’un acte qu’en vertu de la présente loi 
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only the owner of the copyright has the 

right to do. 

seul ce titulaire a la faculté 

d’accomplir. 
 

 
[10] Section 3 of the Copyright Act sets out the rights included in a copyright in a work: 

Copyright in works 
 

3. (1) For the purposes of this Act, 
“copyright”, in relation to a work, 

means the sole right to produce or 
reproduce the work or any substantial 
part thereof in any material form 

whatever, to perform the work or any 
substantial part thereof in public or, if 

the work is unpublished, to publish the 
work or any substantial part thereof, 
and includes the sole right 

 
(a) to produce, reproduce, perform or 

publish any translation of the work, 
 
(b) in the case of a dramatic work, to 

convert it into a novel or other non-
dramatic work, 

 
(c) in the case of a novel or other non-
dramatic work, or of an artistic work, 

to convert it into a dramatic work, by 
way of performance in public or 

otherwise, 
 
(d) in the case of a literary, dramatic or 

musical work, to make any sound 
recording, cinematograph film or other 

contrivance by means of which the 
work may be mechanically reproduced 
or performed, 

 
(e) in the case of any literary, dramatic, 

musical or artistic work, to reproduce, 
adapt and publicly present the work as 
a cinematographic work, 

 
(f) in the case of any literary, dramatic, 

musical or artistic work, to 

Droit d’auteur sur l’œuvre 
 

3. (1) Le droit d’auteur sur l’oeuvre 
comporte le droit exclusif de produire 

ou reproduire la totalité ou une partie 
importante de l’oeuvre, sous une forme 
matérielle quelconque, d’en exécuter 

ou d’en représenter la totalité ou une 
partie importante en public et, si 

l’oeuvre n’est pas publiée, d’en publier 
la totalité ou une partie importante; ce 
droit comporte, en outre, le droit 

exclusif : 
 

a) de produire, reproduire, représenter 
ou publier une traduction de l’oeuvre; 
 

b) s’il s’agit d’une oeuvre dramatique, 
de la transformer en un roman ou en 

une autre oeuvre non dramatique; 
 
c) s’il s’agit d’un roman ou d’une autre 

oeuvre non dramatique, ou d’une 
oeuvre artistique, de transformer cette 

oeuvre en une oeuvre dramatique, par 
voie de représentation publique ou 
autrement; 

 
d) s’il s’agit d’une oeuvre littéraire, 

dramatique ou musicale, d’en faire un 
enregistrement sonore, film 
cinématographique ou autre support, à 

l’aide desquels l’oeuvre peut être 
reproduite, représentée ou exécutée 

mécaniquement; 
 
e) s’il s’agit d’une oeuvre littéraire, 

dramatique, musicale ou artistique, de 
reproduire, d’adapter et de présenter 

publiquement l’oeuvre en tant 
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communicate the work to the public by 
telecommunication, 

 
(g) to present at a public exhibition, for 

a purpose other than sale or hire, an 
artistic work created after June 7, 1988, 
other than a map, chart or plan, 

 
(h) in the case of a computer program 

that can be reproduced in the ordinary 
course of its use, other than by a 
reproduction during its execution in 

conjunction with a machine, device or 
computer, to rent out the computer 

program, and 
 
(i) in the case of a musical work, to rent 

out a sound recording in which the 
work is embodied, 

 

and to authorize any such acts. 

qu’oeuvre cinématographique; 
 

f) de communiquer au public, par 
télécommunication, une oeuvre 

littéraire, dramatique, musicale ou 
artistique; 
 

g) de présenter au public lors d’une 
exposition, à des fins autres que la 

vente ou la location, une oeuvre 
artistique — autre qu’une carte 
géographique ou marine, un plan ou un 

graphique — créée après le 7 juin 
1988; 

 
h) de louer un programme d’ordinateur 
qui peut être reproduit dans le cadre 

normal de son utilisation, sauf la 
reproduction effectuée pendant son 

exécution avec un ordinateur ou autre 
machine ou appareil; 
 

i) s’il s’agit d’une oeuvre musicale, 
d’en louer tout enregistrement sonore. 

 

Est inclus dans la présente définition le 

droit exclusif d’autoriser ces actes. 
 

 

Analysis   

 
Warman Work 

 

[11] The respondents do not dispute that copyright subsists in the Warman Work, or that the 

applicant is the owner of the copyright as the author.  I am satisfied that these elements of 

establishing infringement are met. 

 

[12] I find that, while the applicant has established prima facie infringement of his copyright in 

the Warman Work, he is precluded from obtaining any remedy for the infringement pursuant to 

section 41(1) of the Copyright Act. 
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[13] The applicant has established that the respondents authorized the communication of the 

Warman Work by telecommunication, by uploading a copy of it onto their server.  The Canada 

Copyright Board held in Public Performance of Musical Works (Re), [1999] CBD No 5, at p 19, 

that a person authorizes communication of a work by telecommunication when that person makes 

the work available to the public on a server.  The respondents do not deny doing this and therefore I 

find that prima facie infringement has been established. 

 

[14] The respondents advance several possible defences for this infringement but they need not 

be considered because the applicant is not entitled to a remedy in respect of this infringement, 

pursuant to section 41(1) of the Copyright Act, which states: 

 
Limitation period for civil remedies 

 
41. (1) Subject to subsection (2), a 
court may not award a remedy in 

relation to an infringement unless 
 

(a) in the case where the plaintiff knew, 
or could reasonably have been 
expected to know, of the infringement 

at the time it occurred, the proceedings 
for infringement are commenced 

within three years after the 
infringement occurred; 
 

(b) in the case where the plaintiff did 

not know, and could not reasonably 

have been expected to know, of the 

infringement at the time it occurred, the 

proceedings for infringement are 

commenced within three years after the 

time when the plaintiff first knew, or 

could reasonably have been expected 

to know, of the infringement. 

Prescription 

 
41. (1) Sous réserve du paragraphe 
(2), le tribunal saisi d’un recours en 

violation ne peut accorder de 
réparations que si : 

 
a) le demandeur engage des 
procédures dans les trois ans qui 

suivent le moment où la violation a 
eu lieu, s’il avait connaissance de la 

violation au moment où elle a eu lieu 
ou s’il est raisonnable de s’attendre à 
ce qu’il en ait eu connaissance à ce 

moment; 
 

b) le demandeur engage des procédures 

dans les trois ans qui suivent le moment 

où il a pris connaissance de la violation 

ou le moment où il est raisonnable de 

s’attendre à ce qu’il en ait pris 

connaissance, s’il n’en avait pas 

connaissance au moment où elle a eu 
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lieu ou s’il n’est pas raisonnable de 

s’attendre à ce qu’il en ait eu 

connaissance à ce moment. 
 
 
[15] The applicant has acknowledged that he knew about the respondent’s infringement of the 

Warman Work since September 2007.  Thus, he did not bring this proceeding within the limitation 

period prescribed by section 41(1) of the Copyright Act and therefore he is time-barred from raising 

copyright infringement in respect of that work: Philip Morris Products SA v Malboro Canada Ltd, 

2010 FC 1099 at para 353. 

 

[16] The applicant advanced two arguments on this issue: first, he alleged in his affidavit that he 

learned of a new, subsequent infringement in 2010, and therefore the application falls within the 

limitation period in respect of that infringement. 

 

[17] This allegation is not substantiated by the evidence.  The applicant included a URL in his 

affidavit that supposedly led to a second uploaded copy of the Warman Work but, as the 

respondents note, that URL was not functional.  The applicant did not, for example, provide a 

printout of the Warman Work with that URL listed at the bottom which would have been evidence 

that there was an additional uploaded copy of the Warman Work.  Thus, the only infringement of 

the Warman Work established by the evidence falls outside the limitation period. 

 

[18] Second, the applicant argues that, following the Court’s decision in Milliken & Co. v 

Interface Flooring Systems (Canada) Inc. (1996), 123 FTR 269, 75 CPR (3d) 481, the limitation 

period in section 41(1) of the Copyright Act does not apply with respect to injunctive relief.  In that 
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decision, Justice Tremblay-Lamer found that section 41(1) was inapplicable to an application for an 

injunction, because of the equitable nature of that relief. 

 

[19] The only cases cited in that decision date back to the 1920s.  I would note that recent cases 

of this Court and other courts, including those in which an injunction was sought, have applied the 

limitation period and denied any remedy.  No exception was made for injunctive relief: Drolet v 

Stiftung Gralsbotschaft, 2009 FC 17; Smith v Hayden, 2010 ONCA 271.  It is unclear whether the 

parties in those cases argued that injunctive relief was available outside the limitation period.   

 

[20] In my view, even if section 41(1) does not preclude the granting of injunctive relief, it at the 

very least informs the exercise of the Court’s discretion to grant an injunction for copyright 

infringement.  It would be contrary to Parliament’s intent to find that an injunction is presumptively 

available for an infringement if the application is brought outside the limitation period.  It is more 

consistent with the Copyright Act for the Court to limit the exercise of its discretion to grant an 

injunction to circumstances where it will have some practical effect and the balance of convenience 

strongly favours granting the injunction.  The Supreme Court of Canada (SCC) confirmed in CCH 

Canadian Ltd. v Law Society of Upper Canada, 2004 SCC 13, at para 85, that an injunction is an 

equitable remedy and thus within the Court’s discretion. 

 

[21] In this case, the applicant has not shown that an injunction is necessary to prevent further 

infringement; rather, the evidence is that the respondents have removed the Warman Work from 

their server and the physical copies they retain are for the purposes of defending the defamation 
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action brought against them by the applicant.  Thus, I decline to exercise my discretion to grant an 

injunction in respect of the Warman Work and this aspect of the application is dismissed. 

 

Kay Work 

 

[22] The applicant obtained an exclusive license to the copyright in the Kay Work on January 13, 

2010, and therefore is able to sue a third party for infringement:  Euro Excellence Inc  v Kraft 

Canada Inc, 2007 SCC 37, at para 31.  Once again, the respondent does not dispute that copyright 

subsists in the Kay Work or that the applicant is entitled to bring an application for infringement.  

The respondents argue the application is also time-barred in respect of the Kay Work; however, the 

applicant did not obtain license to the copyright until 2010, and therefore could not have become 

aware of infringement of his copyright until that time. 

 

No Reproduction of a Substantial Part 

 

[23] The applicant submits that the respondents infringed his copyright in the Kay Work by 

reproducing excerpts from it.  He argues that the reproduced excerpts constitute a substantial part of 

the Kay Work, contrary to sections 3 and 27 of the Copyright Act.  Whether a substantial part of a 

work has been reproduced is a question of fact and involves a qualitative rather than quantitative 

analysis.  The relevant factors to be considered include: 

a. the quality and quantity of the material taken;  

b. the extent to which the respondent’s use adversely affects the applicant’s activities 

and diminishes the value of the applicant’s copyright;  

c. whether the material taken is the proper subject-matter of a copyright; 
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d. whether the respondent intentionally appropriated the applicant’s work to save time 

and effort; and 

e. whether the material taken is used in the same or a similar fashion as the applicant’s: 

U & R Tax Services Ltd v H & R Block Canada Inc, [1995] FCJ No 962, at para 35. 

 

[24] Applying those factors to this case, I find that the respondents did not reproduce a 

substantial part of the Kay Work, and therefore there is no infringement. 

 

[25] Quantitatively, the reproduction constitutes less than half of the work.  The Kay Work itself 

consists of a headline and eleven paragraphs.  The reproduction on Free Dominion included the 

headline, three complete paragraphs and part of a fourth.  Qualitatively, the portions reproduced are 

the opening “hook” of the article, and the summary of the facts on which the article was based.  

Most of the commentary and original thought expressed by the author is not reproduced. 

 

[26] Most of the other factors are not directly relevant in this case given the circumstances in 

which the applicant obtained the copyright: he does not appear to “use” the subject matter of the 

copyright in the sense of reproducing or publishing the Kay Work.  It is a highly critical article 

about the applicant and it appears he sought the exclusive license to the Kay Work in order to 

prevent its further publication. 

 

[27] It does not appear that the excerpts of the Kay Work were reproduced to “save time and 

effort”.  Based on the context of the posting, the respondents reproduced portions of the Kay Work 

to preserve a record of the facts summarized in the article, so that members of Free Dominion could 

continue to discuss those facts on the forum.  Also, contrary to the applicant’s argument, the 
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reproduction does include a summary or paraphrase of part of the work, specifically the second 

paragraph. 

 

[28] Thus, considering the matter as a whole, I find as a fact that the applicant has not established 

that the excerpts of the Kay Work reproduced by the respondent constitute a “substantial part” of 

the work, and there is therefore no infringement. 

 

Fair Dealing for the Purposes of News Reporting 

 

[29] In the alternative, even if the reproduced portions of the Kay Work amount to a substantial 

part, I find that the respondents’ reproduction constitutes fair dealing for the purposes of news 

reporting, pursuant to section 29.2 of the Copyright Act. 

 

[30] The SCC’s decision in CCH sets out important guiding principles in applying the fair 

dealing exception.  The SCC emphasized at paragraph 48 that fair dealing is best understood as an 

integral part of the copyright regime and as a user’s right, rather than a defence.  In order to avail 

themselves of the exception the respondents must establish first, that the dealing was for one of the 

purposes articulated in section 29 of the Copyright Act, and second, that the dealing was fair. 

 

[31] The SCC stated in CCH, at paragraph 51, that the fair dealing purposes (in that case, 

research) “must be given a large and liberal interpretation in order to ensure that users’ rights are not 

unduly constrained.”  Applying this large and liberal interpretation to news reporting, I find that the 

respondents’ dealing in respect of the Kay Work falls within this purpose.  They posted the excerpts 

of the Kay Work on Free Dominion to promulgate the facts recounted in that article.  Thus, the first 
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criterion for fair dealing is met.  The news reporting exception also requires that the source and 

author be mentioned, which is also satisfied in this case. 

 

[32] The SCC set out several factors that may be relevant in determining whether dealing is fair 

in CCH, at paragraph 53: 

(1) the purpose of the dealing; (2) the character of the dealing; (3) the 
amount of the dealing; (4) alternatives to the dealing; (5) the nature 

of the work; and (6) the effect of the dealing on the work.  Although 
these considerations will not all arise in every case of fair dealing, 

this list of factors provides a useful analytical framework to govern 
determinations of fairness in future cases. 
 

 
[33] These factors militate in favour of a finding of fair dealing in this case.  As discussed above, 

the dealing was for one of the allowable purposes under the Copyright Act.  The amount of the 

dealing was very limited.  The reproduced portion of the Kay Work contained mostly facts and did 

not contain most of the original commentary by the author.  The nature of the work favours a 

finding of fair dealing.  The Kay Work is not currently published, which supports a finding of fair 

dealing because one of the purposes of copyright law is to promote wider dissemination of works: 

CCH, at para 58.  Furthermore, the dealing is not competing with the applicant’s use of the Kay 

Work because he does not seek to publish it. 

 

[34] Some of the factors weigh less strongly in favour of a finding of fair dealing: there was 

arguably an alternative to the dealing, namely providing a summary of the Kay Work instead of 

reproducing excerpts.  Also, the character of the dealing does not strongly support a finding of fair 

dealing.  The excerpts are widely distributed on the internet as opposed to the making of a private 
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copy.  However, balancing all the factors together, I find that the reproduction of the Kay Work falls 

within the fair dealing exception for the purposes of news reporting. 

 

[35] Thus, because the reproduction of the Kay Work did not constitute a substantial part, and 

even if it did, the reproduction falls within the scope of fair dealing for the purposes of news 

reporting, the application in respect of the Kay Work is dismissed. 

 

Barrera Work  

 

[36] The application in respect of the Barrera Work must fail because any communication of the 

Barrera Work by telecommunication was authorized by the applicant.  Communication of a work by 

telecommunication will only constitute infringement if it was unauthorized.  In Public Performance, 

the Copyright Board held at page 19 that making a work available on an internet website accessible 

to the public constitutes authorization of communication by telecommunication: 

“Authorization” constitutes a separate protected use under the Act. 

To authorize is to sanction, approve or countenance. The person who 
makes a musical work available on an Internet-accessible site 

authorizes its communication. The work is posted for the sole 
purpose of being communicated and with full knowledge and 
intention that such a communication would occur. The person who 

makes the work available does more than merely provide the means 
to communicate the work; he/she either controls or purports to 

control the right to communicate it. 
 

 

[37] The evidence is clear that the Barrera Work was posted on the applicant’s personal website 

and thus the communication of the Barrera Work occurred by creating a hyperlink to the applicant’s 

own website.  Thus, the applicant authorized communication of the Barrera Work by posting it on 

his website and therefore there is no infringement. 

 

20
12

 F
C

 8
03

 (
C

an
LI

I)



Page: 

 

14 

[38] Counsel for the applicant argued that the respondents cannot rely on the fact that the Barrera 

Work was posted on the applicant’s website because that would amount to “blaming the victim”.  

However, the applicant is only a victim of infringement if the respondents did something only he 

has the right to do without his authorization.  As the respondents submit, the Barrera Work was 

within the applicant’s full control and if he did not wish it to be communicated by 

telecommunication, he could remove it from his website, as he eventually did. 

 

[39] Therefore, the application in respect of the Barrera Work is also dismissed. 

 

Damages / Costs 

 

[40] The respondents submit that the applicant has brought the administration of justice into 

disrepute by making this application and that since it constitutes an abuse of process, the Court 

should award punitive or exemplary damages against the applicant.  I agree with the applicant that 

the defence of abuse of process is not applicable in this case.  The application was not frivolous or 

vexatious, nor have the respondents shown that the applicant unnecessarily lengthened the 

proceedings or brought unnecessary motions. 

 

[41] It appears that what the respondents are actually arguing is that the application is an abuse of 

process because it was brought for an improper, collateral purpose.  The applicant was not seeking 

to exercise his copyright, but rather was using the copyright regime as a means to harass the 

respondents because of their political views.  Thus, what the respondents appear to argue is actually 

the tort of abuse of process; however, that is a separate action that must be brought by the 
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respondents.  The Court makes no comment on whether the tort of abuse of process could be 

established in this instance. 

 

[42] The respondents also ask that the Court grant costs on the highest scale permitted.  

However, they again have not presented any evidence of conduct of the applicant during this 

proceeding that would warrant a higher cost award than the norm.  Therefore, party-and-party costs 

in accordance with Column III of Tariff B are awarded. 
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JUDGMENT 

THIS COURT’S JUDGMENT is that the application for judicial review is dismissed with 

costs to the respondents.  Party-and-party costs in accordance with Column III of Tariff B are 

awarded. 
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WILTON-SIEGEL J. 
 
[1] The appellants, Constance Wilkins-Fournier and Mark Fournier (the “Appellants”), 
appeal an order of Kershman J. dated March 23, 2009 ordering the Appellants to provide a 
further and better Affidavit of Documents to the respondent Richard Warman (the “Respondent”) 
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listing all documents in their possession relating to the identities of the defendant John Does 1-8 
in the action, including their e-mail addresses and the internet protocol (“IP”) addresses used by 
them when making the specific postings identified in the Respondent’s statement of claim.  The 
issue in the proceeding is whether such disclosure is automatic if the Respondent is able to 
demonstrate relevance and an absence of protection under one of the traditional categories of 
privilege or whether the Court must also consider the interests of privacy and freedom of 
expression of the John Doe defendants and, if so, in what manner. 

Background 

[2] The Respondent has commenced a defamation action under the Simplified Procedure 
provided for under Rule 76 of the Rules of Civil Procedure, R.R.O. 1990, Reg. 194, as amended, 
against the Appellants as named defendants, and the eight John Doe defendants with respect to 
messages posted on an internet message board named “Free Dominion” (hereinafter referred to 
as the “Message Board”). 

[3] The Appellants are the administrators and moderators of the Message Board, which 
allows registered users to post messages on various political and social topics.  The eight John 
Doe defendants posted allegedly defamatory messages on the Message Board using pseudonyms.   

[4] The Respondent seeks from the Appellants the IP addresses for the allegedly defamatory 
postings made by the John Doe defendants as well as the e-mail addresses with which they 
registered as users of the Message Board and any associated subscriber data provided at the time 
of registration.  He seeks this information for the purpose of identifying the John Doe defendants 
in order to serve them with the statement of claim. 

[5] An IP address is a unique identifier for a computer on the internet.  It is assigned to a 
computer by a subscriber’s internet service provider (an “ISP”) when the subscriber signs on to 
the internet.  The Message Board did not capture the IP of a new user when a new user account 
was created.  It did, however, record and store the IP address for each message posted, including 
those of the eight John Doe defendants.  With the IP address of each message and the time of the 
message (disregarding an issue as to the accuracy of the Message Board’s software clock, which 
is not relevant to this appeal), the Respondent can, at a minimum, seek the identity of the 
subscriber who was assigned the particular IP address at the time of the message from the 
relevant ISP. 

[6] There is no dispute that the IP addresses and e-mail addresses of the John Doe defendants 
constitute “documents” for purposes of Rule 30.06. 

[7] As a practical matter, there is some question as to whether, even if he obtains this 
information, the Respondent will be able to identify the John Doe defendants without a further 
motion to compel the ISPs associated with the IP addresses to provide the names of their 
customers.  It is quite possible that the John Doe defendants registered as users of the Message 
Board with e-mail addresses that were used and immediately discarded, such that an internet 
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search of the e-mail address will not identify the parties.  It is also likely that the IP addresses, on 
their own, will not be useful. 

[8] Nevertheless, the motion before Kershman J. and the hearing before this Court, 
proceeded on the basis that it is possible that the documents sought by the Respondent could, on 
their own, reveal the identity of one or more of the John Doe defendants.  The motions judge 
properly did not make any finding of fact regarding the possible frailty of the disclosure sought.  
Of critical importance, the hearing has also proceeded on the basis that, by accessing other e-
mail messages and postings by an individual on the internet using an e-mail address and possibly 
an IP address, the Respondent might be able to obtain, to use the words of Sopinka J. in R. v. 
Plant [1993] 3 S.C.R.  281 at para. 20, “intimate details of the lifestyle and personal choices” of 
that individual which are revealed by other anonymous use of the internet and are entirely 
unrelated to the action.    

[9] Since the date of the hearing before Kershman J., the John Doe defendants associated 
with the pseudonyms SaskBigPicture, Droid 1963, Faramir and Peter O’Donnell have been 
identified.  The order of Kershman J., and this appeal, have therefore been stayed on consent in 
respect of these defendants. 

Decision of Kershman J. 

[10] The motion before Kershman J. proceeded under Rule 30.06 and Rule 76.03 of the Rules 
of Civil Procedure.  The motions judge rejected the Appellants’ submission that the Respondent 
was required to establish a prima facie case of defamation by affidavit evidence before 
disclosure could be ordered.  He concluded that disclosure by the Appellants was mandatory 
because the Respondent established that the information was relevant and not protected by 
privilege. 

[11] In reaching his conclusion, the motions judge distinguished the decisions in Irwin Toy 
Ltd. v. Doe, [2000] O.J. No. 3318 (S.C.J.), in which the plaintiff was required to demonstrate a 
prima facie case on the merits, and BMG Canada Inc. v. John Doe, [2004] 3 F.C.R. 241 (F.C.), 
in which the plaintiff was required to demonstrate a bona fide claim, on the grounds that each 
was a discretionary order and involved motions brought against third party ISPs. 

[12] The motions judge did, however, consider the impact of public policy concerns, 
specifically the right to privacy, and appears to have concluded for two reasons that the public 
interest in disclosure heavily outweighed the argument against disclosure. 

[13] First, he relied on the decision of Leitch J. in R. v. Wilson, [2009] O.J. No. 1067 (S.C.J.) 
as authority for the proposition that an individual has no reasonable expectation of privacy in 
information connected with one’s IP address (by which she appears to mean the IP address 
associated with an individual’s e-mail message).  Second, he concluded that, in the particular 
circumstances which involved, as he saw it, an anti-hate speech advocate and a controversial 
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website, the public interest in disclosure was considerably stronger than in BMG, in which the 
disclosure was denied. 
 
 

 

Analysis of the Applicable Law 

[14] The legal issue arising in this proceeding is whether there are Charter values that the 
Court must take into account in considering the Respondent’s request for disclosure and, if so, 
the manner in which the Court is to balance such Charter protected interests against the public 
interest in promoting the administration of justice by providing the Respondent with full access 
to the information which will enable him to pursue his defamation action against the alleged 
wrongdoers. 

Are Charter Values Engaged by the Respondent’s Request for Disclosure? 

[15] In this case, it is clear that both the right of freedom of expression, guaranteed by section 
2(b) of the Charter, as well as privacy interests that are also recognized by the Charter, are 
engaged.   

[16] As expressed by the Supreme Court, freedom of expression is among the most 
fundamental of rights possessed by Canadians: see R. v. Sharpe, [2001] 1 S.C.R. 45 at para. 21.  
The values underlying the right to free expression include individual self-fulfillment, finding the 
truth through the open exchange of ideas, and the political disclosure fundamental to democracy:  
see R. v. Sharpe at para. 23. 

[17] Of particular relevance to the present proceeding, there is also some support in the case 
law for the proposition that the removal of an individual’s right to remain anonymous may 
constitute an unjustified breach of freedom of expression: see Canada (Elections Canada) v. 
National Citizen’s Coalition, [2003] O.J. No. 3420 at paras. 20-21 (O.C.J.).  That is the law in 
the United States, where the right to publish anonymously is a well established aspect of freedom 
of speech protected by the First Amendment:  see, for example, McIntyre v. Ohio Elections 
Commission, 514 U.S. 334 at paras. 3-4 (1995).  The Supreme Court of Canada has also made it 
clear that freedom of expression must be given consideration in defamation claims and that, in 
the context of a defamation claim, giving proper weight to the value of freedom of expression on 
matters of public interest requires a broadening of the defences available in respect of the 
communication of facts it is in the public’s interest to know: see Grant v. Torstar Corp., 2009 
S.C.C. 61.  

[18] At the same time, the Supreme Court has also recognized that privacy has been accorded 
constitutional protection: see Hill v. Church of Scientology of Toronto, [1995] 2 S.C.R. 1130 at 
para. 21.  In R. v. Tessling, [2004] 3 S.C.R. 432 at para. 24, the Supreme Court referred to 
personal, territorial and informational privacy as separate but often overlapping categories.  

20
10

 O
N

S
C

 2
12

6 
(C

an
LI

I)



Page: 5 

 

 

Informational privacy is defined in R. v. Tessling at para. 23 as the claim of individuals, groups 
or institutions to determine for themselves when, how and to what extent information about them 
is communicated.  It involves protection of the “biographical core of personal information” 
according to Sopinka J. in Plant at p. 293.  The courts have developed a test to determine 
whether, in any particular case, there is a reasonable expectation of privacy based on the context 
of the disclosure and the totality of the circumstances: see R. v. Cuttell, [2009] O.J. No. 4053 at 
paras. 14-16 (O.C.J.), citing Plant at p. 293.   

[19] Privacy interests arise for consideration in the present case in favour of both the plaintiff 
and the John Doe defendants.  As the Supreme Court ruled in Hill, the good reputation of an 
individual is intimately connected to his right to privacy, and thus the right to privacy of the 
plaintiff may be affected by the allegedly libelous postings.  At the same time, the John Doe 
defendants who made the allegedly libelous postings arguably had a reasonable expectation of 
privacy, having expressly elected to remain anonymous when they did so. 

[20] In Irwin Toy Ltd., which arose in the context of a defamation action, Wilkins J. suggested 
at para. 11 that, in keeping with the protocol or etiquette developed in the usage of the internet, 
some degree of confidentiality regarding identifiers of the originator of a message, “has 
significant safety value and is in keeping with what should be perceived as being good public 
policy.”  His statement is consistent with an implicit understanding of citizens that, to some 
degree at least, their identities will be protected when they use the internet anonymously.  In 
Cuttell at para. 27, the court also held that there was a reasonable expectation of privacy in a 
party’s subscriber information which linked the party’s identity to internet usage.   

[21] The Appellants submit that the Respondent’s request for disclosure raises a concern for 
informational privacy because the disclosure sought would not only permit identification of the 
John Doe defendants but would also provide the Respondent with the means to assemble a 
complete informational profile of each defendant based on other use of the internet in respect of 
which the defendants would have a legitimate expectation of privacy. 

Role of the Court of Where Charter Values are Engaged 

[22] While the Charter does not apply to strictly private litigation between litigants not 
invoking state action, the Divisional Court has held that, because the Rules of Civil Procedure 
have the force of a statute, they must be interpreted in a manner consistent with Charter rights 
and values:  see D.P. v. Wagg, [2002] O.J. No. 3808 at paras. 65-66 (Div. Ct.).  In that case, the 
court held that whenever one party to a civil suit invokes or relies upon government action (in 
that case, the Rules of Civil Procedure, as enforced by the machinery of the administration of 
justice) to produce what amounts to the infringement of another party’s Charter rights, Charter 
values are invoked. 

[23] On appeal, Rosenberg J.A., speaking for the Court, was prepared to assume, for purposes 
of that case, that Charter values should inform the discovery process:  D.P. v. Wagg (2004), 71 
O.R. (3d) 229 at para. 61 (C.A.).  However, the appeal was ultimately decided on the principle 
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that the Superior Court has inherent jurisdiction to control the discovery and production process 
under the Rules of Civil Procedure to ensure that important state and other third party interests, 
including Charter interests, are protected, even if the particular documents do not, strictly 
speaking, fall within a recognized category of privilege: see  para. 28. 

Manner in Which Courts Address the Need to Take Charter Rights into Consideration 
in Relation to a Request for Disclosure 

[24] In circumstances where Charter rights are engaged and therefore courts are required to 
take such interests into consideration in determining whether to order disclosure, the case law 
indicates that the Charter protected interests are balanced against the public interest in disclosure 
in the context of the administration of justice by a combination of (1) a requirement of an 
evidentiary threshold, (2) fulfillment of conditions establishing the necessity of the disclosure 
sought, and (3) an express weighing of the competing interests in the particular circumstances of 
the litigation.  In order to prevent the abusive use of the litigation process, disclosure cannot be 
automatic where Charter interests are engaged. On the other hand, to prevent the abusive use of 
the internet, disclosure also cannot be unreasonably withheld even if Charter interests are 
engaged. 

[25] There is no case law that specifically addresses the relevant considerations to be taken 
into account by a Court on a motion for an order that a defendant make disclosure under Rule 
30.06 in an on-going action.  However, there is ample authority in the analogous circumstances 
of proceedings taken against third parties to obtain the identities of prospective defendants. 

[26] In civil litigation, the courts have developed the equitable remedy of “pre-action 
discovery” to permit a plaintiff to discover the identity of a proposed defendant.  The remedy has 
most recently been upheld by the Ontario Court of Appeal in GEA Group AG v. Flex-N-Gate 
Corporation (2009), 96 O.R. (3d) 481 at paras. 40-54, which confirmed the principles originally 
set out in Norwich Pharmacal Co. v. Comrs. of Customs and Excise, [1974] A.C. 133 (H.L.).   

[27] The fundamental premise of Norwich Pharmacal is that, where privacy interests are 
involved, disclosure is not automatic even if the plaintiff establishes relevance and the absence of 
any of the traditional categories of privilege.  Norwich Pharmacal requires the court to go on to 
consider five factors including: (1) whether the plaintiff has provided evidence sufficient to raise 
a valid, bona fide or reasonable claim; (2) whether the third party is the only practicable source 
of the information available; and (3) whether the interests of justice favour obtaining the 
disclosure:  see Glaxo Wellcome PLC v. Canada (Minister of National Revenue), [1998] 4 F.C. 
439 (F.C.A.).   

[28] An important point, reaffirmed by the Ontario Court of Appeal in GEA, is that, being an 
equitable remedy, the principles in Norwich Pharmacal are to be applied flexibly and will vary 
as the particular circumstances of each case require.  In this connection, we note that, while there 
may be some uncertainty as to whether the House of Lords required the plaintiff to satisfy a bona 
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fide standard or a prima facie standard in Norwich Pharmacal, that issue is now resolved on a 
case-by-case basis.  We will return to this issue later. 

[29] The principle in Norwich Pharmacal was applied by the Federal Court of Appeal in BMG 
Canada Inc. v. John Doe [2005] 4 F.C.R. 81 at paras. 39-41 (F.C.A.) (“BMG”), aff’g [2004] 3 
F.C.R. 241 (F.C.) in the context of an application for disclosure by ISPs of customer information 
in order to identify anonymous internet users who were sharing music files on the internet.  BMG 
illustrates that a court must have regard to the privacy interests of anonymous users of the 
internet before granting a Norwich Pharmacal order, even where the issue involved pertains to 
property rights and does not engage the interest of freedom of expression.  In that decision, 
disclosure was sought under Rule 238(1) of the Federal Court Rules, 1998, SOR/98-106, which 
contemplate leave of the Court to examine for discovery a non-party to an action having relevant 
information.  The Federal Court of Appeal upheld the order of the motions judge denying such 
disclosure.   

[30] In doing so, the Federal Court of Appeal expressly stated that the proceeding could have 
been brought either under Rule 238 or by invoking the common law principles in Norwich 
Pharmacal and that, in either case, the same principles ─ the principles in Norwich Pharmacal ─ 
would be applicable because the same issues were at stake.  The Federal Court of Appeal held 
that the following factors governed determination of whether to grant the order: 

(1) the applicant must establish a bona fide claim against the unknown alleged 
wrongdoer;  

(2) the third party against whom discovery is sought must be in some way 
connected to or involved in the misconduct;  

(3) the third party must be the only practical source of the information available 
to the applicant; 

(4) the third party must be reasonably compensated for expenses and legal costs 
arising out of compliance with the discovery order; and  

(5) the public interest in favour of disclosure must outweigh the legitimate 
privacy interests. 

[31] The earlier decision in Irwin Toy also involved a motion for disclosure from ISPs, but in 
the context of a defamation action. Wilkins J. held that Rule 30.10 and Rule 31.10 of the Rules of 
Civil Procedure, which in the case of Rule 31.10 is similar to Federal Rule 238, could be used to 
compel production from an ISP of the identity of a subscriber for whom the plaintiffs had 
obtained the IP address.  While Wilkins J. did not expressly adopt the principles in Norwich 
Pharmacal, he did, in substance, consider the factors enumerated in that decision and addressed 
in BMG.  In particular, Wilkins J. expressly considered whether the applicant had demonstrated 
on the affidavit evidence a prima facie case of defamation against the John Doe defendant in that 
action. 
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Application of the Relevant Principles to the Present Proceeding 

[32] The principles applied in BMG and Irwin Toy are equally applicable in the present 
circumstances.  There is no meaningful basis for distinguishing the circumstances or the issue 
before the Court.  The same issues are at stake and the same principles articulated in Norwich 
Pharmacal are applicable.  While it is correct that BMG and Irwin Toy address disclosure from 
third parties, for which leave of the Court was required, whereas the case at bar concerns 
disclosure from a party defendant, this is not a meaningful distinction for present purposes.  As 
has been pointed out, a third party can be made a defendant for the price of issuing a statement of 
claim.  Moreover, the fact that the motion engages the important Charter value of freedom of 
expression, as well as the right to privacy, heightens the need to have regard to considerations 
beyond the traditional concerns of relevance and privilege.    

[33] Further, neither the operation of the deemed undertaking rule in Rule 30.1, which is itself 
grounded in a concern for privacy, nor the requirement in Rule 76.03 for very broad 
documentary disclosure is sufficient, in the present circumstances, to displace the requirement to 
take the Charter values into consideration.  In particular, the deemed undertaking rule is 
insufficient to address the potential for abuse of the Rules of Civil Procedure.  If disclosure were 
automatic, a plaintiff with no legitimate claim could misuse the Rules of Civil Procedure by 
commencing an unmeritorious action for the sole purpose of revealing the identity of anonymous 
internet commentators, with a view to stifling such commentators and deterring others from 
speaking out on controversial issues.  For this reason, the commencement of a defamation claim 
does not trump freedom of expression or the right to privacy.   

[34] Given the circumstances in this action, the motions judge was therefore required to have 
regard to the following considerations: (1) whether the unknown alleged wrongdoer could have a 
reasonable expectation of anonymity in the particular circumstances; (2) whether the Respondent 
has established a prima facie case against the unknown alleged wrongdoer and is acting in good 
faith; (3) whether the Respondent has taken reasonable steps to identify the anonymous party and 
has been unable to do so; and (4) whether the public interests favouring disclosure outweigh the 
legitimate interests of freedom of expression and right to privacy of the persons sought to be 
identified if the disclosure is ordered.   

[35] Although, as mentioned, there is no case directly on point, these principles emerge from 
the decisions referred to above.  They are also consistent with the decisions of the Superior Court 
of Justice in Irwin Toy and in York University v. Bell Canada Enterprises, [2009] O.J. No. 3689, 
which was released after the decision of the motions judge.  We note that an English court 
reached a similar conclusion in Sheffield Wednesday Football Club Ltd. and others v. 
Hargreaves, [2007] EWHC 2375 (Q.B.).   

[36] The decision in R. v. Wilson, upon which the motions judge relied, is not applicable to the 
present circumstances. In that decision, Leitch J. concluded that there was no reasonable 
expectation of privacy in the information provided by a particular ISP, Bell Canada, based on the 
contractual terms on which the internet service was provided as well as the nature of the 
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information sought – the name and address of the customer, which Leitch J. found was not 
information that one could reasonably expect would be kept private from the state.  This 
conclusion was fact-specific and entirely reasonable given several significant differences 
between R. v. Wilson and the present case.  

[37] R. v. Wilson involved an allegation of a violation of rights under section 8 of the Charter 
in a criminal context, rather than in the context of civil litigation.  In R. v. Wilson, the privacy 
issue was raised on a retrospective basis.  The disclosure had already occurred and the use made 
of that information was known.  It was limited to obtaining the name and address of the ISP 
subscriber.  The issue before the Court was whether that use violated section 8 of the Charter, 
thereby invalidating the search warrant obtained as a result of the disclosure.  The issue was not 
whether future use of the disclosed information could raise concerns regarding breach of an 
individual’s right of informational privacy as in the present case. 

[38] We note that there are several important differences between the factors that, in our view, 
should have been considered by the motion judge in this proceeding, and the factors outlined by 
the Federal Court of Appeal in BMG.  These differences reflect the fact that the Court’s inherent 
jurisdiction to control its procedures, and its equitable jurisdiction, are applied flexibly to meet 
the particular circumstances of each case.  Two differences, in particular, require elaboration. 

[39] First, in the present circumstances, the Court need not consider either the second or the 
fourth requirements in BMG, which apply only to third party respondents.  These are not 
appropriate requirements where disclosure is sought against a co-defendant who has established 
and administers a website on which the allegedly defamatory statements were posted.  

[40] Second, and more significantly, as in Irwin Toy Ltd., and York University, a prima facie 
standard, rather than merely a bona fide standard, is appropriate, for two reasons.   

[41] In para. 34 of BMG, the Federal Court of Appeal expressed the concern that, in that case, 
imposition of a prima facie case standard would effectively strip an applicant of a remedy 
because the plaintiff could not know the actual case it wished to assert against the defendants 
until it knew not only their identities but also the nature of their involvement in the file-sharing 
activities.  Because the present proceeding is a defamation action, that concern does not arise.  
Unlike BMG, the Respondent knows the details of precisely what was done by each of the 
unknown alleged wrongdoers.   

[42] In addition, because this proceeding engages a freedom of expression interest, as well as 
a privacy interest, a more robust standard is required to address the chilling effect on freedom of 
expression that will result from disclosure.  It is also consistent with the recent pronouncements 
of the Supreme Court that establish the relative weight that must be accorded the interest in 
freedom of expression. In the circumstances of a website promoting political discussion, the 
possibility of a defence of fair comment reinforces the need to establish the elements of 
defamation on a prima facie basis in order to have due consideration to the interest in freedom of 
expression.  On the other hand, there is no compelling public interest in allowing someone to 
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libel and destroy the reputation of another, while hiding behind a cloak of anonymity.  The 
requirement to demonstrate a prima facie case of defamation furthers the objective of 
establishing an appropriate balance between the public interest in favour of disclosure and 
legitimate interests of privacy and freedom of expression.     

[43] Finally, as Strathy J. noted in York University, there may be circumstances in which it is 
appropriate that notice of a motion for disclosure be given to a John Doe defendant.  The case 
law suggests that any such determination is to be made on a case-by-case basis, and we agree.  In 
a defamation action, little would generally be added by such a step, because any defences that 
might be raised are not relevant to a determination as to whether a prima facie case has been 
made out. For such purpose, a plaintiff is required to establish only the elements of defamation 
within its control.  However, in other cases a John Doe defendant may have compelling reasons 
for wishing to remain anonymous that are not immediately obvious, such as a risk to personal 
safety, and such grounds could not be put before the court absent notice. 
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Conclusion 

[44] Returning to the decision of the motions judge, it would appear that he did not have the 
benefit of the extensive submissions on these issues provided to the Court by the two intervenors 
in this proceeding.  Notwithstanding, it is clear that he was alert to the need to take into 
consideration the privacy interests of the unknown alleged wrongdoers. It does not appear, 
however, that the need to consider the interest in freedom of expression was raised by the parties 
or was otherwise considered by the motions judge.   

[45] In addition, the motions judge did not take into consideration whether the Respondent 
had established a prima facie case of defamation before ordering disclosure of the documents 
sought by the Respondent.  In our view, the omission to do so constituted an error of law. 

[46] Accordingly, the appeal is allowed and the matter is remitted to a different motions judge 
for re-consideration based on the principles set out above. 

Costs 

[47] The intervenors do not seek costs in respect of this appeal. The appellants are entitled to 
costs on a partial indemnity basis payable by the Respondent in the amount of $10,000 on an all 
inclusive basis in respect of the motion, leave to appeal and the hearing of the appeal. 

 
Wilton-Siegel J. 

 

 

 
Kent J. 

 
 
 
 
 
 

Heeney J. 
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 LEXISNEXIS SUMMARY: 
 ...  Thus, for example, if I purchase a collection of essays online, the copyright owner can charge 
me for the file containing the essays, generate a record of my identity and what I purchased, and 
insert pieces of microcode into the file that will: (1) notify the copyright owner every time I "open" 
one of the essays and specify which one I opened; (2) notify me when I must remit additional fees 
to the copyright owner -- this much to browse the essay, this much to print it out, this much to ex-
tract an excerpt, and so on; and (3) prevent me from opening, printing, or excerpting the piece until 
I have paid. ...  Section 1202 would prohibit tampering with "copyright management information" 
appended to a digital work by the copyright owner.  In addition to such straightforward items as the 
names of the author and copyright owner, "copyright management information" is defined to in-
clude "terms and conditions for uses of the work." ...  If enough readers are unwilling to purchase a 
particular copyrighted work on the terms offered, market forces will lead the copyright owner to 
rethink its position. ...  When an identification requirement serves administrative or copyright man-
agement purposes only, the copyright owner's First Amendment argument is at its weakest. ...  
When a copyright owner's desire for identifying information is motivated simply by copyright man-
agement concerns, the reader's right of anonymity should prevail. ...  How, then, is the right to read 
anonymously triggered by the so-called "copyright management" efforts of private content provid-
ers? Quite simply, it is not -- but the proposed anti-tampering provisions of the NIICPA are a differ-
ent story. ...  For example, a digital work might contain embedded software that automatically frus-
trates secondgeneration copying without reporting the attempted duplication to the copyright owner. 
...   
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 TEXT: 
 [*981]  

 It has become commonplace to say that we have entered the age of information. The words 
conjure up images of a reader's paradise -- an era of limitless access to information resources and 
unlimited interpersonal communication. In truth, however, the new information age is turning out to 
be as much an age of information about readers as an age of information for readers. The same 
technologies that have made vast amounts of information accessible in digital form are enabling in-
formation providers to amass an unprecedented wealth of data about who their customers are and 
what they like to read. In the new age of digitally transmitted information, the simple, formerly 
anonymous acts of reading, listening, and viewing -- scanning an advertisement or a short news 
item, browsing through an online novel or a collection of video clips -- can be made to speak vol-
umes, including, quite possibly, information that the reader would prefer not to share. 

 This Article focuses specifically on digital monitoring of individual reading habits for purposes 
of so-called "copyright management" in cyberspace, and evaluates the import of this monitoring for 
traditional  [*982]  notions of freedom of thought and expression.  n1 A fundamental assumption un-
derlying our discourse about the activities of reading, thinking, and speech is that individuals in our 
society are guaranteed the freedom to form their thoughts and opinions in privacy, free from intru-
sive oversight by governmental or private entities. The new copyright management technologies 
force us to examine anew the sources and extent of that freedom. 

 Part I of this Article describes the various copyright management technologies that are being 
developed to enable copyright owners to monitor readers' activities in cyberspace and the uses they 
make of reading materials acquired there. Part II provides an overview of proposed federal legisla-
tion designed to reinforce copyright owners' power unilaterally to institute intrusive copyright man-
agement systems. Part III considers, and rejects, the possibility that the impending digital copyright 
management regime constitutes no more than legitimate private ordering regarding the terms and 
conditions of access to copyrighted works. Part IV discusses the sources and justifications for an 
individual right to read anonymously, and argues that reading is so intimately connected with 
speech and freedom of thought that the First Amendment should be understood to guarantee such a 
right. Part V suggests that the proposed federal protection for digital copyright management tech-
nologies may be unconstitutional to the extent that it pe-  [*983]  nalizes individuals who seek only 
to exercise their rights to read anonymously, or to enable others to do so. Finally, Part VI argues 
that rather than seeking to enshrine a set of practices designed to negate reader anonymity, Congress 
should, instead, adopt comprehensive legislation designed to shield individual reading habits from 
scrutiny. 

 I. The New Copyright Management Technologies 

 The amount of copyrighted material available online has grown exponentially in the last few 
years, and will continue to do so for the foreseeable future.  n2 The same technologies that enable 
readers to access digitally stored works, however, also will enable copyright owners to generate 
precise and detailed records of such access. Copyright owners then can use that data, together with 
other new technological tools, to monitor on a continuing basis, and extract additional royalties for, 
readers' subsequent uses of the works they have acquired.  n3 Thus, for example, if I purchase a col-
lection of essays online, the copyright owner can charge me for the file containing the essays, gen-
erate a record of my identity and what I purchased, and insert pieces of microcode into the file that 
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will: (1) notify the copyright owner every time I "open" one of the essays and specify which one I 
opened; (2) notify me when I must remit additional fees to the copyright owner -- this much to 
browse the essay, this much to print it out, this much to ex-  [*984]  tract an excerpt, and so on; and 
(3) prevent me from opening, printing, or excerpting the piece until I have paid. Together, these 
new digital monitoring and metering technologies define the burgeoning field of "copyright man-
agement."  n4 Within the last two years, a copyright management industry has begun to emerge, di-
rected at the development of integrated digital systems that can not only conduct online transactions 
and generate customer records, but also implement desired technological and price restrictions on 
subsequent uses of copyrighted works.  n5 

 As justification for the development of digital copyright management systems, copyright own-
ers cite the ease of reproducing and transmitting unauthorized copies of digital works over elec-
tronic networks. They argue that technological protection for their works is necessary to prevent 
widespread infringement, thus giving them the incentive to make their works available online.  n6 As 
the above example suggests,  [*985]  however, many copyright owners envision copyright man-
agement systems that will be capable of doing far more than simply preventing unauthorized repro-
duction. One study of existing technologies for copyright management characterizes the ideal tech-
nology as "capable of detecting, preventing, and counting a wide range of operations, including 
open, print, export, copying, modifying, excerpting, and so on."  n7 In addition, the wish list contin-
ues, the copyright management system should maintain "records indicating which permissions have 
actually been granted and to whom."  n8 The system can then create a record each time the work is 
used and notify the copyright owner if additional "usage rights" are sought.  n9 This vision of the fu-
ture of copyright management could entail total loss of reader anonymity in cyberspace.  n10 

 In addition to using new digital technologies to exert continuing control over readers' uses of 
digital works, some copyright owners may use the transaction records generated by their copyright 
management systems to learn more about their customers through a process known as "profiling." 
The activity of profiling, per se, is not new. It is a wellestablished practice through which businesses 
of all types seek to learn as much as possible about customers who show interest in their products or 
services. For transactions that occur in "real" (as opposed to digital) space, however, the ability to 
profile one's customer base is limited to some extent by customers' willingness to self-report -- for 
example, by filling out product registration cards. In contrast, profiling in the digital age holds out, 
for the first time, the tantalizing promise of "perfect" information, because digital communications 
can be structured to create detailed records of consumer purchases and reading  [*986]  activities.  n11 

 At its most crude, profiling might consist of gathering basic demographic information about 
readers who "visit" a copyright owner's site on the World Wide Web and/or acquire digital copies of 
copyrighted works made available there. When I pay for the collection of essays, my electronic mail 
address and, if applicable, credit card information, furnish some information about my identity.  n12 
More sophisticated reader profiling is made possible by the use of intelligent "search agents" that 
comb the World Wide Web for other information about me -other things I have purchased, discus-
sion groups and newsgroups to which I belong, and so on.  n13 The copyright owner may also use 
complex "data mining" techniques that analyze its customer database, together with personal data 
purchased or acquired from other sources, to identify patterns or correlations that might illuminate 
the preferences of particular types of customers.  n14 The copyright owner can then use the informa-
tion it has amassed about my tastes and purchasing habits to market other works to me. It can also 
sell the information to third parties.   [*987]  



 

 4 

 None of these intrusions need occur. A digital copyright management system could perform the 
essential continuing control functions while still preserving reader anonymity. At its most basic, 
such a system might simply provide pricing information, negotiate the purchase transaction, and 
release a copy of the work for downloading to the customer's computer -- without generating per-
manent customer records at all. While some consumers might choose to pay for digital works with 
credit cards, thereby revealing their identities, others might opt for some form of anonymous-payer 
digital cash.  n15 Even for credit card purchases, the copyright owner could design a system that 
would retain records of user identities only until payment is received and/or that would deny copy-
right owners the ability to extract the individualized transaction data necessary to conduct reader 
profiling. Getting slightly more complicated, one could also imagine a remote debit system that 
would simply extract an additional, but anonymous, payment from the reader each time the work is 
used in a designated way.  n16 Finally, to prevent unauthorized copying, the copyright owner could 
simply insert a piece of microcode in every copy of a digital work that would automatically bar the 
reader from making perfect second-generation digital copies, or from printing more than one copy.  
n17 Similar "serial copy management" technology is now required in all digital audio recording de-
vices and media sold in the United States.  n18 

 It is not yet apparent which model, if any, will become the stan-  [*988]  dard for online copy-
right management. However, neither private nor public research efforts appear to contemplate built-
in technological limits on copyright owners' monitoring capabilities. The Library of Congress, in 
conjunction with the Corporation for National Research Initiatives and the Department of Defense, 
is working to develop an automated copyright registration and recordation system that will incorpo-
rate a prototype "rights management" component.  n19 The publicly-available documentation for the 
system does not indicate what measures, if any, have been taken to preserve for would-be readers an 
option to remain anonymous.  n20 Privacy is discussed only with reference to the use of public key 
cryptography to keep purchase transactions secure from third parties.  n21 Private industry groups also 
are working to develop their own copyright management systems and standards.  n22 The Copyright 
Clearance Center, which handles photocopy licensing for many large copyright owners, is develop-
ing a system capable of extremely fine-grained monitoring and control.  n23 A number of computer 
technology companies are pursuing similar capabilities, and the Association of American Publishers 
is following their progress closely.  n24 Concern for reader privacy appears limited to the "market ac-
ceptance problems" that might develop once systems to capture "detailed reports of daily usage" are 
in  [*989]  place.  n25 Thus, it seems certain that the digital copyright management systems of the not-
so-distant future will enable copyright owners who desire it to maintain comprehensive databases of 
who is reading what. 

 The National Telecommunications and Information Administration recently released a report 
that discusses in some depth the implications of digital monitoring technologies and profiling prac-
tices for individual privacy.  n26 However, no statutory or regulatory barrier currently exists that 
would preserve a right of anonymity for readers who purchase digital works from private copyright 
owners.  n27 Instead, Congress is currently considering legislation of a very different sort. 

 II. The Proposed Anti-Tampering Law 

 The National Information Infrastructure Copyright Protection Act ("NIICPA"),  n28 introduced in 
both houses of Congress in September 1995, represents an attempt to set "rules of the road" for use 
of and access to copyrighted works in cyberspace.  n29 The provisions of the NIICPA are taken ver-
batim from a "White Paper" issued by the Clinton Administration's Information Infrastructure Task 
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Force that sets forth the Administration's position on why changes in the existing copyright law are 
necessary.  n30 Both the NIICPA and the NII White Paper have been analyzed in their entirety else-
where.  n31 I will focus only on section  [*990]  4 of the NIICPA, which consists of a new Chapter 
12, titled "Copyright Protection and Management Systems," to be added to the Copyright Act. The 
new chapter would establish comprehensive protection for copyright owners' decisions regarding 
copyright management in cyberspace. 

 The NIICPA's protections for copyright management systems are twofold. First, a new section 
1201 of the Copyright Act would prohibit the importation, manufacture, or distribution of devices 
or services "the primary purpose or effect of which is to avoid, bypass, remove, deactivate, or oth-
erwise circumvent . . . any process, treatment, mechanism or system which prevents or inhibits the 
violation of any of the exclusive rights of the copyright owner under section 106" of the Copyright 
Act.  n32 Section 1202 would prohibit tampering with "copyright management information" appended 
to a digital work by the copyright owner.  n33 In addition to such straightforward items as the names 
of the author and copyright owner, "copyright management information" is defined to include 
"terms and conditions for uses of the work."  n34 According to the NII White Paper, these provisions 
are needed to help copyright owners police their copyrights, in light of the otherwise trivial ease of 
generating and distributing unauthorized copies of their works throughout cyberspace.  n35 Their 
combined effect is far more sweeping, and far less benign. Together, they authorize copyright own-
ers to implement the full range of "smart" copyright management technologies described in Part I, 
above, and prevent readers from taking measures to protect themselves against intrusive monitoring 
of their activities.  n36  [*991]  

 Proposed section 1203 provides that the anti-tampering provisions of the NIICPA are to be en-
forced, in the first instance, by the availability of civil damages, together with any profits earned as 
a result of the prohibited acts.  n37 Neither the NIICPA nor the NII White Paper specifies how the 
damages afforded under section 1203 are to be measured. However, section 1203 does not purport 
to supplant section 504 of the Copyright Act, which authorizes the court to award the copyright 
owner "actual damages suffered . . . as a result of the infringement, and any profits of the infringer 
that are attributable to the infringement and are not taken into account in computing the actual dam-
ages."  n38 This suggests that section 1203 should be interpreted as authorizing only those damages 
and profits attributable to the act of tampering, as distinct from damages attributable to the act of 
infringement, which will remain available under section 504. It is difficult to imagine how such ad-
ditional damages might be quantified, which in turn suggests that section 1203, properly under-
stood, is punitive rather than remedial in nature. 

 In addition to civil penalties, the NIICPA also authorizes criminal penalties for certain viola-
tions of section 1202, the provision that protects "copyright management information" against tam-
pering.  n39 Conviction under section 1204 will require a showing of "intent to defraud."  n40 However, 
section 1204 does not state what the violator must have intended to defraud the copyright owner of. 
Here again, more than mere infringement seems indicated. Interpreting section 1204 to require only 
intent to defraud the copyright owner of the right to charge rents for the infringing use would render 
meaningless existing statutory provisions that already authorize criminal penalties for willful in-
fringement.  n41 

 These new statutory provisions regarding copyright management systems appear intended to 
give copyright owners carte blanche to  [*992]  adopt whatever copyright management technologies 
they conclude will best serve their interests.  n42 The NII White Paper gives only the barest of nods to 
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the possible consequences for reader privacy and anonymity. It notes that copyright management 
systems "must be carefully designed and implemented to ensure that they . . . do not unduly burden 
use of the work by consumers or compromise their privacy."  n43 Apart from this vague and fleeting 
show of concern, however, the NII White Paper expresses no opinion as to the types of copyright 
management practices that would be unduly burdensome or intrusive, and takes no position on the 
safeguards for reader privacy that a satisfactory system should contain. Nor does it suggest that the 
government should require adoption of such safeguards. The language of the NIICPA itself contains 
no mention of these concerns. 

 The Working Group on Intellectual Property Rights, which drafted the NII White Paper, was 
only one arm of the Information Infrastructure Task Force. The Task Force also convened a Work-
ing Group on Privacy to address questions relating to the protection of individual privacy in cyber-
space.  n44 The results of that effort provide little comfort, however. While the Working Group on 
Intellectual Property Rights came up with a detailed legislative proposal, the Working Group on 
Privacy compiled only a list of "principles" for both government and private industry to use in struc-
turing future privacy policies.  n45 These principles "do not have the force of law and do not create 
any substantive or procedural right enforceable at law."  n46 In addition, although the  [*993]  NII 
Privacy Report expressly recognizes that "individuals should have the opportunity to remain 
anonymous, when appropriate,"  n47 the examples it provides suggest a definition of "appropriate" 
that is narrow and highly deferential to the perceived needs of private copyright owners. "Browsing 
a public electronic library" would be included  n48 ; by implication, browsing materials held out for 
purchase by a private content provider would not be considered an "appropriate" occasion for read-
ers to assert, or take measures to protect, their anonymity rights. 

 A subsequent report issued by the National Telecommunications and Information Administra-
tion ("NTIA") expands upon this voluntary approach to the protection of individual privacy rights in 
cyberspace.  n49 The NTIA Privacy Report recommends that holders of personal information adopt 
privacy policies based on principles of informed consent.  n50 The report makes clear that its pro-
posed notice-and-consent guidelines should be hortatory rather than mandatory.  n51 Neither the 
Working Group's "principles" nor the NTIA's proposed guidelines provide much of a counterweight 
to the NIICPA's express scheme for the protection of copyright management systems, which would 
allow intrusions upon reader privacy and anonymity by technological fiat. 

 If information consumers are to be afforded meaningful protection against loss of their ano-
nymity to intrusive copyright management practices, that protection must be found elsewhere. Be-
fore turning to that question, however, I consider whether the NIICPA and the copyright manage-
ment regime it is designed to protect should be viewed as the products of an emerging societal con-
sensus or bargain regarding the appropriate default rules for access to digital works.   [*994]  

 III. Copyright Management, Private Ordering, and Social Control 

 Many commentators have hailed cyberspace as a relatively costless medium of interaction that 
will permit experimentation with decentralized, contract-based forms of social ordering. Some es-
pouse the libertarian view that individuals should be free to contract, or refuse to contract, with 
whomever they choose and about whatever they choose without government interference.  n52 Others, 
including many academic commentators, view such "private ordering" as presumptively more effi-
cient in many cases.  n53 Still others favor private ordering as the antidote to "big government."  n54 
The NII White Paper appears to reflect a combination of these views. As described there, digital 
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copyright management systems are a desirable and presumptively legitimate form of private order-
ing.  n55 

 Private ordering is not an unequivocal good, however, but a choice that may be acceptable or 
not, depending on the context. Whatever the abstract force of arguments that the law should not in-
tervene in a functioning system of social control based on private agreements, those arguments 
merit little weight in the debate over how much discretion to allow copyright owners in the realm of 
online rights management. Among readers and copyright owners, the threads of "community" are 
too tenuous and the power imbalances too stark to support the conclusion that the nascent digital 
copyright management regime is a legitimate, bargained-for result.   [*995]  

 Advocates of private ordering have identified several different models, any of which might 
plausibly provide a pattern for rulemaking in cyberspace. First, the forces of custom and community 
might combine to produce a system of consensual norms for governing access to copyrighted 
works.  n56 Second, one might envision a less consensual but equally informal regime of virtual copy-
right management based on the freedom of individual authors and copyright owners to set terms for 
access to their works and the freedom of individual readers to reject those terms and purchase read-
ing material elsewhere.  n57 Finally, one might seek to understand the proposed digital copyright 
management regime, including the anti-tampering provisions of the NIICPA, as the result of bar-
gaining at the interest group level. None of these models explains, much less justifies, the institution 
of anonymity-destroying digital copyright management systems. I address each in turn. 

 A leading recent study of informal private ordering suggests that, in general, systems of con-
sensual extra-legal norms are likely to emerge among fairly well-defined, close-knit communities of 
repeat players.  n58 In his study of dispute resolution among Shasta County, California cattle ranchers 
and their neighbors, Professor Ellickson found that the small, relatively self-contained community 
had developed its own set of internal rules for responding to property damage caused by trespassing 
livestock and for ensuring the construction and repair of boundary fences.  n59 The parties affected by 
the impending digital copyright management regime exhibit none of the characteristics that Ellick-
son identifies as important for the development of such norms. 

 First, the "community" of authors, owners, and readers of copyrighted works is neither well-
defined nor close-knit. It encompasses, on the one hand, giant publishing and entertainment con-
glomerates such as Time-Warner and, on the other, anyone who has ever read a newspaper article or 
watched a movie. While all members of the copyright "community" depend on one another, in some 
sense, for the production, distribution, and consumption of creative works, the community's sheer 
size and diversity of tastes ensures that members do not depend on  [*996]  each other with the 
same immediacy as two Shasta County neighbors who share a boundary fence.  n60 

 A second, and related, objection is that to the extent digital copyright management systems can 
be said to reflect shared extra-legal norms developed by repeat-player members of a copyright 
"community," that community does not include readers.  n61 The transient nature of the reader's inter-
est in particular copyrighted works, compared with the more enduring interests of the authors and 
copyright owners in administering the rights to all of their works, marks the reader as the outsider. 
Ellickson offers a highway collision involving a passing tourist as an example of a situation in 
which Shasta County locals are content to leave adjudication of fault and determination of remedy 
to the legal superstructure.  n62 The passing tourist has no authority to invoke the system of third-
party enforcement that has arisen among neighbors who are repeat players in interactions with each 
other. Similarly, it is extremely unlikely that the individual reader who wishes anonymous access to 
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a copyrighted work will be able to pressure the owner to grant it by invoking shared norms that the 
reader helped create. 

 This is not to say that Ellickson's model can never be valid in cyberspace. Geographic prox-
imity need not be the touchstone for community. Thus, for example, the model of consensual pri-
vate ordering based on shared extra-legal norms may have some validity in the case of a small, in-
herently self-contained online discussion group. This is so because the notion of consent plays a 
critical role in the process of community self-definition. As a result, all members of the community 
will assist in enforcing the extra-legal norms that have developed within the community.  n63 Mem-
bers of online discussion groups have a shared interest in keeping the discussion within certain 
broadly defined param-  [*997]  eters of relevance, and in making sure that fellow list members ad-
here to certain standards, however minimal, of courteous online behavior. Even those members who 
occasionally transgress group norms will assist in enforcing those rules of "netiquette" against oth-
ers.  n64 

 It is this sense of common interest and perceived interdependence that the group composed of 
readers, authors, and owners of copyrighted works lacks.  n65 Compelling evidence of this lack of 
community is the urgency with which copyright owners have supported passage of the anti-
tampering provisions of the NIICPA -- contrasted with the behavior of Shasta County residents, 
who simply resolved their own disputes without recourse to the legal system and often without 
knowledge or apparent concern as to what the law actually said.  n66 The monitoring and metering 
capabilities now being incorporated into prototype digital  [*998]  copyright management systems 
are not community responses to isolated incidents of misbehavior by transgressors, but the unilat-
eral, self-help response of copyright owners to the ordinary behavior of readers.  n67 

 The second model of private ordering, which focuses on the cumulative effect of many arms-
length transactions, would suggest that individual readers might nonetheless exert pressure on copy-
right owners who demand identifying information -- either by bargaining for more acceptable terms 
or by taking their business elsewhere. If enough readers are unwilling to purchase a particular copy-
righted work on the terms offered, market forces will lead the copyright owner to rethink its posi-
tion. Contracts fare no better than norms in this regard, however. If copyright owners as a class 
adopt digital copyright management systems designed to capture readers' identities and monitor in-
dividual reading activities, it is unlikely that disgruntled readers will have any significant impact on 
that practice.  n68 

 Neither abstract notions of freedom of contract nor theories about efficient markets justify slav-
ish adherence to contractarianism in all cases involving intellectual property rights.  n69 Reader ano-
nymity is the paradigmatic example of an issue that a contract model is ill-suited to resolve. From a 
purely economic standpoint, market pressures will reach high enough levels to affect particular 
copyright management choices only if enough individual readers conclude that the benefits of  
[*999]  withholding their custom outweigh the costs. In the particular case of a demand for reader 
identifying information, there is no reason to assume this is likely, and much reason to suspect the 
opposite. Professor Farber has argued that speech has public good characteristics that may require 
special protection precisely because information consumers do not accurately value the benefits of 
incremental speech.  n70 The identical analysis applies to anonymous reading. It is difficult, if not im-
possible, to grant the benefits of anonymity to some individuals and withhold them from others.  n71 
It is also difficult to value anonymity in the abstract. Most likely, readers who seek access to "ordi-
nary," mainstream materials for "ordinary," non-embarrassing reasons -- that is, most readers in 
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most instances -- will conclude that holding out for anonymous access is not worth it. Moreover, the 
perceived costs of forgoing access to desired reading material will rise, and the likelihood of reader 
hold-out will fall, as more reading material is technologically protected. In other words, the more 
pervasive digital copyright management systems become, the less likely readers will be to refuse to 
contract with them. It is worth noting, moreover, that the anti-tampering provisions of the NIICPA, 
if enacted, can only decrease readers' aggregate leverage over copyright management decisions by 
foreclosing resistance through selfhelp. 

 If the argument that individual readers can influence copyright management decisions by with-
holding their business is implausible, the argument that they may seek such changes by bargaining 
with copyright owners one-on-one is, quite simply, absurd. First, the whole point of a digital copy-
right management regime is to eliminate the per-transaction bargaining that copyright owners find 
so cumbersome to administer.  n72 The only way to "bargain" with a digital rights management  
[*1000]  system is by hacking around it -- the precise conduct that the NIICPA will prohibit. Sec-
ond, and self-evidently, a right to read anonymously cannot be preserved if it must first be bar-
gained for on a case by case basis. The act of bargaining negates the goal of concealment.  n73 

 Individual anonymity can be preserved, if at all, only by effective representation of readers as a 
group, through arms-length bargaining with the group of copyright owners -- the third model of pri-
vate ordering in cyberspace -- or through the quasi-private, indirect bargaining characteristic of 
"public choice."  n74 There are significant economic obstacles to collective action by readers, how-
ever. For the same reasons that most readers will simply acquiesce to the loss of anonymity on most 
occasions, many individuals will decide that the costs of organization outweigh the benefits.  n75 It is 
true that some costs of collective action, particularly those associated with intra-group communica-
tion, are medium-specific. Thus, it is conceivable that in time, the ease and affordability of real-time 
communication in cyberspace might eliminate some of the more obvious transaction costs that 
might foreclose collective action by readers in the "real" world. In other contexts, the Internet has 
proved an unprecedentedly effective medium for harnessing collective protests by "netizens" 
against both government and private actions.  n76 However, effective lobbying for legal change re-
quires a far  [*1001]  more sustained investment of effort and resources, and some real-world infra-
structure to coordinate that effort.  n77 

 A theory of collective action also must consider whether one interest group might effectively 
"capture," or simply preempt, the bargaining process.  n78 The institution of digital copyright man-
agement systems -an action entirely within the discretion of copyright owners to undertake or forgo 
-- affords an excellent example of preemption. Such unilateral action renders wholly irrelevant the 
interest group priorities that the group of readers might assert in a hypothetical private bargaining 
process. The anti-tampering provisions of the NIICPA, in contrast, raise suspicions of legislative 
capture. Those provisions, described above, would vest copyright owners with absolute authority to 
define the scope of the digital rights management regime, and would make any interference with 
their choices illegal.  n79 It is difficult to imagine a more blatant example of single-interest group leg-
islation. Not surprisingly, publishers of copyrighted works have given the proposed law their enthu-
siastic support.  n80 

 The problem with all three models of private ordering, in short, is that the process of rule-
formation may not reflect the participation of all the groups whose interests should be considered.  
n81 In particular, when some market participants are comparatively well-heeled and wellorganized 
repeat players and others are not, the resulting rule -whether characterized as norm or arms-length 
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bargain, and whether  [*1002]  legal or extra-legal -- will simply reflect the balance of power.  n82 
Professor Merges has suggested that interest-group priorities unilaterally imposed via standardized 
contracts may achieve such a high degree of market penetration as to amount to private legislation 
imposed on other, unrepresented interest groups.  n83 He argues that in such cases, the contracts "'be-
come effective instruments in the hands of powerful industrial and commercial overlords, enabling 
them to impose a new feudal order of their own making.'"  n84 This analysis applies equally to the 
unilateral institution of copyright management systems -- which, after all, are simply standardized 
adhesion contracts in digital form.  n85 

 In sum, "private ordering" is not a talisman, but simply a descriptor for a variety of activities 
that occur, to some degree, within any legal regime. When the terms and conditions of access to 
copyrighted works are at issue, the paradigmatic small, close-knit community of repeat players nec-
essary for a legitimate -- i.e., consensual and self-enforcing -- system of "order without law" simply 
does not exist. And to the extent readers lack the ability to bargain effectively, either individually or 
collectively, and copyright owners possess the ability unilaterally to impose technological gateways 
that maximize their control over the conditions of access to copyrighted works, the resulting regime 
can hardly be characterized as the result of "market pressures," "interestgroup bargaining," or "pub-
lic choice." In the electronic copyright management regime now under construction, consumers of 
digital works will lose the ability to read anonymously whether they like it or not.   [*1003]  That 
copyright management systems may nonetheless represent "private ordering" of a sort does not re-
solve -- or even begin to answer -- the question whether that result represents good policy or good 
law.  n86 The remainder of this Article addresses that question. 

 IV. A Right To Read Anonymously 

 For the most part, First Amendment jurisprudence has defined readers' rights only incidentally. 
Historically, both courts and commentators have been more concerned with protecting speakers 
than with protecting readers. Protection of speech is, of course, the First Amendment's central, ex-
press guarantee. Until recently, however, the technological means to monitor individuals' reading 
habits did not exist. Thus, the questions whether the First Amendment should be read to establish a 
right to read and what scope to accord such a right have demanded, and received, comparatively 
little attention.  n87 They merit a great deal of attention now. In light of the new digital monitoring 
technologies, it is vitally important that we reexamine our understanding of reading, its relationship 
to speech, and its place in our jurisprudence of speech and speaker's rights. This Article begins one 
part of that project, by considering whether there is or should be a right of anonymous access to 
reading materials that are otherwise made available by willing distributors.  n88 It concludes that the 
close interdependence between receipt and expression of information and between reading and 
freedom  [*1004]  of thought make recognition of such a right sound constitutional policy.  n89 

 The question whether the First Amendment protects a right to read anonymously is, in essence, 
the question whether the textual reference to "speech" may or should be understood to encompass 
and shield from interference all of the modes by which we participate in the process of communica-
tion. Communication may be oral or written, and participation in a given act of communication may 
be active or passive.  n90 It is a truism that both "active" modes of communication -- speaking and 
writing -- qualify as constitutional "speech." The relationship between the receipt of information 
and expression is less well-explored.  n91  [*1005]  

 As a matter of both historical and current practice, the distinction between "active" expression 
and "passive" receipt is less clear than one might suppose. From a historical perspective, the strict 
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demarcation between speaking and reading is a relatively recent one. For much of human history, 
everything from stories to important business matters was transmitted orally.  n92 Even after the ad-
vent of written manuscripts, the words they contained were first "read" by speaking them aloud.  n93 
We have come a long way from the days of medieval scribes and public readings of texts and mis-
sives. However, with the advent of electronic networks and hypertext links, expression and receipt 
of information are blurring once again.  n94 Electronic text is dynamic; rather than following a single, 
linear progression, the reader is free to choose his or her own path through a network of linked ma-
terial. Through this process, the reader participates in the construction of the author's message.  n95 
While it may be premature to speak of the demise of the author,  n96 the creation of at least some 
"speech" in cyberspace thus reflects  [*1006]  the combined efforts of both "authors" and "readers." 

 The uncertain separation between speaking and reading in the digital medium is simply an ex-
ternal manifestation of a process that all readers and listeners undergo. Functionally, the activities of 
the recipient and the proponent of speech -- reading/hearing and speaking/writing, respectively -- 
are properly viewed as two halves of the same whole. Freedom of speech is an empty guarantee 
unless one has something -anything -- to say. A central insight that both copyright and literary the-
ory can lend to First Amendment jurisprudence is that the content of one's speech is shaped by one's 
response to all prior speech, both oral and written, to which one has been exposed. 

 The principle that individual expression is necessarily cumulative has a rich lineage in both 
copyright law and critical copyright theory. "Originality," as a prerequisite for copyright protection, 
is a term of art; it is well-understood that every "original" work of authorship is, in many respects, a 
distillation of the works that came before it.  n97 The same is true of any expression of an idea, 
whether or not "fixed" enough to qualify for copyright protection.  n98 Thoughts and opinions, which 
are the predicates to speech, cannot arise in a vacuum. Whatever their content, they are responses 
formed to things heard or read.  n99 It is  [*1007]  this iterative process of "speech-formation" -- 
which determines, ultimately, both the content of one's speech and the particular viewpoint one es-
pouses -- that the First Amendment should shield from scrutiny.  n100 

 To object that comparatively few people conduct in-depth research before sharing their views 
on a particular topic is to miss the point.  n101 All speech responds to prior speech of some sort. The 
person who expresses vigorous disapproval of Hillary Clinton after months of reading electronic 
bulletins on "femi-nazis" from Rush Limbaugh and subscribing to anti-feminist Usenet newsgroups 
is no different in this regard than the person who reads a judicious mixture of New York Times op-
ed pieces and scholarly literature on feminism before venturing to express an opinion regarding 
Mrs. Clinton's conduct. When the two readers choose to express their own views, the First Amend-
ment protects both speakers equally. Logically, that zone of protection should encompass the entire 
series of intellectual transactions through which they formed the opinions they ultimately chose to 
express. Any less protection would chill inquiry, and as a result, public discourse, concerning politi-
cally and socially controversial issues -- precisely those areas where vigorous public debate is most 
needed, and most sacrosanct.  n102 

 The doctrinal groundwork for a right to read anonymously is discernible in the First Amend-
ment jurisprudence of the McCarthy era.   [*1008]  Even in cases that accepted some degree of gov-
ernment power to inquire into individual involvement with suspected communist organizations, the 
Supreme Court's opinions reflect a sense that individual freedom to read and think lie at the heart of 
the zone of activity that the First Amendment protects. Thus, for example, in Sweezy v. New 
Hampshire,  n103 the Court held that New Hampshire's Attorney General could not, in the course of 
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investigating alleged communist activities, inquire into the contents of a university professor's lec-
tures.  n104 Although no analysis commanded a majority of the Court, six Justices made clear their 
view that the line of questioning pursued by the state threatened a core First Amendment interest in 
freedom of intellectual inquiry.  n105 In other cases, such as Schneider v. Smith,  n106 the Court con-
strued statutes empowering legislative investigation into "subversive" activities narrowly, to pre-
clude a broad authorization to "probe the reading habits" of individuals.  n107 

 The most direct support for a right to read anonymously appears in Lamont v. Postmaster Gen-
eral  n108 and Stanley v. Georgia.  n109 In Lamont, the Court struck down a postal regulation that au-
thorized interception of mail classified as communist propaganda and required addressees to spe-
cially notify the postal service of their desire to receive the material. The regulation invalidated in 
Lamont concerned government surveillance of the mails, rather than a more general right of ano-
nymity. Nonetheless, the Court's reasoning supports a broader application. Writing for the Court, 
Justice Clark relied on the chilling effect that disclosure of individual reading preferences would 
produce, and reasoned that the regulation was "almost certain to have a deterrent effect" on indi-
viduals' ability to receive reading materials of their choice.  n110 Ac-  [*1009]  cordingly, he con-
cluded, the regulation was "at war with the 'uninhibited, robust, and wide-open' debate and discus-
sion that are contemplated by the First Amendment."  n111 

 In Stanley, the Court ruled that a state could not criminalize the private possession of "obscene" 
materials -- even though it might regulate commercial distribution of the identical reading materials.  
n112 Justice Marshall's majority opinion characterized the state's argument as, in essence, "the asser-
tion that the State has the right to control the moral content of a person's thoughts," and termed that 
objective "wholly inconsistent with the philosophy of the First Amendment."  n113 Again, the opinion 
contains language supporting a broader right of anonymity with respect to one's choice of reading 
material. The Court described the right being asserted as "the right to satisfy [one's] intellectual and 
emotional needs in the privacy of [one's] own home" and "the right to be free from state inquiry into 
the contents of [one's] library."  n114 This is privacy language, and has been recognized as such, but it 
is anonymity language as well.  n115  [*1010]  

 The right to read anonymously implicit in Lamont and Stanley is predicated on the likely chill-
ing effect that exposure of a reader's tastes would have on expressive conduct, broadly understood -- 
not only speech itself, but also the information-gathering activities that precede speech.  n116 More 
recently, the Court has held that Stanley's "zone of privacy" extends only to the home, and thus does 
not protect even private individuals' importation or transportation of obscene material for their per-
sonal use.  n117 However, the Court also has reaffirmed Stanley's  [*1011]  First Amendment-based 
recognition of a right of freedom of thought and intellectual inquiry -- a right that necessarily in-
cludes the freedom to read unobserved.  n118 Logically, the same principles that forbid the state from 
"inquiring into the contents of [one's] library" also forbid it from monitoring additions to one's li-
brary as they are acquired.  n119 

 The Court's recent decision in Denver Area Educational Telecommunications Consortium, Inc. 
("DAETC") v. FCC  n120 appears based in part on this reader's right of anonymity. DAETC concerned 
distribution of and access to material deemed merely indecent rather than obscene, and therefore 
eligible for First Amendment protection. The Court struck down a statutory provision requiring ca-
ble system operators to segregate "patently offensive" programming on a separate channel and to 
make that channel available to viewers only upon receipt of a written request, on the ground that the 
statute was more restrictive than necessary to protect minors.  n121 Citing Lamont, the Court indicated 
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that the First Amendment rights at stake included those of "subscribers who fear for their reputa-
tions should the operator, advertently or inadvertently, disclose the list of those who wish to watch 
the 'patently offensive' channel."  n122 Beyond this single sentence, however, the Court offered no fur-
ther discussion of the nature or extent of subscribers' First Amendment rights. The Third Circuit's 
opinion in Fabulous Associates, Inc. v. Pennsylvania Public Utility Commission,  n123 which invali-
dated Pennsylva-  [*1012]  vania regulations requiring users of dial-a-porn services to preregister 
for personalized "access codes," contains a slightly more detailed analysis. The court reasoned that 
"the First Amendment protects against government 'inhibition as well as prohibition,'" including the 
"inhibitory effect" created by a requirement that would-be listeners identify themselves.  n124 

 Above and beyond the chilling effects that flow from intrusion on reader anonymity, however, 
such anonymity has inherent First Amendment value. Last Term, in McIntyre v. Ohio Elections 
Commission,  n125 the Supreme Court reaffirmed that anonymity occupies a central place in the First 
Amendment lexicon. At issue was an Ohio statute that prohibited the distribution of anonymous lit-
erature designed to influence the outcome of an election. Observing that anonymous advocacy has a 
long and distinguished literary and political history, the Court held that an author's decision to re-
main anonymous is a decision about the content of his or her speech, and, as such, entitled to First 
Amendment protection.  n126 

 A similar analysis applies where reader anonymity is concerned. The freedom to read anony-
mously is just as much a part of our tradition, and the choice of reading materials just as expressive 
of identity, as the decision to use or withhold one's name. Indeed, based purely on tradition, the 
freedom to read anonymously may be even more fundamental than the freedom to engage in 
anonymous political speech. Anonymous advocacy has always been controversial.  n127 Anonymous 
reading, in contrast, is something that is taken for granted. The material conditions for non-
anonymous reading -- the technologies that enable content providers to monitor readers' activities 
and choices -- have only recently come to exist.  n128 With them has come the realization  [*1013]  
that the act of reading communicates, and that our tradition of anonymous exploration and inquiry is 
threatened. Reader profiles are valuable to marketers precisely because they disclose information 
about the reader's tastes, preferences, interests, and beliefs. That information is content that the 
reader should have a constitutionally protected interest in refusing to share.  n129 Moreover, the most 
powerful justification advanced for requiring speakers to disclose their identities -- an asserted need 
to ensure speaker accountability for harms to others resulting from defamation, harassment, and the 
like  n130 -- does not apply to readers, for the mere act of reading cannot injure.  n131 

 Last but not least, reading is an important dimension of the individual right of associational 
freedom. The Supreme Court has repeatedly held that there is a constitutionally protected right of 
associational anonymity.  n132 As first articulated in NAACP v. Alabama, this protection is  [*1014]  
in part a function of the expressive aspects of association and of the chill that disclosure of unpopu-
lar associations might impose.  n133 It has also been argued that a right of anonymity in one's interper-
sonal affiliations protects the individual's right to construct his or her identity without public scru-
tiny.  n134 Reading is intellectual association, pure and simple. As such, it is as profoundly constitu-
tive of identity as direct interpersonal association. There are reasons for according even stronger 
protection to reading, moreover. Interpersonal association and group affiliation are, by definition, 
voluntary expressions of a common purpose or interest. Although disclosure of one's affiliations 
may chill protected conduct, the information revealed by such disclosure is, at least, accurate. In 
contrast, one may not wish to affiliate oneself with the authors of some materials one chooses to 
read; indeed, one may affirmatively wish otherwise. I may read The Turner Diaries or The Foun-
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tainhead for purely scholarly reasons, without any intent or desire to associate myself with the 
movements they have come to represent. To the extent that the dangers of being labeled by one's 
reading choices are greater than the dangers of being labeled by one's choice of associates, the case 
for First Amendment protection of association through reading is correspondingly stronger. 

 Lamont and Stanley, DAETC, McIntyre, and NAACP v. Alabama all suggest the glimmerings 
of judicial recognition of a broad right of anonymity extending to all of the constitutive activities of 
communication. As discussion above suggests, to describe this right as merely derivative of the 
First Amendment's express guarantee of freedom of speech begs the question of antecedence. While 
it might be correct to say that we should recognize a right to read anonymously in order to safe-
guard the right to speak, the activities of speaking and of receiving information are symbiotic; one 
cannot exist without the other, and any definition of "speech" in the constitutional sense properly 
encompasses both.  n135 A First Amendment jurisprudence for the new information age  [*1015]  
should expressly reflect and affirm this broad definition. As four justices of the Supreme Court re-
cently acknowledged, "in times of fastchanging technology," the doctrines developed "to give effect 
to the broad command of the First Amendment to protect speech from government interference" 
must be construed in light of this underlying purpose.  n136 Now that digital copyright management 
technology has made it possible to monitor reading habits, preferences regarding political commen-
tary, artistic tastes -- in short, to intrude to an unprecedented degree on private intellectual activity 
of all types -- the doctrines that protect "speech" must be reshaped to ensure that the protection they 
afford is not diminished. 

 Where anonymous access to privately-owned digital works is sought, however, readers' rights 
do not exist in a vacuum. The rights and freedoms of private copyright owners also must be consid-
ered. First, to the extent that the Supreme Court's First Amendment decisions recognize a right to 
read, they expressly or implicitly characterize that right as the right to receive information from a 
willing speaker.  n137 This formulation suggests that the right to read is not absolute.  n138 There is no 
right, for example, to force information from one who is unwilling to speak.  n139 The right to read, 
thus formulated, is the correlative of the right to speak -- no narrower in scope, perhaps, but cer-
tainly no broader.  n140 As a preliminary matter, then, any discussion of a right to  [*1016]  read 
anonymously must consider whether an online information provider that declines to do business 
with an anonymous would-be customer is simply exercising its own First Amendment right not to 
"speak" to a unknown audience.  n141 

 The Supreme Court has suggested that an author's right to control the public distribution of his 
or her work has a constitutional dimension. In Harper & Row, Publishers, Inc. v. Nation Enter-
prises,  n142 which involved the unauthorized release of excerpts from a soon-to-bepublished book, 
the Court made clear that its refusal to invoke the fair use doctrine was motivated in part by concern 
for the author's First Amendment rights. The Court observed that the Framers of the Constitution 
"intended copyright itself to be the engine of free expression."  n143 It reasoned that copyright policies 
reserving control over distribution to the author serve First Amendment as well as copyright pur-
poses. In particular, authors enjoy the same right not to speak accorded other speakers.  n144 Copy-
right protects this right by securing to authors a right of creative control -- a right not to publish 
ideas before they have been developed and polished to the author's satisfaction.  n145 

 Arguably, Harper & Row might be read to stand for the proposition that authors and their pub-
lishers also have a constitutionally protected right to refuse -- for whatever reason -- to distribute 
"their" works to anonymous readers.  n146 However, Harper & Row addressed only the relatively nar-
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row issue of the author's right to control the circumstances surrounding the first publication of a 
work. The reasoning that supports recognition of a First Amendment right with respect to initial 
publication does not necessarily indicate anything about the  [*1017]  constitutional rights of au-
thors and/or publishers with respect to works that have been judged ready for release and have been 
made available for electronic distribution.  n147 For such works, the right of creative control is no 
longer implicated. The only question is the terms on which the reader will be permitted to acquire a 
copy.  n148 

 One can envision circumstances in which the reader's identity might nonetheless matter a great 
deal to the author or publisher of a completed work. For example, the Church of Scientology might 
prefer that its literature be made available only to its own members. For such limited distribution 
works -- works intended exclusively for a particular, limited audience -- a right to refuse to engage 
in anonymous transactions makes sense.  n149 The vast majority of works, however, are offered to  
[*1018]  anyone who wishes to acquire them. Even works that have a limited audience because of 
their subject matter -- for example, many scientific and technical publications -- typically are made 
available to all who are interested. As to these "general distribution" works, the copyright owner 
wants identifying information for its own recordkeeping purposes, rather than because some identi-
fying characteristic of the reader would affect its decision whether or not to distribute the work to 
that particular reader.  n150 When an identification requirement serves administrative or copyright 
management purposes only, the copyright owner's First Amendment argument is at its weakest. 

 The force of the argument that the Constitution protects a copyright owner's right to require 
identifying information from readers, then, depends on the type of work to which it is applied. A 
copyright owner may prefer not to sell to nameless individuals, but in the vast majority of cases the 
First Amendment will not support that preference in the same way that it supports the right to con-
trol first publication.  n151 When  [*1019]  a copyright owner's desire for identifying information is 
motivated simply by copyright management concerns, the reader's right of anonymity should pre-
vail. 

 A second and more important argument, however, is that the First Amendment can guarantee 
anonymous access to privately-owned works only to the extent that state action is implicated in 
copyright owners' efforts to deny such access. Even then, the right to read anonymously, like other 
First Amendment rights, may be subject to restrictions so long as the restrictions survive the appro-
priate level of scrutiny.  n152 In Fabulous, for example, the Third Circuit had little difficulty deciding 
that the government interest in ensuring that pornography is not distributed to children could entail 
some sacrifice of anonymity on the part of adult dial-a-porn recipients.  n153 It is against this back-
ground that the constitutionality of the proposed protection for anonymity-destroying copyright 
management efforts must be examined. 
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Galileo, and Government: Toward Constitutional Protection for Scientific Inquiry, 53 Wash. 
L. Rev. 349 (1978); Gary L. Francione, Experimentation and the Marketplace Theory of the 
First Amendment, 136 U. Pa. L. Rev. 417 (1987); John A. Robertson, The Scientist's Right to 
Research: A Constitutional Analysis, 51 S. Cal. L. Rev. 1203 (1977). Both Professor Robert-
son and the team of Professor Delgado and Mr. Millen argue that scientific research should be 
privileged as a necessary precondition for the dissemination of scientific information. Both 
sets of authors rely in part on a First Amendment right to receive information, although their 
arguments take slightly different paths. Robertson contends that a scientist's right to receive 
the information necessary to conduct research derives from the public's right to receive in-



 

 31 

formation about the end-result of such research, and suggests that scientific information is 
particularly important for the public to receive. Robertson, supra, at 1216-25. Delgado and 
Millen argue that a scientist's right to receive information mirrors the more general right of all 
citizens to receive information on issues of public concern. Delgado & Millen, supra, at 382-
85. 

 Pointing out the contingent and culturally determined nature of efforts to identify the ac-
tivities that are properly considered "scientific" or "informative," Professor Francione persua-
sively rebuts efforts to single out scientific research for special treatment. Francione, supra, at 
482-510. He concludes, however, that the First Amendment cannot be understood to protect 
any preconditions for speech without thereby protecting all of human conduct. Id. at 448, 501. 
As discussed in note 90, supra, I believe that reading can be privileged without such a risk. 
Unlike Delgado and Millen, however, I believe that the relationship between reading and 
speech is fundamental and structural; receipt of external information is an essential precondi-
tion not just for "informed" speech, but for any speech. See infra pp. 1007-1008. 

 
 

n92  See M.T. Clanchy, From Memory to Written Record: England 1066-1307 at 26693 (2d 
ed. 1993). 

 
 

n93  See id. at 266-93. Only gradually did solitary, silent reading become the predominant 
method of using written texts. 

 
 

n94  For a concise, readable introduction to the concepts of hypertext and "hypermedia," see 
Jay David Bolter, Writing Space: The Computer, Hypertext, and the History of Writing 21-31 
(1991); see also M. Ethan Katsh, Law in a Digital World 198-211 (1995). 

 
 

n95  See Bolter, supra note 94, at 59-61, 113-19; George P. Landow, Hypertext: The Conver-
gence of Contemporary Critical Theory and Technology 14-17 (1992) (development of hy-
pertext "reconceived reading as an active process that involves writing"), id. at 8892; see also 
Paul Roberts, Virtual Grub Street: Sorrows of a Multimedia Hack, 292 Harper's Magazine 71, 
75-77 (1996) ("The nexus of creativity is shifted from the writer to either the producers, who 
lay out the text links, or the readers, who make use of those links."); cf. American Civil Lib-
erties Union v. Reno, 992 F. Supp. 824, 843-44 (E.D. Pa. 1996) ("Once one has entered cy-
berspace, one may engage in the dialogue that occurs there. In the argot of the medium, the 
receiver can and does become the content provider, and vice-versa."). 

 
 

n96  Compare Bolter, supra note 94, at 153-66 (suggesting that the electronic author loses di-
rect control over the path of the text but gains the power to "manipulate the reader's time at 
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one remove" by careful construction of textual cross-references), with Roberts, supra note 95, 
at 75-77 (predicting that the author will vanish in the electronic age). 

 
 

n97  See, e.g., Campbell v. Acuff-Rose Music, Inc., 114 S. Ct. 1164, 1169 (1994) ("Every 
book in literature, science and art, borrows, and must necessarily borrow, and use much 
which was well known and used before.") (quoting Emerson v. Davies, 8 F. Cas. 615, 619 (D. 
Mass. 1845) (Story, J.)); Jessica Litman, The Public Domain, 39 Emory L.J. 965, 966 (1990); 
Robert H. Rotstein, Beyond Metaphor: Copyright Infringement and the Fiction of the Work, 
68 Chi.Kent L. Rev. 725, 756-57 (1993); see also James Boyle, Shamans, Software, and 
Spleens: Law and the Construction of the Information Society 54-57 (1996) (arguing that the 
concept of the "romantic author" is a cultural construct that conveniently obscures the extent 
to which so-called "original" works of authorship are based on shared, preexisting cultural 
referents); Peter Jaszi, Toward A Theory of Copyright: The Metamorphoses of 'Authorship,' 
41 Duke L.J. 455 (1991) (tracing the evolution of the "Romantic vision of 'authorship'" 
throughout the history of American copyright law). 

 
 

n98  See 17 U.S.C. § 102 (copyright subsists in "original works of authorship fixed in any 
tangible medium of expression"). 

 
 

n99  See Niva Elkin-Koren, Copyright Law and Social Dialogue on the Information Super-
highway: The Case Against Copyright Liability of Bulletin Board Operators, 13 Cardozo Arts 
& Ent. L.J. 346, 400 n.284 (1995) ("The objective world receives its meaning through sym-
bolic communication, and is, therefore, necessarily mediated by dialogic relations. Identities 
and ideologies are formed through dialogical interaction with shared cultural symbols." (cit-
ing Michael Gardiner, The Dialogics of Critique: M.M. Bakhtin and the Theory of Ideology 
(1992))); cf. Bolter, supra note 94, at 156-57 (characterizing text as "' . . . an arena in which 
reader and author participate in a game of the imagination' . . . every text leaves gaps for the 
reader to complete" (quoting Wolfgang Iser, The Reading Process: A Phenomenological Ap-
proach, in Jane P. Tompkins, Reader-Response Criticism: From Formalism to PostStructural-
ism 50-69 (1974))); Rotstein, supra note 97, at 736-37 (describing the emergence of the post-
structuralist view of text as dependent upon reader interpretation). 

 
 

n100  Cf. Elkin-Koren, supra note 99, at 400 (characterizing cultural and political discourse 
as "an ongoing process of meaning-making through communicative activities" that include 
both communication and interpretation of preexisting symbols or cultural signifiers). Various 
members of the Supreme Court appears to have recognized a weaker version of this argu-
ment. In Board of Educ., Island Trees Union Free School Dist. No. 26 v. Pico, 457 U.S. 853 
(1982), three justices characterized "the right to receive ideas" as "a necessary predicate to the 
recipient's meaningful exercise of his own rights of speech, press, and political freedom." Id. 
at 867 (plurality) (emphasis in original); see also Kleindienst v. Mandel, 408 U.S. 753, 775 
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(1972) (Marshall, J., dissenting) (arguing that the freedoms to hear and to speak "are insepa-
rable; they are two sides of the same coin"); Red Lion Broadcasting v. FCC, 395 U.S. 367, 
390 (1967) (observing that members of the public have the right "to receive suitable access to 
social, political, esthetic, moral, and other ideas and experiences"). That is so, however, not 
merely because of the useful or relevant information that is conveyed, see Pico, 457 U.S. at 
867-68 (plurality), but because without access to the universe of preexisting speech that de-
fines our understanding of the world and our place in it, one would literally have nothing to 
say. 

 
 

n101  The debate over scientific research falls into this error. See supra note 91. 
 
 

n102  See, e.g., McIntyre v. Ohio Elections Commission, 115 S. Ct. 1511, 1519 (1995); Mills 
v. Alabama, 384 U.S. 214, 218-19 (1966); New York Times v. Sullivan, 376 U.S. 254, 269-
70 (1964). 

 
 

n103  354 U.S. 234 (1957) (plurality). 
 
 

n104  Id. at 251-55; id. at 261-66 (Frankfurter, J., concurring in the judgment). 
 
 

n105  Id. at 250-51 ("Teachers and students must always remain free to inquire, to study and 
to evaluate, to gain new maturity and understanding; otherwise our civilization will stagnate 
and die."); see also id. at 262 (Frankfurter, J., concurring in the result) ("For society's good -- 
if understanding be an essential need of society -- inquiries into intellectual problems, specu-
lations about them, stimulation in others of reflection upon them, must be left as unfettered as 
possible."). 

 
 

n106  390 U.S. 17 (1968). 
 
 

n107  Id. at 24-25; see also United States v. Rumely, 345 U.S. 41, 46-47 (1953) (holding that 
statutory authority to investigate "lobbying activities" did not confer power to compel names 
of those who purchased political literature for subsequent distribution). 

 
 

n108  381 U.S. 301 (1965). 
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n109  394 U.S. 557 (1969). 
 
 

n110  Lamont, 381 U.S. at 307. 
 
 

n111  Id. (quoting New York Times Co. v. Sullivan, 376 U.S. 254, 270 (1964)). 
 
 

n112  Stanley, 394 U.S. at 563-65. 
 
 

n113  Id. at 565-66. 
 
 

n114  Id. at 565. 
 
 

n115  See, e.g., Whalen v. Roe, 429 U.S. 589, 599 n.25 (1977); Roe v. Wade, 410 U.S. 113, 
152 (1973). Arguably, the right of informational privacy recognized in Whalen and Nixon v. 
Administrator of General Services, 433 U.S. 425 (1977), also could be used to protect the 
confidentiality of individual reading decisions, at least to an extent. See Froomkin, supra note 
1, at 492-94; George P. Long, III, Note, Who Are You? Identity and Anonymity in Cyber-
space, 55 U. Pitt. L. Rev. 1177, 1189-93 (1994). One recent commentary characterizes the 
right at issue in Stanley as that of "privacy of thought." See Claudia Tuchman, Note, Does 
Privacy Have Four Walls? Salvaging Stanley v. Georgia, 94 Colum. L. Rev. 2267, 2280-82 
(1994). Professor Kreimer locates a right of anonymity in constitutional privacy doctrine as 
part of a "freedom of intimate self-definition." See Kreimer, supra note 1, at 12, 69-71. With-
out question, "informational privacy" and anonymity concerns are closely related. As both 
Kreimer and Tuchman recognize, however, a pure constitutional privacy framework alone 
will not justify or protect the full range of anonymity concerns. See Kreimer, supra note 1, at 
69-71, 131-43 (constructing a combined privacy and First Amendment rationale for a right of 
anonymity with respect to intimate information and "self-regarding activities crucial to per-
sonal identity"); Tuchman, supra, at 2280-82 (analyzing "privacy of thought" in First 
Amendment terms); see also infra notes 216-17, at 1032-33 (discussing "anonymity" issues as 
a unique subset of "privacy" issues). 

 The Ninth Circuit's recent decision in Oregon Natural Desert Ass'n v. Bibles, 83 F.3d 
1168 (9th Cir. 1996), illustrates this distinction. The case involved a Freedom of Information 
Act request for the names of individuals on the mailing list for a newsletter distributed by the 
Bureau of Land Management. The court held that the privacy rights of the affected individu-
als did not bar disclosure because "the majority" of them had asked to be placed on the mail-
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ing list, and because disclosure was sought in order to send newsletter recipients additional 
materials dealing with the same subject matter. Id. at 1171-73. Thus, in effect, it reasoned that 
a request for reading material may waive any interest in having the request kept confidential. 
The former type of consent should not so easily be read to imply the latter. (If the federal 
government funded abortions, could it be required to disclose the names of individuals who 
had requested information about such services, so that they could be targeted for private anti-
abortion mailings?) If the court had considered First Amendment-based anonymity concerns, 
the result might -- and, I would argue, should -- have been different. 

 
 

n116  See Ault, supra note 87, at 1543-46; see also O'Neil, supra note 87, at 219-20 (charac-
terizing Lamont as an unconstitutional conditions case). The definitive treatment of the "chill-
ing effect" as an independent and sufficient basis for according First Amendment protection 
is Frederick Schauer, Fear, Risk and the First Amendment: Unraveling the "Chilling Effect", 
58 B.U.L. Rev. 685 (1978). 

 
 

n117  See United States v. Twelve 200-Foot Reels of Super 8mm. Film, 413 U.S. 123 (1973); 
United States v. Orito, 413 U.S. 139 (1973); see also Osborne v. Ohio, 495 U.S. 103 (1990) 
(holding Stanley inapplicable in cases involving the private possession of child pornography 
because of the compelling state interest in protecting children from being used as pornogra-
phers' subjects). Osborne, in particular, makes clear that a sufficiently important government 
interest may override whatever rights of anonymity or privacy readers have. Osborne, 495 
U.S. at 10810; see infra pp. 1026-27. For a persuasive critique of the "spatial" conception of 
privacy developed in the post-Stanley cases, see Tuchman, supra note 115. 

 The Court's focus on the privacy of the home also suggests that any right to read anony-
mously might apply only to digital information accessed through a home computer system -
and not, for example, to information accessed using computer facilities provided by one's em-
ployer. Since many individuals (including this author) connect to the Internet via an em-
ployerprovided link, the answer to this question could significantly affect the practical extent 
of First Amendment protection for individual reading activity. See, e.g., Lawrence Lessig, 
The Path of Cyberlaw, 104 Yale L.J. 1743, 1748-49 (1995) (describing how the systems op-
erator at a university might easily monitor users' activities). In general, employee rights 
against surveillance by private employers are a function of federal and state privacy law. See, 
e.g., Julie A. Flanagan, Note, Restricting Electronic Monitoring in the Private Workplace, 43 
Duke L.J. 1256, 1264-71 (1994); Larry O. Gantt, An Affront to Human Dignity: Electronic 
Mail Monitoring in the Private Sector Workplace, 8 Harv. J.L. & Tech. 345 (1995); David 
Neil King, Note, Privacy Issues in the Private-Sector Workplace: Protection from Electronic 
Surveillance and the Emerging "Privacy Gap", 67 S. Cal. L. Rev. 441 (1994); Note, Address-
ing New Hazards of the High Technology Workplace, 104 Harv. L. Rev. 1898 (1991). Fed-
eral and state employers are directly subject to the First Amendment, but may in some cir-
cumstances limit the exercise of employee First Amendment rights for administrative reasons; 
the extent of this authority has been hotly disputed. See, e.g., United States v. National Treas-
ury Employees Union, 115 S. Ct. 1003 (1995); Waters v. Churchill, 511 U.S. 1061 (1994); 
Rankin v. McPherson, 483 U.S. 378 (1987); Connick v. Myers, 461 U.S. 138 (1983); 
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Pickering v. Board of Educ., 391 U.S. 563 (1967); Leslie S. Blickenstaff, Don't Tip the 
Scales! The Actual Malice Standard Unjustifiably Eliminates First Amendment Protection for 
Public Employees' Recklessly False Statements, 70 Minn. L. Rev. 2911 (1996). The question 
whether current law affords adequate protection to the reading activities of employees, public 
or private, is beyond the scope of this Article. 

 
 

n118  See Bowers v. Hardwick, 478 U.S. 186, 195 (1986) (characterizing Stanley as "firmly 
grounded in the First Amendment['s]" prohibition against thought control); Paris Adult Thea-
tre I v. Slaton, 413 U.S. 49, 65-67 (1973) (distinguishing refusal to protect distribution of ob-
scene materials from "control of reason and the intellect"). 

 
 

n119  Stanley, 394 U.S. at 565. Whether the identical conduct by private copyright owners 
implicates state action sufficient to trigger First Amendment protection is discussed in Part V, 
infra. 

 
 

n120  116 S. Ct. 2374 (1996). 
 
 

n121  Id. at 2390-96. Although six members of the Court agreed that the segregation provi-
sion was unconstitutional as worded, they were divided as to the appropriate level of scrutiny. 
See id. at 2391 (suggesting that intermediate scrutiny might be required); id. at 2407-19 
(Kennedy, J., concurring in part, concurring in the judgment in part, and dissenting in part) 
(arguing that strict scrutiny should apply). 

 
 

n122  Id. at 2390 (citing Lamont v. Postmaster Gen., 381 U.S. 301, 307 (1965)). The Ninth 
Circuit's recent decision to require the Bureau of Land Management to disclose the names of 
individuals who had asked to be placed on its mailing list, though based entirely on a privacy 
rationale, appears inconsistent with this reasoning. See Oregon Natural Desert Ass'n v. Bi-
bles, 83 F.3d 1168 (9th Cir. 1996); supra note 115. 

 
 

n123  896 F.2d 780 (3d Cir. 1990). 
 
 

n124  Id. at 785 (quoting Lamont, 381 U.S. at 309 (Brennan, J., concurring)). 
 
 

n125  115 S. Ct. 1511 (1995). 
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n126  Id. at 1516-17; see also Talley v. California, 362 U.S. 60, 64-65 (1960) (invalidating 
city ordinance prohibiting the anonymous distribution of handbills). 

 
 

n127  See McIntyre, 115 S. Ct. at 1526-28 (Thomas, J., concurring) (chronicling Founding-
era attempts to require authors of news articles and pamphlets to disclose their identities); 
Talley, 362 U.S. at 64-65 (describing punishments inflicted by English courts on individuals 
who refused to disclose information that might lead to discovery of anonymous or pseudony-
mous authors' identities). 

 
 

n128  This terminology is borrowed from Jeffrey H. Reiman, Driving to the Panopticon: A 
Philosophical Exploration of the Risks to Privacy Posed by the Highway Technology of the 
Future, 11 Santa Clara Computer & High Tech. L.J. 27, 43-44 (1995). Reiman defines "mate-
rial conditions" for privacy as the "physical realities that hinder others in gathering informa-
tion about or experiences of you." Id. at 43. He observes that the new monitoring technologies 
establish the "material conditions for invasion of privacy on unheard-of scale." Id. at 44. This 
analysis fits the particular case of copyright management technologies uncomfortably well. 

 The fact that nearly all states have enacted statutes to protect the confidentiality of library 
circulation records (low-tech and less pervasive precursors of digital copyright management 
systems) is compelling evidence of the high value placed by the general public on the free-
dom to read anonymously. See infra note 213. 

 
 

n129  Cf. Anne W. Branscomb, Anonymity, Autonomy, and Accountability: Challenges to 
the First Amendment in Cyberspaces, 104 Yale L.J. 1639, 1644 (1995); Reiman, supra note 
128, at 38-42 (arguing that such intrusions, if pervasive, will deprive individuals of "self-
ownership" and stunt their inner emotional and intellectual lives). Arguably, therefore, requir-
ing readers to disclose their identities might constitute unconstitutional compulsion. Cf. Woo-
ley v. Maynard, 430 U.S. 705, 714 (1977) (holding that state motto on license plate consti-
tuted a form of compelled speech and that defendant's prosecution for removing motto vio-
lated his First Amendment rights); West Virginia Bd. of Educ. v. Barnette, 319 U.S. 624, 641 
(1943) (holding that compelling public school students to recite the Pledge of Allegiance in 
violation of their religious beliefs offended the First Amendment). 

 
 

n130  See, e.g., McIntyre, 115 S. Ct. at 1536-37 (Scalia, J., dissenting) (arguing that speaker 
identification requirements are desirable because they promote accountability for false and 
harmful statements); Branscomb, supra note 129, at 1644; Froomkin, supra note 1, at 401-04; 
A. Michael Froomkin, Anonymity and Its Enmities, 1 J. Online L. art. 4, PP 50-52 (1995), 
available online http://www.law.cornell.edu/jol/froomkin.html (characterizing the account-
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ability argument as "the strongest moral objection to the increase in anonymous interaction" 
on the Internet); Kreimer, supra note 1, at 78-88. But see Lee Tien, Who's Afraid of Anony-
mous Speech? McIntyre and the Internet, 75 Or. L. Rev. 117, 152 (arguing that the account-
ability argument "ultimately reduces to a concern about ordinary individuals, not 'responsible' 
elites, engaging in speech without being vertically filtered"). 

 
 

n131  Unauthorized access to information held as a trade secret may cause injury. In such 
cases, anonymous access might properly be denied for other reasons. See infra note 149 and 
accompanying text. 

 
 

n132  See, e.g., Gibson v. Florida Legislative Investigation Comm., 372 U.S. 539 (1963); 
Bates v. City of Little Rock, 361 U.S. 516 (1960); NAACP v. Alabama ex rel. Patterson, 357 
U.S. 449 (1958). 

 
 

n133  NAACP v. Alabama, 357 U.S. at 460-62. Thus, although the Court identified the right 
of associational anonymity as grounded in the assembly clause of the First Amendment, it 
noted "the close nexus between the freedoms of speech and assembly." Id. at 460. 

 NAACP v. Alabama was the stated basis for the only reported First Amendment chal-
lenge to a prosecutor's attempt to subpoena library circulation records. The court summarily 
rejected the constitutional argument without deciding whether NAACP might be read to af-
ford a right to reader anonymity. Brown v. Johnston, 328 N.W.2d 510, 512-13 (Iowa), cert. 
denied, 463 U.S. 1208 (1993). 

 
 

n134  See Tien, supra note 130. 
 
 

n135  See Lamont v. Postmaster Gen., 381 U.S. 301, 308 (1965) (Brennan, J., concurring) 
(characterizing as "equally fundamental" the rights "necessary to make the [First Amend-
ment's] express guarantees fully meaningful"). 

 
 

n136  International Soc'y for Krishna Consciousness, Inc. v. Lee, 505 U.S. 672, 697 (1992) 
(Kennedy, J., concurring in the judgment); see also Denver Area Educ. Telecomm. Consor-
tium, Inc. v. FCC, 116 S. Ct. 2374, 2402-03 (1996) (Souter, J., concurring) (analyzing the 
danger of establishing fixed legal standards for rapidly developing technology). 
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n137  See, e.g., United States v. National Treasury Employees Union, 115 S. Ct. 1003, 1015 
(1995); Board of Educ., Island Trees Union Free Sch. Dist. No. 26 v. Pico, 457 U.S. 853, 
86668 (plurality) (1982); Virginia State Bd. of Pharmacy v. Virginia Citizens Consumer 
Council, Inc., 425 U.S. 748, 756-57 (1976); Kleindienst v. Mandel, 408 U.S. 753, 762-65 
(1972); Red Lion Broad. Co. v. FCC, 395 U.S. 367, 390 (1969). 

 
 

n138  First Amendment rights assume slightly different contours where children are involved. 
See, e.g., Sable Communications v. FCC, 492 U.S. 115, 126 (1989) (holding that children 
may be shielded from speech that is not "obscene" by adult standards); Tinker v. Des Moines 
Indep. Community Sch. Dist., 393 U.S. 503, 506 (1969) (holding that, although children do 
not shed their First Amendment rights at the schoolhouse door, those rights must be inter-
preted "in light of the special characteristics of school environment"). It is reasonable to as-
sume that a right to read anonymously would be no different in this regard. For example, 
some leeway to inquire whether school children have done their assigned reading seems un-
warranted. The discussion in this Article presupposes adult readers. 

 
 

n139  Wooley v. Maynard, 430 U.S. 705, 714 (1977). 
 
 

n140  See Lee, supra note 87, at 324-25. 
 
 

n141  This formulation of the right to read also raises the question whether, in some circum-
stances, there might be an affirmative right of access to information that trumps the speaker's 
right to withhold it. This Article does not address that question. 

 
 

n142  471 U.S. 539 (1985). 
 
 

n143  Id. at 558. 
 
 

n144  Id. at 559-60. 
 
 

n145  Id. at 555, 559-60; see also Salinger v. Random House, Inc., 811 F.2d 90, 100 (2d Cir.) 
(holding that an author has a right "to protect the expressive content of his unpublished writ-
ings"), cert. denied, 484 U.S. 890 (1987). 
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n146  Although the right of creative control sketched by the Harper & Row Court might seem 
personal to the author, the Court did not raise this issue, but allowed a publisher to assert the 
right on the author's behalf. Moreover, innumerable decisions according publishers the status 
of First Amendment speakers make clear that publishers, too, have their own rights not to 
speak. See, e.g., Hurley v. Irish-American Gay, Lesbian & Bisexual Group, 115 S. Ct. 2338, 
2345-46 (1995); Turner Broadcasting Sys., Inc. v. FCC, 114 S. Ct. 2445, 2456 (1994); Miami 
Herald Publish. Co. v. Tornillo, 418 U.S. 241, 258 (1974). 

 
 

n147  For purposes of this inquiry, it is not significant that a digital work may be the subject 
of regular revisions and updates after it is released to the general public. The dispositive ques-
tion is not whether the work is "final," but whether some version of it is made available for 
acquisition by interested readers. See Julie E. Cohen, Reverse Engineering and the Rise of 
Electronic Vigilantism: Intellectual Property Implications of "Lock-Out" Programs, 68 S. Cal. 
L. Rev. 1091, 1113 (1995). 

 
 

n148  Cf. Robert A. Kreiss, Accessibility and Commercialization in Copyright Theory, 43 
UCLA L. Rev. 1 (1995) (suggesting that public rights of access to a copyrighted work should 
turn on whether or not the work has been "commercialized"). Without more information as to 
what "commercialization" means -- in particular, whether a copyright owner could argue that 
distribution to a small number of licensees is not enough to trigger Professor Kreiss' quid pro 
quo -I am not necessarily prepared to agree that commercialization should be the only crite-
rion for access to a work. With a similar caveat, however, a commercialization or "general 
distribution" test provides a useful basis for assessing the plausibility of a copyright owner's 
claim that particular contract terms are necessary to effectuate its constitutional right not to 
speak. 

 
 

n149  For similar reasons, it make sense to argue that in some circumstances a sender of elec-
tronic mail could refuse to "speak" to anonymous "listeners." This Article has focused primar-
ily on more traditional works of authorship -- literature, musical compositions, and so on -- 
that are offered for public distribution online. See 17 U.S.C. § 102(a) (1994). In cyberspace, 
one method of distinguishing between such works and more conversational communications 
is lost, since in both cases, the medium of transmission is the same. See, e.g., Niva Elkin-
Koren, Copyright Law and Social Dialogue on the Information Superhighway: The Case 
Against Copyright Liability of Bulletin Board Operators, 13 Cardozo Arts & Ent. L.J. 345, 
389-90 (1995) (arguing that the new digital media "create a continuum" between modes of 
communication traditionally viewed as private and those traditionally viewed as public); 
Henry H. Perritt, Jr., Tort Liability, the First Amendment, and Equal Access to Electronic 
Networks, 5 Harv. J.L. & Tech. 65, 67 (1992) (observing that the line of demarcation between 
electronic publishing and private electronic conversation is blurred). Nonetheless, it is diffi-
cult to argue that distribution of so-called traditional works via personalized electronic 
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"communication" supports a right-not-tospeak claim. Although a novel certainly is speech in 
the constitutional sense, see Harper & Row, 471 U.S. at 558-60, in "real" (as opposed to cy-
ber-) space, the decisions to write and publish it are separate, both temporally and logically, 
from later purchase-and-sale transactions with individual customers. 

 It is worth noting, moreover, that many electronic mail conversations both "look" and 
"feel" more like traditional, published works in this regard. For example, posts to open-
subscription Internet listservs or Usenet discussion groups are inherently public in nature -- 
they are conversations with many listeners, most of whom remain silent and unidentified, and 
there are no membership restrictions. Accordingly, any attempt to use a right-not-to-speak 
claim to defeat anonymous access to listserv or Usenet posts would be implausible. 

 One way to determine whether a work or communication belongs in the "limited audi-
ence" category might be whether the information it contains qualifies as a trade secret. See, 
e.g., Restatement (Third) Unfair Competition § 39 (1995); Uniform Trade Secrets Act § 1(4). 
By definition, a trade secret's value inheres in its continuing secrecy, which its owner should 
remain free to protect. However, the requirement that a trade secret confer an economic ad-
vantage on its owner may be a difficult standard for some claimants to meet. See, e.g., Reli-
gious Technology Ctr. v. Wollersheim, 796 F.2d 1076, 1090 (9th Cir. 1986) ("We do not ac-
cept that a trade secret can be based on the spiritual advantage the Church [of Scientology] 
believes its adherents acquire over non-adherents by using the materials in the prescribed 
manner." (emphasis in original)), cert. denied, 479 U.S. 1103 (1987). Nor is an "economic 
advantage" test necessarily appropriate for determining when an author-speaker may invoke 
First Amendment rights. 

 
 

n150  Once armed with reader identifying information, some copyright owners who hold their 
works out for general distribution might seek to engage in price discrimination or private cen-
sorship with respect to particular individuals or groups. Whether this is a good thing, a bad 
thing, or a mixed blessing is a subject on which reasonable minds will differ. Charging lower 
rates to educators, for example, does not seem invidious. See Weber, supra note 4 (suggesting 
that some copyright owners may wish to implement a variable royalty schedule that, for ex-
ample, charges more for commercial uses than for educational ones); see also Stefik, supra 
note 4, at 23 (envisioning grants of "special rights to certified librarians, researchers, and 
teachers"). However, one can imagine discriminatory policies that are far less benign. The 
economics and ethics of price discrimination and private censorship are vast topics, and I will 
not pursue them here. It is worth noting, though, that reliance on the market to suppress the 
more irrational instances of discriminatory pricing may be misplaced, for the reasons dis-
cussed in Part III, supra. 

 
 

n151  Nor, as Part III demonstrates, may copyright owners fall back on arguments about free-
dom of contract to justify a preference for standardized electronic contracts that uncondition-
ally require the surrender of anonymity. 
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n152  See, e.g., Osborne v. Ohio, 495 U.S. 103, 108-10 (1990) (declining to recognize a con-
stitutionally protected right to receive child pornography, in light of the compelling state in-
terest in protecting children from abuse). Thus, for example, the deeply-rooted presumption 
that reading habits are sacrosanct coexists with another line of cases that accept without ques-
tion judicial power to inquire into individual reading habits in particular circumstances. Most 
notably, a criminal defendant may question prospective jurors as to their choice of reading 
material in an effort to identify prior knowledge or bias. See, e.g., United States v. Jackson, 
542 F.2d 403 (7th Cir. 1976); United States v. Hearst, 466 F. Supp. 1068, 1076 (N.D. Cal. 
1978), modified, 638 F.2d 1190 (9th Cir. 1980), cert. denied, 451 U.S. 938 (1981). Arguably, 
however, these cases stand for no more than the ordinary proposition that the government 
may impose rules that incidentally but evenhandedly burden the exercise of First Amendment 
rights for sufficiently substantial reasons. See infra page 1026. 
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The copyright troll and the phenomenon of copyright trolling have thus far received 
surprisingly little attention in discussions of copyright law and policy. A copyright troll 
refers to an entity that acquires a tailored interest in a copyrighted work with the sole 
objective of enforcing claims relating to that work against copiers in a zealous and 
dogmatic manner. Not being a creator, distributor, performer, or indeed user of the 
protected work, the copyright troll operates entirely in the market for copyright claims. 
With specialized skills in monitoring and enforcing copyright infringement, the troll is 
able to lower its litigation costs, enabling it to bring claims against defendants that an 
ordinary copyright owner might have chosen not to.  

As a matter of law, the copyright troll’s model usually complies with all of copyright’s 
formal rules. Courts have as a result struggled to find a coherent legal basis on which 
to curb the copyright troll. In this Article, I show that the real problem with the 
copyright troll originates in the connection between copyright’s stated goal of 
incentivizing creativity and the enforcement of copyright claims, which discussions of 
copyright law and policy fail to adequately capture. Copyright claims, much like other 
private law claims, are systematically under-enforced. This under-enforcement is 
neither purely fortuitous nor indeed marginal to the system, but instead operates as an 
important safety valve that introduces an informal breathing space into copyright’s 
functioning. Over time, this under-enforcement results in a balance between claims that 
are actionable and enforced, and those that are actionable but tolerated. It is precisely 
this balance that the advent of the troll disrupts, since it seeks to enforce claims that 
copyright owners would have otherwise tolerated.  

This Article unpacks the connection between the incentive to create and the incentive to 
enforce in copyright to show why the troll’s actions are indeed problematic, despite its 
formal compliance with copyright’s legal rules. In so doing, it shows how the troll 
exploits the market for copyright claims, and argues that a permanent solution to the 
problem will entail targeting the troll’s incentive structure rather than using any of 
copyright’s existing doctrines.  
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INTRODUCTION 
 
 The “troll” is becoming a familiar figure in the world of 
intellectual property law. As an idea, it made its first appearance in patent 
law, where a “patent troll” today refers to a nonperforming patent owner 
who merely seeks to enjoin the use of an invention without itself using the 
invention or servicing the market for it – the proverbial “dog in the 
manger”.1 Indeed, during oral argument in a recent Supreme Court case 
involving the legal standard for patent injunctions, one Justice seemed 
suitably amused by the term, comparing it to a “scary thing” lying in wait 
for innocent victims under the bridge.2 
 For all the attention that the troll has received in patent law 
however, its presence in copyright law, together with the allied practice of 
copyright trolling, has been largely ignored. References to “copyright 
trolls” in the literature have in the past been few and far between.3 The 
idea began to get a great deal of attention just this past year, when a 
Nevada-based company by the name of Righthaven LLC came to develop 
a business model that revolved around enforcing third party copyright 
                                                             
1 See, e.g., John M. Golden, “Patent Trolls” and Patent Remedies, 85 TEX. L. REV. 2111, 2112 
(2007); Ted Sichelman, Patent Commercialization, 62 STAN. L. REV. 341, 369 (2010); Ronald J. 
Mann, Do Patents Facilitate Financing in the Software Industry?, 83 TEX. L. REV. 961, 1023 
(2005); James F. McDonough III, Comment, The Myth of the Patent Troll: An Alternative View of 
the Function of Patent Dealers in an Idea Economy, 56 EMORY L.J. 189, 192 (2006); Marc Morgan, 
Stop Looking Under the Bridge for Imaginary Creatures: A Comment Examining Who Really 
Deserves the Title Patent Troll, 17 FED. CIR. B.J. 165 (2008); Michael Risch, Patent Troll Myths, 
42 SETON HALL L. REV. (forthcoming 2012); Sannu K. Shrestha, Note, Trolls or Market-makers? 
An Empirical Analysis of Nonpracticing Entites, 110 COLUM. L. REV. 114 (2010); Gerard N. 
Magliocca, Blackberries and Barnyards: Patent Trolls and the Perils of Innovation, 82 NOTRE 
DAME L. REV. 1809, 1810 (2007). 
2 Transcript of Oral Argument, eBay, Inc. v. Mercexchange LLC, No. 05-130, at 25-26. 
3 For some early usage of the term see: John Tehranian, Infringement Nation: Copyright Reform 
and the Law/Norm Gap, 2007 UTAH L. REV. 537, 550; Lionel Bently, People v. The Author: From 
the Death Penalty to Community Service, 32 COLUM. J.L. & ARTS 1, 11-12 (2008). 
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claims against infringers, claims in which it had no more than an 
artificially tailored assignment of rights.4 In essence, Righthaven’s model 
was premised on buying one of the creator’s several rights to exclude from 
the bundle of exclusive rights that copyright law grants every creator, and 
enforcing it efficiently, albeit in dogmatic fashion. 
 Interestingly enough though, copyright law has for long enabled 
behavior that is only today pejoratively described as “trolling”. In enacting 
the Copyright Act of 1976, Congress abandoned the long-known idea that 
copyright’s set of exclusive rights, whenever granted to a creator, was 
fundamentally indivisible. Under this old approach, copyright law was 
seen as granting authors a limited set of exclusive entitlements. In 
assigning these rights, authors could either assign them as a unified whole 
or not at all.5 Any attempt to assign anything less than the whole was 
treated by the law as a mere license, with the assignee/licensee then 
having no independent standing to commence an action for infringement.6 
This made determining ownership of copyright a relatively simple matter 
and precluded parties from tailoring their contractual arrangements in 
excessively idiosyncratic terms. The Act of 1976 however consciously 
abandoned this approach by allowing the bundle to be broken up into as 
many rights or mini-rights as the parties deemed necessary during an 
assignment.7 Additionally and perhaps more importantly, it went one step 
further by creating an affirmative rule of standing, under which an 
exclusive licensee or assignee of any right or mini-right was deemed to be 
the “owner” of that right and given the ability to commence an action for 
copyright infringement as long as it related to any right covered by the 
contract.8 The Act thus came to recognize the idea of multiple ownership 
of a single work, and allowed each owner to hold a narrowly defined and 
limited set of rights.9 
 Analytically, this change seemed rather logical at the time. Since 
use and exclusion are taken to be the two primary and interdependent 
                                                             
4 For Righthaven’s first lawsuit under its business model see: Complaint and Demand for Jury 
Trial, Righthaven LLC v. Moneyreign, Inc., Case No. 2:10-CV-0350 (D.C. Nev., March 13, 2010). 
For early coverage of its strategy see: David Kravets, Newspaper Chain’s New Business Plan: 
Copyright Suits, Wired.Com, July 22, 2010, available at 
http://www.wired.com/threatlevel/2010/07/copyright-trolling-for-dollars/ (last visited June 17, 
2011). 
5 See 3 MELVILLE B. NIMMER & DAVID NIMMER, NIMMER ON COPYRIGHT §10.01 (2010); Elliot 
Groffman, Divisibility of Copyright: Its Application and Effect, 19 SANTA CLARA L. REV. 171, 171 
(1979); Molly Shaffer Van Houweling, Author Autonomy and Atomism in Copyright Law, 96 VA. 
L. REV. 549, 564 (2010). 
6 3 NIMMER, supra note __, at §10.01[A] & [C][1]. 
7 17 U.S.C. §201(d)(2) (2005); id. at §10.02. 
8 3 NIMMER, supra note __, at §10.02 [B][1];  
9 3 id. at §12.02; 17 U.S.C. §101 (2005) (definition of “transfer of copyright ownership”). 
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features of ownership, characterizing any party that holds both rights 
together as its “owner” now made perfect sense.10 Yet, by allowing for the 
unrestricted fragmentation of copyright’s bundle of exclusive rights and 
simultaneously endowing it with independent practical significance (i.e., 
standing), the Act allowed for a rather significant loophole on the 
enforcement front. In situations where a copyright-holder might want to 
sell its enforcement rights (though not use rights) to another party, a 
practice otherwise forbidden under traditional contract and common law 
rules prohibiting the sale of legal claims,11 the parties could now create an 
exclusive license (or assignment) that granted the licensee an artificially 
tailored use right, which would in turn indirectly enable the licensee to 
commence an action for infringement qua owner. Of course, this tailoring 
of the use right had to overlap with the scope of the enforcement sought. 
But in situations where the target of the enforcement (i.e., the putative 
defendant) had already been identified either individually or by class, this 
posed no problem. The copyright holder could create an exclusive license 
that covered the precise activities, time frame, and geographic area of the 
defendant, and the licensee could enforce the copyright on its own, with 
claims for statutory and willful damages. Thus emerged the potential for 
copyright trolls. 

It was precisely this loophole that Righthaven crafted its entire 
enterprise around—earning it the dubious distinction of becoming 
copyright law’s first anointed “troll”. In under two years, Righthaven 
managed to bring more than 290 cases of copyright infringement against 
defendants—and settled many of these cases, or succeeded in obtaining 
statutory damages from courts.12 Its success in these actions in turn 
resulted in an outpouring of criticism from different corners.13 
                                                             
10 For an elaborate discussion of the use-exclusion connection in property law see: J.E. PENNER, 
THE IDEA OF PROPERTY IN LAW 68 (2000). 
11 See generally infra Part II; Walter Wheeler Cook, The Alienability of Choses in Action, 29 HARV. 
L. REV. 816 (1916). The prohibition is thought to emanate from the common law rules against 
champerty and maintenance. For a recent overview of the prohibition see Maya Steinitz, Whose 
Claim is this Anyway? Third Party Litigation Funding, 95 MINN. L. REV. 1268, 1286 (2011). 
12 For a comprehensive listing of these cases see: Comprehensive List of Copyright Infringement 
Lawsuits filed by Righthaven, LLC, available at http://www.righthavenlawsuits.com/lawsuits.html 
(last visited on June 18, 2011). 
13 See, e.g., Debra Cassena Weiss, ‘Attack Dog’ Group Buys Newspaper Copyrights, Sues 86 
Websites, ABA J., Apr. 4, 2010, available at 
http://www.abajournal.com/mobile/article/attack_dog_group_buys_newspaper_copyrights_sues_86
websites (last visited June 18, 2011); Jay Fitzgerald, Legal Shark Sues Boston Bloggers, 
BOSTONHERALD.COM, Aug. 8, 2010, available at 
http://www.bostonherald.com/business/general/view/20100808legal_shark_sues_boston_bloggers_
las_vegas_paper_sells_news_content_to_lawyer (last visited June 18, 2011); Joe Mullin, Is this the 
Birth of the Copyright Troll?, LAW.COM, Aug. 16, 2010, available at 
http://www.law.com/jsp/cc/PubArticleCC.jsp?id=1202466627090&Is_This_the_Birth_of_the_Cop
yright_Troll (last visited June 18, 2011); Susan Beck, “Copyright Troll” Righthaven Passes Early 
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 On the face of things though, it isn’t readily apparent why a 
copyright owner’s delegation of the enforcement of its exclusionary rights 
to another entity with special expertise in that task, ought to be seen as 
problematic. The delegation solves what economists call the principal-
agent problem by allowing for the perfect alignment of the agent’s 
incentives with those of the principal, through the mechanism of divided 
ownership.14 Additionally, the law’s historical reluctance to allow for the 
free alienability of legal claims to third parties that are better positioned to 
enforce them has for long been thought to lack a suitably strong 
explanation.15 If a right is violated, and its enforcement is therefore the 
subject of a perfectly valid legal claim, why should it matter exactly who 
commences the legal action, as long as the original right-holder obtains 
some direct or indirect benefit from the enforcement? Scholars have 
continued to make this argument in response to the law’s prohibition on 
the alienation of legal claims;16 and yet, when copyright law now seems to 
have indirectly allowed for just such alienation, it is seen as deeply 
problematic. Despite the voluminous media coverage that Righthaven’s 
activities as a “troll” got, the precise legal, theoretical, or policy reasons 
for the purported illegitimacy of its business model have received 
surprisingly little attention. Indeed, much of the rhetoric surrounding 
Righthaven’s actions as a troll seemed to stem from the perceived 
unfairness of today’s copyright laws, around which its enforcement model 
is built.17 
 In this Article, I argue that the real reasons why allowing copyright 
owners to outsource and delegate the enforcement of their rights to third 
parties (trolls) such as Righthaven is troublesome originate in its 
disruption of an enforcement equilibrium that is integral to the functioning 
of copyright as an institution. While structured along the lines of a 
property right, copyright law embodies a deep instrumentalism—relating 
to the encouragement of creativity—that is manifested both in the working 
of its individual doctrines and in the way in which they interact with each 
other in ensemble. Copyright law however consciously chooses to realize 
this instrumental goal through the vehicle of private enforcement, which 

                                                                                                                                                       
Federal Court Test, THE AMERICAN LAWYER, Sep. 9, 2010, available at 
http://www.law.com/jsp/cc/PubArticleCC.jsp?id=1202471807253&Copyright_Troll_Righthaven_P
asses_Early_Federal_Court_Test (last visited on June 18, 2011). 
14 For a general overview of the agency cost problem see: JEAN-JACQUES LAFFONT & DAVID 
MARTIMORT, THE THEORY OF INCENTIVES: THE PRINCIPAL-AGENT MODEL 3 (2002). 
15 See Anthony J. Sebok, The Inauthentic Claim, 64 VAND. L. REV. 61, 120-22 (2011); Michael 
Abramowicz, On the Alienability of Legal Claims, 114 YALE L.J. 697, 703-57 (2005). 
16 Id. 
17 See supra note __ at sources therein. 
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explains why it is structured as a regime of private law.18 And as with 
most regimes of private enforcement, realization of the institution’s social 
goals depends on their alignment with the enforcement incentives of 
private actors. Nonetheless, as has been shown to be true in innumerable 
contexts, the enforcement incentives of private actors invariably come to 
be influenced by various costs and considerations external to the formal 
rules of the legal regime.19 The result is often a systematic under-
enforcement of otherwise actionable claims. So it is with copyright too, 
where this manifests itself in the creation of a balance between actionable 
claims of infringement that are actually enforced and actionable claims 
that are instead tolerated and treated as de facto non-infringing claims.20  

Copyright claims, much like other private law claims in the areas 
of tort, property and contract, are thus systematically under-enforced.21 It 
is this equilibrium of under-enforcement that the advent of the copyright 
troll threatens to disrupt. Being a complete outsider to the market for 
creative works—in that it is not a producer, distributor, consumer, or 
indeed user of such works—the troll operates on a fundamentally different 
calculus of when to enforce the copyright claim, from that of the original 
copyright owners. In essence then, the troll’s actions convert copyright 
law’s previously actionable but tolerated claims into actionable and 
enforced ones, disrupting the implicit equilibrium. 
 The problem with the troll however is more than just that it is over-
enforcing copyright. If this were the case, there would indeed be little 
reason to distinguish the troll from any other overzealous copyright owner. 
The unique problem presented by the troll originates in its incentive 
structure. The traditional copyright owner’s decision whether to enforce an 

                                                             
18 See generally Shyamkrishna Balganesh, The Obligatory Structure of Copyright Law: Unbundling 
the Wrong of Copying, 125 HARV. L. REV. (forthcoming May 2012) (describing the private law 
origins and structure of copyright law). 
19 See, e.g., Steven Shavell, The Social Versus Private Incentive to Bring Suit in a Costly Legal 
System, 11 J. LEGAL STUD. 333 (1982); Louis Kaplow, Private Versus Social Costs in Bringing 
Suit, 15 J. LEGAL STUD. 371 (1986); Steven Shavell, The Fundamental Divergence Between the 
Private and Social Motive to Use the Legal System, 26 J. LEGAL STUD. 575 (1997). 
20 Tim Wu has used the phrase “tolerated use” to describe a set of uses (of copyrighted works) that 
are “technically infringing” but “nonetheless tolerated”. With a few modifications, see infra Part 
III.A, ‘actionable but non-enforced’ uses correspond roughly to Wu’s idea of uses that are tolerated 
by “policies of selective enforcement”. See Tim Wu, Tolerated Uses, 31 COLUM. J.L. & ARTS 617, 
617, 622 (2008). Wu however somewhat hastily concludes that copyright law is unique in allowing 
for property “rights that require action” on the part of the owner, or “dual-chooser rights” as he 
calls them. See id. at 621. As I show, nuisance law has been precisely just such a regime. The flaw 
has for long been copyright’s misplaced focus on trespass law for property analogies. 
21 For literature identifying this feature in tort law, see: Michael J. Saks, Do We Really Know 
Anything about the Behavior of the Tort Litigation System—And Why Not?, 140 U. PA. L. REV. 
1147, 1287 (1992); Marc Galanter, Real World Torts: An Antidote to Anecdotes, 55 MD. L. REV. 
1093, 1158(1996). 
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actionable claim or not is thought to derive primarily (though not 
exclusively) from copyright’s fundamental purpose as an inducement for 
creativity. Commencing an action for infringement is presumed to be a 
viable option principally when the harm from such infringement interferes 
in some way with (or is likely to interfere with) the market for creative 
works.22 A copyright owner’s decision to sue a copier thus represents the 
belief that the copying in question is harming the owner’s ability to exploit 
the market for the copyrighted work. The incentive to enforce a copyright 
claim is ordinarily thought to track—either directly or indirectly—the very 
purpose for which the copyright system exists, namely, its creation of a 
market-based inducement for creativity. What makes the troll’s disruption 
of the under-enforcement equilibrium problematic then is the fact that its 
reasons for doing so bear no relationship whatsoever to the market for 
creative works, and derive instead from other unique efficiencies that it is 
positioned to capitalize on. Its incentives to sue for copyright infringement 
emanate from motivations that diverge rather fundamentally from the 
social reasons for the very existence of the copyright system.  
 This is where things cease being straightforward. Copyright law’s 
under-enforcement equilibrium is maintained entirely through the 
conscious inaction of copyright owners, with absolutely no support from 
copyright’s formal rules and processes. In other words, it is almost never 
directly enforced by courts, but is instead dependent entirely on potential 
plaintiffs’ behavior for its realization. “Actionable but tolerated” claims 
also fall well outside the purview of the fair use doctrine, which by its 
very nature extends to claims that copyright law recognizes as intrinsically 
non-actionable to begin with.23 As a result, courts struggle to rein in 
copyright trolls, and invariably resort to rules and principles that are at 
best indirect ways of addressing the problem. Given that copyright trolls 
have in theory violated none of the law’s formal rules and principles, 
copyright law has thus far failed to articulate a coherent basis on which to 
curb their activities. In the process, the argument against copyright trolls 
starts becoming somewhat murky, since it remains unsupported by legal 
doctrine and instead originates in the overall functioning of the copyright 
system. It is this sense of unease that the rhetoric about copyright trolls 
continues to mask. 
 This Article sets out the analytical and normative contours of 
behavior that is pejoratively described as “copyright trolling,” examines 
the strategies that courts have used to curb it, and unbundles the real 
problems underlying such behavior. In so doing, it shows why discussions 
                                                             
22 See Shavell, Social Versus Private Incentive, supra note __, at 337. 
23 17 U.S.C. §107 (2005) (describing an act of fair use as copying that “is not an infringement of 
copyright”). 
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of copyright trolling reveal a sense of unease in their identification of the 
root of the problem and solutions to it.  
 Part I starts with an overview of copyright trolling, using the 
Righthaven episode as its paradigm. It sets out the idea of the “copyright 
troll,” shows how copyright law’s principle of “infinite divisibility” 
facilitated the creation of copyright trolls such as Righthaven, describes 
Righthaven’s precise business model and enforcement strategy, and 
concludes by examining how courts eventually reined in Righthaven’s 
actions. 
 Part II unpacks the practice of copyright trolling to show how it 
remains problematic as a matter of copyright theory and policy. This Part 
argues that copyright law embodies an equilibrium of under-enforcement, 
which emanates from its reliance on private enforcement to realize its 
instrumental goals. It is this equilibrium, which the troll’s behavior 
disrupts both quantitatively and qualitatively. Since this equilibrium is 
maintained entirely through private (in)action, the troll’s behavior remains 
perfectly compatible with existing copyright law, thereby making the case 
against it especially hard for both courts and litigants. 
 Part III moves to the prescriptive and suggests that the only way to 
completely disallow copyright trolling will require the formalization of a 
rule that examines the incentives and motives of a claimant seeking 
statutory damages in a copyright infringement action. It concludes by 
suggesting an approach that courts might consider to this end. 
 
 
I. THE COPYRIGHT TROLL 
 
 A copyright troll refers to an entity whose business revolves 
around the systematic legal enforcement of copyrights in which it has 
acquired a limited ownership interest. Much like a patent troll, a copyright 
troll is generally a nonperforming entity, in the sense that it is not a 
creator, distributor, or indeed user of creative expression.24 It operates by 
obtaining an assignment⎯for valuable consideration—of one or more 
legal rights in another’s creative work, which it then uses to threaten and 
bring actions for infringement against others. Focused almost entirely on 
the legal enforcement of these rights, it relies either on the threat of 
litigation to force a large monetary settlement, or instead proceeds to 
litigate its rights with the sole objective of obtaining damages from a 
defendant. Having no interest in the use or exploitation of the work and 
                                                             
24 See Jeremiah Chan & Matthew Fawcett, Footsteps of the Patent Troll, 10 INTELL. PROP. BULL. 1, 
1 (2006) (“[Patent trolls] obtain patents, not to make, use, or sell new products and technologies, 
but solely to force third parties to purchase licenses.”). 
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dependent entirely on settlements/damages for its revenue, a copyright 
troll is almost never satisfied with an order merely enjoining the 
defendant’s infringing activities.  
 Englishman Harry Wall is often described as the world’s first 
copyright troll.25 The U.K. Dramatic Copyright Act of 1833 had created a 
system of statutory penalties for the infringement of protected works.26 
Wall developed a business where he would obtain a power of attorney 
from composers with the sole objective of enforcing their rights, and 
would thereafter go around cities extracting hefty licensing fees and 
settlements from individuals who performed these compositions, 
threatening them with litigation and statutory penalties if they refused to 
pay up.27 A critic of Wall described him as “not caring for the work, or 
anything else” but the “money” involved.28 This description of the 
copyright troll is as true today as it was of Wall in the 1800s. The only 
difference is of course that modern copyright trolls’ strategies are far more 
nuanced and sophisticated. 
 This Part unpacks the working of copyright trolls as they operate 
today under the Copyright Act of 1976. Using the example of Righthaven 
LLC, it illustrates how trolls capitalize on the relaxed rules of assignment, 
standing, and damages under copyright law, and then describes how courts 
have been hard-placed to deal with them under existing law. 
 

A. Motivating the Copyright Troll 
 

Each element of the copyright troll’s strategy inevitably involves 
exploiting a loophole or feature of the law to its advantage. While each of 
these loopholes may seem minor independently, when taken as a whole, 
they collectively make for a robust business model. This Section examines 
the three main features of the Copyright Act of 1976, which when put 
together, actively facilitate the emergence of copyright trolls. Indeed, in 
some ways it is surprising that it took trolls a good three decades to fully 
exploit these features and develop their business models. 
 

1. Independent Standing to Sue 
 

                                                             
25 Isabella Alexander, “Neither Bolt nor Chain, Iron Safe nor Private Watchman, Can Prevent the 
Theft of Words”: The Birth of the Performing Right in Britain, in PRIVILEGE AND PROPERTY: 
ESSAYS ON THE HISTORY OF COPYRIGHT 321, 339 (Ronan Deazley et al. eds., 2010). 
26 U.K. Dramatic Literary Property Act 1833 (3 & 4 Will. IV, c. 15). 
27 Alexander, supra note __, at 339-40. 
28 Id.; Statement of T. Chappell, Esq. before the Royal Commission on Copyright of 1878, in 
ROYAL COMMISSION ON COPYRIGHT COMMISSION: MINUTES OF EVIDENCE 106-9 (1878). 
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Under the Copyright Act of 1909, only the “proprietor” of a 
copyright could bring an action for infringement, and only an author or 
his/her assignee was deemed a proprietor.29 A licensee, even if exclusive, 
could bring an action only by joining the proprietor as a party to the 
action—either voluntarily or involuntarily.30 This created an obvious 
problem for potential trolls, since it necessitated either the copyright 
proprietor co-operating with the troll (in a voluntary joinder) or the troll 
running the risk of antagonizing the proprietor (in an involuntary joinder), 
which could jeopardize its entire business. This limitation on standing thus 
created an obvious obstacle to the emergence of trolls, and courts for their 
part, enforced this limit in legitimately rigid fashion.31 

The Act of 1976 however altered this drastically—primarily in 
order to give effect to its principle of unlimited divisibility, discussed 
below. Under the new rules too, only the “owner” of right granted by 
copyright was permitted to bring an action for infringement.32 However, 
the definition of an owner was altered to recognize “exclusive” licensees 
as copyright owners as well.33 Non-exclusive licensees were still 
prohibited from bringing actions.34 For trolls, this now meant that they 
would have to do no more than obtain an exclusive license from a 
creator/owner, to be entitled to commence an action. They no longer had 
to make the licensor a party to the action; indeed, under the new rules, the 
licensor (of an exclusive license) was actively precluded from bringing an 
action. 

On the face of things, the inclusion of exclusive licensees into the 
category of owners made perfect sense. By itself, it continued to 
emphasize the idea that ‘exclusivity’ by its very nature implied the 
existence of no more than one owner. It thus merely moved the ability to 
commence an action from licensor to licensee in an exclusive transaction. 
The most pernicious effects of this rule were however felt only when 

                                                             
29 3 NIMMER, supra note __, §12.02[A]; Manning v. Miller Music Corp., 174 F. Supp. 192, 194 
(S.D.N.Y. 1959); Borden v. General Motors Corp., 28 F. Supp. 330, 334 (S.D.N.Y. 1939); 
Followay Prods., Inc. v. Maurer, 603 F.2d 72 (9th Cir. 1979). 
30 Id. at §12.02[A]. 
31 See, e.g., Field v. True Comics, Inc., 89 F. Supp. 611 (S.D.N.Y. 1950) ; Local Trademarks, Inc. 
v. Powers, 56 F. Supp. 751 (E.D. Pa. 1944) ; Douglas v. Cunningham, 33 U.S.P.Q. 470 (D. Mass. 
1933) ; Eliot v. Geare-Marston, Inc., 30 F. Supp. 301 (E.D. Pa. 1939) ; Goldwyn Pictures Corp. v. 
Howells, 282 F. 9 (2d Cir. 1922) ; New Fiction Pub. Co. v. Star Co., 220 F. 994 (S.D.N.Y. 1915); 
Jondora Music Publishing Co. v. Melody Recordings, Inc., 351 F. Supp. 572 (D.N.J. 1972); Ed 
Brawley, Inc. v. Gaffney, 399 F. Supp. 115 (N.D. Cal. 1975); Buck v. Elm Lodge, Inc., 83 F.2d 201 
(2d Cir. 1936). 
32 3 NIMMER, supra note __, §12.02[B]. 
33 17 U.S.C. §101 (2005) (definition of “transfer of copyright ownership”). 
34 See Eden Toys, Inc. v. Florelee Undergarment Co., 697 F.2d 27 (2d Cir. 1982). 
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exercised in conjunction with the Act’s allowance for the disaggregation 
of copyright’s bundle of rights. 

 
2. Copyright’s “Disaggregative” Bundle of Rights 

 
The troll’s strongest impetus for its business model came from the 

Act’s new rules on the divisibility of copyright’s exclusive rights. 
Whereas the Act of 1909 had allowed a copyright owner to either assign 
his/her rights in the work in their entirety, or run the risk of the assignment 
being treated as a mere license35—the 1976 Act now allowed for “[a]ny of 
the exclusive rights comprised in a copyright, including any subdivision of 
any of the rights” to be “transferred” and “owned separately”.36 The owner 
of a “particular” right was entitled to all the protections and remedies of 
the law as it related to that right.37 

Together with the new rules on standing, this changed things quite 
significantly. First, it permitted the owner of an individual right to 
commence an action for infringement of that particular right. And by 
treating an exclusive licensee of a right as its owner, in effect it now 
allowed the exclusive licensee of a specific right to bring an action for 
infringement of that right.38 Second, and perhaps most importantly, the 
Act expressly permitted both natural and artificial divisions of the bundle. 
Not only could copyright’s set of six enumerated rights be partitioned 
during a transfer, but parties were now free to create artificial subdivisions 
of them as well. These subdivisions could be temporal, geographic, or 
relate to particular markets for the work (e.g., hardback editions rather 
than paperback).39 In each instance, the ownership interest extended only 
to the narrow subdivision specified in the grant, but that subdivision itself 
could be tailored in as many idiosyncratic ways as possible.40 
 In essence then, copyright’s model of rights came to resemble what 
property scholars have for long described as the “bundle of rights” picture 
                                                             
35 3 NIMMER, supra note __, at §10.01[A] (noting how the rule rendered it “impossible to ‘assign’ 
anything less than the totality of rights commanded by copyright”). For cases treating a partial 
assignment as a license see: Gardner v. Nike, Inc., 279 F.3d 774, 778 (9th Cir. 2002); P.C. Films 
Corp. v. MGM/UA Home Video Inc., 138 F.3d 453, 456 (2d Cir. 1998); Hirshon v. United Artists 
Corp., 243 F.2d 640 (D.C. Cir. 1957); Goldwyn Pictures Corp. v. Howells Sales Co., 282 F. 9 (2d 
Cir. 1922). 
36 17 U.S.C. §201(d)(2) (2005). 
37 Id. 
38 See 3 NIMMER, supra note __, at §10.01[B][1][B]. 
39 3 id. §10.02[A] (discussing various temporal, geographic, and subject-matter divisions).  
40 17 U.S.C. §501(b) (2005) (noting how the interest extends only to the “particular right” owned); 
H.R. REP. 94-1476, at 61, reprinted in 1976 U.S.S.C.A.N. 5659, ____ (1976) (“Each of the five 
enumerated rights may be subdivided indefinitely and…each subdivision of an exclusive right may 
be owned and enforced separately.”). 
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of property, under which property is thought to consist in an infinite set of 
rights and privileges that relate to a particular resource.41 The exact 
content of this bundle is impossible to ascertain in advance, but its 
depletion and disaggregation can be determined analytically ex post. The 
content of the bundle is thus only ever ascertained when it is broken down 
into its constituent elements, and hence the term “disaggregative” to 
describe it.42 
 Notwithstanding the Act’s allowance for the infinite divisibility of 
the bundle, it continued to emphasize an important restriction on this. The 
divisibility could extend only to the rights specifically enumerated in the 
Act’s grant.43 Thus, the mere “right to sue” or the “right to enforce” the 
copyright could not on its own, be the subject of a transfer or assignment. 
Silvers v. Sony Pictures Entertainment, Inc. is the leading case on this 
point.44 There, the plaintiff was the screenwriter for a television show, 
copyright in which was owned (through the work-for-hire doctrine) by the 
producers.45 On discovering that the defendant’s work was substantially 
similar to hers, she obtained an assignment from the producers to 
commence an action against them. The transfer assigned to her “all right, 
title and interest in and to any claims and causes of action against” the 
defendants, as it related to the works in question.46 Hearing the appeal en 
banc, the Ninth Circuit concluded that the list of copyright’s exclusive 
rights contained in the Act was “exhaustive,” as a result of which the “bare 
assignment” of the right to commence an action for enforcement of 
copyright could not be validly assigned.47 The mere right to sue, in other 
words, could not be validly assigned or licensed. 
 In light of the Act’s allowance for the infinite divisibility of its 
enumerated rights however, this restriction on the alienability of the right 
to sue is largely without teeth. Parties need merely create an artificially 
constructed assignment that relates to a narrow part of the right being 
infringed by the defendant, thereby effectively conferring on the assignee 
the right to bring an action against the defendant. In Silvers, the plaintiff 
would have thus needed to do no more than obtain a temporally 

                                                             
41 For an authoritative study of the bundle of rights conception and its strangle-hold on property 
thinking see: James E. Penner, The “Bundle of Rights” Picture of Property, 43 U.C.L.A. L. REV. 
711 (1996). 
42 Id. at 734 (noting how under the disaggregative version, each “possible ‘use’” is itself treaty as a 
property right). 
43 See 3 NIMMER, supra note __, at §12.02[B]. 
44 402 F.3d 881 (9th Cir. 2005). 
45 Id. at 883. 
46 Id. 
47 Id. at 886-87, 890. 
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circumscribed assignment of the right to make a cinematographic 
adaptation of the screenplay along the lines of the defendant’s movie. 
Given the court’s insistence on complying with the formal language and 
structure of the statute, this is likely to have passed muster with no 
problems.48 Infinite divisibility—along multiple dimensions—thus 
enabled parties to create an artificial assignment that had the purpose and 
effect of doing no more than transferring the mere right to commence an 
action for infringement, a feature just waiting to be exploited by copyright 
trolls. 
 
 
 

3. Statutory Damages 
 

While the law’s relaxed rules on standing and divisibility certainly 
facilitate the troll’s existence, the real inducement for its actions come 
from the Act’s rules on statutory damages, which render its business 
model not just viable, but also potentially lucrative. The Copyright Act 
allows the copyright owner, in an infringement action, to elect to receive 
“statutory damages” instead of actual damages.49 While actual damages 
are usually calculated on the basis of lost profits, statutory damages enable 
the court to award the owner a fixed amount, per work infringed, as it 
“considers just”.50 The statute further stipulates that this amount is to be 
between $750 and $30,000 per work—circumscribing courts’ discretion 
by fixing both upper and lower limits for these damages.51 In addition, the 
Act also empowers courts to raise the award to as much as $150,000 per 
work, when a plaintiff succeeds in establishing that the infringement was 
committed willfully.52 Courts have in turn interpreted the requirement of 
willfulness in characteristically loose fashion, effectively converting the 
range of awards from $750 to $150,000 per work infringed.53  

Actual damages—compensatory in nature—make little sense for a 
copyright troll. Having no presence in the actual market for expression, 
whether as creator or distributor, it suffers no actual harm and loses no 

                                                             
48 The court placed extensive emphasis on the structure and language of the statute, and the 
legislative history accompanying its enactment. See id. at 883-87. 
49 17 U.S.C. §504(c)(1) (2005); 4 NIMMER, supra note __, §14.04[A]. 
50 Id. at §504(c)(1). 
51 Id. 
52 Id. §504(c)(2). 
53 See Pamela Samuelson & Tara Wheatland, Statutory Damages in Copyright Law: A Remedy in 
Need of Reform, 51 WM. & MARY L. REV. 439, 441 (2009); 4 NIMMER, supra note __, at 
§14.04[B][3][a]. 
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profits as such from the infringement. Yet, by allowing a copyright owner 
to elect to receive statutory damages that are in turn determined 
independent of any harm, while simultaneously curbing courts’ ability to 
lower the award below $750 per work, the Act effectively assures the troll 
of a meaningful recovery, once an infringement is established. In addition 
to incentivizing the troll, the existence of such minimum mandatory 
statutory damages also induces potential defendants to settle their claims 
with the troll in advance of a court’s actual decision. Indeed, relying on 
statutorily prescribed damages was integral even to Harry Wall, the 
world’s first copyright troll.54  

When originally introduced (in 1909), the idea behind statutory 
damages was to enable courts to award damages in situations where it was 
exceedingly difficult or impossible to determine actual damages or lost 
profits.55 In situations where actual damages could be proven, courts often 
refused to award statutory damages.56 In contrast, under the 1976 Act, 
courts almost never question a plaintiff’s preference for statutory damages 
over actual damages and indeed often disregard the complete absence of 
any actual harm during the computation—which obviously favors trolls.57 

 
* * * 

 
 In summary then, these three features of the Copyright Act of 
1976, when combined together, create the ideal legal environment for the 
emergence of copyright trolls. Having existed since 1976, it is indeed 
somewhat surprising that it took nearly three decades for the first troll to 
emerge. And unsurprisingly, when it did, courts and defendants had few 
mechanisms with which to curb its activities. 
 

B. The Claim Aggregator Model of Trolling: Righthaven LLC 
 
 It wasn’t until a few years back that entities began to recognize the 
existence of a potentially lucrative business model hidden within the 
contours of the Copyright Act. While the label of “copyright troll” has 
come to be commonly attached to just about any entity that enforces 
copyrights, it is crucial to bear in mind that a troll—as understood here—
is one whose entire business revolves around the acquisition and 

                                                             
54 Alexander, supra note __, at 339. 
55 See Samuelson & Wheatland, supra note __, at 449. 
56 4 NIMMER, supra note __, at §14.04[F][1][a]; Washingtonian Pub. Co. v. Pearson, 140 F.2d 465 
(D.C. Cir. 1944); Rudolf Lesch Fine Arts, Inc. v. Metal, 51 F. Supp. 69 (S.D.N.Y. 1943); F.A. 
Mills, Inc. v. Standard Music Roll Co., 223 F. 849 (D.N.J. 1915). 
57 4 id. §14.04[A]. 
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enforcement of copyright in works created by others.58 A plaintiff-focused 
group of lawyers, for instance, might actively solicit copyright owners and 
assist them with the enforcement of their rights without actually acquiring 
any rights themselves in those works.59 While it may be rhetorically 
powerful to characterize these entities as “trolls,” the description is 
analytically faulty since these entities never enter the copyright system 
except in their capacities as lawyers. Never directly acquiring any claims, 
their participation in the copyright system is entirely indirect, i.e., through 
the copyright owners whose claims they help enforce. The troll, by 
contrast, in acquiring claims from others is endowed with a level of 
autonomy in its decision-making, which is crucial. In other words, as 
owner of the acquired claim, the troll decides on its own—based on its 
own set of incentives—which particular claims to enforce, and against 
whom to so enforce them. Its enforcement calculus is thus effectively its 
own, which isn’t the case with entities merely assisting copyright owners 
with enforcement. Nonetheless, some of the concerns with copyright trolls 
do carry over to these entities as well. 
 Commencing its operations in early 2010, Righthaven LLC was 
perhaps the first entity to capitalize on copyright law’s lax rules on 
standing, assignment and damages. This Section begins by describing 
Righthaven’s business model and revenue-earning strategy, looks at how 
courts and defendants addressed the question of fair use when dealing with 
Righthaven, and finally examines the strategy that courts and defendants 
eventually used to curb Righthaven’s activities. 
 

1. Copyright Revenues in Four Simple Steps 
 

Describing itself as committed to “advancing the interests of 
copyright law,” Righthaven’s business model was premised on finding 
copyright owners who in principle wanted their rights enforced, but lacked 
the time, expertise or willingness to either do so themselves, or the 
resources to hire outside lawyers for this task each time.60 Righthaven 
presented these owners with a third, more economically viable option: the 

                                                             
58 See Electronic Frontier Foundation, Copyright Trolls, at http://www.eff.org/issues/copyright-
trolls (last visited June 30, 2011) (describing various copyright enforcement initiatives as “trolls”). 
59 The United States Copyright Group (USCG) is a prime example of this. The USCG operates as a 
group of lawyers who approach various content owners offering to enforce their copyrights against 
online distributors for them. Unlike “trolls”, USCG does nothing to acquire any ownership interest 
in the copyrights they actually enforce.  
60 Dan Frosch, Enforcing Copyrights, For a Profit, N.Y. TIMES, May 2, 2011, available at 
http://www.nytimes.com/20 
11/05/03/business/media/03righthaven.html?pagewanted=1&_r=1 (last visited July 1, 2011) 
(quoting Steve Gibson, CEO of Righthaven LLC). 
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transfer of a limited ownership interest in the content to Righthaven in 
order to enable it to enforce these rights against third parties using its own 
resources and expertise.  

Locating a Creator: Step one of its strategy involved locating a 
copyright owner willing to enter into a strategic partnership with it, so as 
to put this into action. Stephens Media LLC, the owner of numerous large 
newspapers in Nevada, Arizona, and Colorado soon became their first 
partner.61 Both parties entered into a “Strategic Alliance Agreement”, 
under which Stephens Media agreed to assign the rights in works that were 
copied by potential defendants to Righthaven for enforcement in court, 
and both parties also agreed to share the proceeds of any enforcement on a 
proportional basis.62 This agreement also made explicit, the artificial 
nature of the future assignments, providing in no uncertain terms that 
Righthaven had no right or entitlement to exploit works or participate in 
their exploitation other than the right to recover any proceeds in an 
infringement action.63 

Finding a Copier: Having found a willing copyright owner, step 
two began with Righthaven policing the Internet and other publication 
media for unauthorized uses of Stephen Media’s works. Once it located a 
use of the work—usually in the nature of a blog reproduction of text or 
photographs from a newspaper owned by Stephens Media—Righthaven 
would then go back to Stephens Media and obtain an assignment of the 
specific work (or part of it) being reproduced.64 In addition to covering 
only the work being copied, the assignment was also invariably 
retrospective in operation, allowing Righthaven to seek redress for “past, 
present, and future” infringements of the work.65 

Commencing the Action: In step three, Righthaven would bring an 
action for copyright infringement against the identified user of the work in 
federal court. Since most of its actions involved online reproductions that 
could be accessed anywhere, it chose the federal district courts of Nevada 

                                                             
61 David Kravets, Newspaper Chain’s New Business Plan: Copyright Suits, WIRED, July 22, 2010, 
available at http://www.wired.com/threatlevel/2010/07/copyright-trolling-for-dollars/ (last visited 
July 1, 2011); David Kravets, Righthaven Expands Troll Operation With Newspaper Giant, WIRED, 
Dec. 7, 2010, available at http://www.wired.com/threatlevel/2010/12/righthaven-expands-trolling/ 
(last visited July 1, 2011). 
62 Strategic Alliance Agreement Between Righthaven, LLC and Stephens Media, LLC, January 18, 
2010, available at http://www.scribd.com/doc/53175589/Strategic-Alliance-Agreement-Between-
Righthaven-and-Stephens-Media (last visited July 1, 2011) (§§4-7).  
63 Id. at §7.2. 
64 See, e.g., Copyright Assignment, Document 11-1 filed in Case 2:10-cv-00636-RLH-RJJ, June 21, 
2010, available at http://www.scribd.com/doc/36862835/Righthaven-Copyright-Assignment (last 
visited July 1, 2011).  
65 Id. 
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and Colorado for its action.66 Typically, a copyright owner places some 
(even if not a large) value on getting the defendant to stop its infringing 
activities and to this end ordinarily sends the defendant a “cease and 
desist” letter that first threatens legal action before actually bringing it. To 
Righthaven, a troll, curbing the defendant’s actions through such threats 
mattered very little. It therefore, in all but a very few of its cases, 
proceeded to directly commence an action against a defendant, with 
absolutely no forewarning.67 And unlike the typical copyright owner, its 
primary focus in these actions was on obtaining an award of statutory 
damages, going as high as $150,000 per work when the infringement was 
alleged to be willful. 

Settling the Claim: In a large number cases brought by Righthaven, 
the defendant simply chose not to litigate the claim, but to instead settle 
with Righthaven for a figure significantly lower than the maximum 
statutory damages it might have had to pay if the matter had actually 
proceeded to trial. These settlements have averaged around $3500 per 
defendant.68 Righthaven’s collection strategy thus involved playing into 
potential defendants’ litigation and risk aversion—wherein it offered them 
the chance to settle for a lower (but non-negligible) amount instead of 
having to risk a higher award, and incur additional transaction costs, 
should the matter proceed to trial. While each settlement may not have 
been independently lucrative, cumulatively they amounted to a lot—given 
that Righthaven commenced over 275 cases of infringement against 
defendants.69  
 

2. The Irrelevance of Fair Use in Theory 
 

Righthaven’s principal targets were individuals and groups that 
had posted the copyrighted content on their websites or blogs without 
authorization. Very often, this involved more than just excerpts from the 
original articles, and frequently the verbatim reproduction of articles in 
their entirety. At first blush, it might seem like the fair use doctrine—

                                                             
66 For a complete listing of its lawsuits see: Comprehensive List of  Copyright Infringement 
Lawsuits  
Filed by Righthaven, LLC, available at http://www.righthavenlawsuits.com/lawsuits.html (last 
visited July 2, 2011). 
67 See Kravets, New Business Plan, supra note __ (describing Righthaven’s surprise attack 
strategy). 
68 See Steve Green, Righthaven Settles $150,000 Copyright Suit for $1,000, VegasInc.Com, July 1, 
2011, available at http://www.vegasinc.com/news/2011/jul/01/righthaven-settles-150000-
copyright-suit-1000/ (last visited July 3, 2011) (detailing Righthaven’s settlement figures and 
strategy). 
69 See Comprehensive Listing, supra note __.  
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copyright law’s primary safety valve—might have rendered these actions 
non-infringing. In reality however, fair use was of little help to these 
defendants. 

Only ever rarely do courts find a defendant’s verbatim 
reproduction of a copyrighted work in its entirety to be a fair use. Merely 
because the use is for an informational as opposed to commercial purpose 
ordinarily doesn’t render it a fair use under existing copyright law. 
Righthaven’s strategy relied entirely on this position, and was well-
supported by prior cases where bloggers had been found liable for posting 
content to their websites despite the non-commercial and informational 
nature of their activities.70 Even on occasions that courts have observed 
that there may be instances where the reproduction of a work in its entirety 
can amount to a fair use, they have generally been reluctant to declare 
instances of simple verbatim reproduction as fair use.71 In hardly any case 
where a defendant has reproduced a creative work in its entirety, and 
without any significant transformation to it (e.g., by way of commentary 
or criticism being added, or by giving the work a new purpose), has a 
court found the copying to be fair use. Thus, existing fair use 
jurisprudence seemed to favor Righthaven.  

Nonetheless, when they realized their inability to curb Righthaven 
under other principles, a few courts—desperate for a solution and finding 
none (see below)—began to interpret fair use in extremely liberal terms, 
effectively exempting conduct that would in relation to any other plaintiff 
have been considered infringement.72 Relying on dicta that verbatim 
copying too, could under circumstances be fair use, these courts placed 
significant weight on the non-commercial nature of the defendants’ 
activities and the lack of potential market harm to the owner, both fair use 
factors, during the analysis.73 While this approach was limited to a few 
courts, it did nonetheless make other copyright owners (i.e., true creators 
and distributors) concerned about the expansive precedent being set.74 
This approach to fair use ultimately failed to gain significant popularity, 

                                                             
70 See, e.g., L.A. Times v. Free Republic, 2000 WL 565200 (C.D. Cal., 2000). 
71 4 WILLIAM F. PATRY, PATRY ON COPYRIGHT §10:143 (2011). 
72 Righthaven, LLC v. Hoehn, 2011 WL 2441020 (D. Nev., June 20, 2011) at 7; Righthaven, LLC 
v. Realty One Group, Inc., 2010 WL 4115413 (D. Nev., Oct. 19, 2010) at 2-3; Righthaven, LLC v. 
Klerks, 2010 WL 3724897 (D. Nev., Sep. 17, 2010) at 3-4. But see Righthaven, LLC v. Virginia 
Citizens Defense League, Inc., 2011 WL 2550627 (D. Nev., June 23, 2011) at 7 (find a blogger’s 
posting to not amount to fair use because it reproduced the work in its entirety). 
73 See, e.g., Realty One Group, Inc., 2010 WL 4115413 at 2-3. 
74 See David Kravets, Righthaven Loss: Judge Rules Reposting Entire Article is Fair Use, WIRED, 
June 20, 2011, available at http://www.wired.com/threatlevel/2011/06/fair-use-defense/ (last 
visited July 3, 2011) (noting how Righthaven plans to appeal the decision and that it is “not often 
that republishing an entire work without permission is deemed fair use”). 
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given that courts and defendants in due course found another way to 
restrict Righthaven. 
 Lastly, something must be said for the fair use doctrine’s inherent 
ambiguity, and Righthaven’s reliance on this uncertainty to take advantage 
of potential defendants’ risk aversion. Structured as a common law-type 
four-factor inquiry, fair use has for long been criticized as offering 
potential defendants very little guidance in terms of their liability for 
copyright infringement.75 This uncertainty is in turn thought to result in a 
heightened amount of risk aversion among copiers, who prefer to either 
license, settle, or worse still, refrain from using altogether, the protected 
work in order to avoid time and cost-intensive litigation.76 While neither 
the uncertainty nor the risk aversion is in any sense Righthaven’s creation, 
its strategy nonetheless drew obvious support from both features. The fair 
use doctrine, in short, was both useless to Righthaven’s defendants, and 
structurally facilitative of Righthaven’s strategy.  
 

3. Reining in the Troll 
 

While Righthaven enjoyed a good deal of early success in its 
actions, with time courts began to grow wary of its business model and 
litigation strategy, especially in light of the extensive criticism it began 
receiving from multiple quarters. Yet, it wasn’t until recently that they 
found a way by which to fault Righthaven for its model. During the course 
of its most recent suits against online copiers, it was discovered that the 
agreement between Righthaven and Stephens Media contained language 
that seemed to convey to Righthaven no more than the mere right to sue, 
which as discussed earlier, would have been ineffective at enabling 
Righthaven to bring its actions.  

In Righthaven LLC v. Democratic Underground LLC,77 a district 
court in Nevada concluded that any actual assignment of copyright that 
Righthaven received from Stephens Media had to be understood and 
interpreted in light of the “strategic agreement” that the parties had entered 
into at the very beginning.78 That agreement provided in explicit terms that 
despite any assignment to Righthaven, Stephens Media was to retain the 
“exclusive license” to exploit the works in all forms, and that Righthaven 

                                                             
75 See Gideon Parchomovsky & Kevin Goldman, Fair Use Harbors, 93 VA. L. REV. 1483, 1491-
1502 (2007). 
76 See James Gibson, Risk Aversion and Rights Accretion in Intellectual Property Law, 116 YALE 
L.J. 883, 887-907 (2007); Thomas F. Cotter, Fair Use and Copyright Overenforcement, 93 IOWA L. 
REV. 1271, 1284-91 (2008). 
77 2011 WL 2378186 (D. Nev., June 14, 2011). 
78 Id. at 3-4. 
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was to have no rights other than the rights to recover from infringers.79 
Relying on Silvers, the district court concluded that in light of this 
agreement, Righthaven’s eventual assignment left it with no more than a 
“fabrication,” which was the assignment of a bare right to sue.80 
Describing Righthaven’s claims to the contrary as “disingenuous” and 
potentially “deceitful”, the court dismissed Righthaven’s suit, finding that 
it had no standing whatsoever to sue for copyright infringement.81 On 
learning about the strategic agreement, several other courts too either 
dismissed or stayed most of Righthaven’s remaining suits, in rather quick 
succession.82 

While the court may have been right in its interpretation of the 
agreement, its solution was entirely temporary. All that Righthaven 
needed to do to fix it, and obtain legitimate standing for the future, was to 
modify the strategic agreement to convert the exclusive license retained by 
its client into a non-exclusive one, and obtain exploitation rights to the 
work as well. In other words, the court had found a procedural flaw in 
Righthaven’s exploitation of a substantive loophole in the law. The former 
could be fixed, but not the second. Surely enough, Righthaven and 
Stephens Media modified their agreement along precisely these lines, 
thereby effectively remedying the lack of standing for future cases.83 In 
cases where Righthaven had filed its complaint prior to the amendment 
however, courts refused to use the amendment to interpret the original 
agreement, and continued to dismiss such cases for lack of standing.84 

Recognizing the futility of curbing Righthaven’s practices 
exclusively through copyright law, its opponents began looking elsewhere. 
Shortly after the dismissals, a group known as the Citizens Against 
Litigation Abuse (CALA) filed a petition in the Supreme Court of South 
Carolina arguing that Righthaven’s business model amounted to an 
“unauthorized practice of law,” since Righthaven was not strictly 
                                                             
79 Id. at 2. 
80 Id. at 3 (“In reality, Righthaven actually left the transaction with nothing more than a fabrication 
since a copyright owner cannot assign a bare right to sue after Silvers.”). 
81 Id. 
82 Righthaven, LLC v. DiBiase, 2011 WL 2473531 (D. Nev., June 22, 2011); Righthaven, LLC v. 
Barham, 2011 WL 2473602 (D. Nev., June 22, 2011); Righthaven, LLC v. Hoehn, 2011 WL 
2441020 (D. Nev., June 20, 2011).  
83 David Kravets, Righthaven Says it Owns News Articles It’s Suing Over—for Real This Time, 
WIRED, June 24, 2011, available at http://www.wired.com/threatlevel/2011/06/righthaven-survival-
bid/ (last visited July 2, 2011) (describing the amendment to the agreement). 
84 See, e.g., Righthaven, LLC v. Hoehn, 792 F.Supp.2d 1138, 1147 (D. Nev. 2011); Righthaven, 
LLC v. Mostofi, 2011 WL 2746315 (D. Nev., July 13, 2011), at 3 (“Here, Plaintiff and Stephens 
Media attempt to impermissibly amend the facts to manufacture standing. Therefore, the Court 
shall not consider the amended language of the SAA, but the actual assignment and language of the 
SAA as it existed at the time the complaint was filed.”). 
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speaking, a “law firm”.85 In essence, the petition alleged that Righthaven 
was engaged in champerty and maintenance, practices long forbidden by 
the common law, in an effort to avoid third party encouragement for 
litigation.86 What is most intriguing about the petition though, is that the 
core of the argument faulted Righthaven for its unethical as opposed to 
unlawful conduct. Describing it as “overreaching”, “bullying”, and 
“viciously attacking” defendants, the petition seemed more intent on 
characterizing Righthaven’s actions as amounting to an unfair and 
unethical business model, rather than as a direct violation of any legal 
rule.87  

In due course however, Righthaven’s model began to fall apart. 
Shortly after the finding that it lacked standing to sue, Righthaven stopped 
commencing new cases, and began laying off employees.88 In cases where 
the court concluded that it had lacked standing to bring its suits all along 
and had thereby misled the court, Righthaven was fined and sanctioned for 
its actions, and ordered to pay all of its opponent’s attorney’s fees.89 When 
Righthaven failed to comply, the judge ordered its assets to be seized and 
auctioned.90 Righthaven’s assets were then placed in receivership, as was 
its domain name—and Righthaven effectively went under.91 

What Righthaven’s short-lived adventures reveal more than 
anything else though, is the somewhat shaky legal foundation on which 
the case against copyright trolling—Righthaven’s principal activity—was 
built. In the end, Righthaven’s lack of standing hinged on an inadequacy 

                                                             
85 Citizens Against Litigation Abuse, Inc. v. Righthaven, LLC, No. __-____ (S.C. filed June 24, 
2011) available at 
http://bloglawblog.com/docs/CALA_v_Righthaven_Supreme_Court_Petition.pdf (last visited July 
3, 2011); Steve Green, Two Groups Ask High Court to Shut Down Righthaven in South Carolina, 
VegasInc, June 27, 2011, available at http://www.vegasinc.com/news/2011/jun/27/two-groups-ask-
high-court-shut-down-righthaven-sou/ (last visited July 2, 2011).  
86 Id. at 9-21. 
87 Id. at 25-26. 
88 David Kravets, Copyright Troll Righthaven Goes on Life Support, WIRED, Sep. 7, 2011, 
available at http://www.wired.com/threatlevel/2011/09/righthaven-on-life-support/ (last visited Jan. 
20, 2012). 
89 Righthaven, LLC v. DiBiase, 2011 WL 5101938 (D. Nev., Oct. 26, 2011); Righthaven, LLC v. 
Wolf, 2011 WL 4469956 (D. Colo., Sep. 27, 2011). 
90 Steve Green, Marshals Ordered to Seize Righthaven Assets, VEGASINC.COM, Nov. 1, 2011, 
available at http://www.vegasinc.com/news/2011/nov/01/marshals-ordered-seize-righthaven-
assets/ (last visited Jan. 20, 2012). 
91 See Steve Green, Can Righthaven Survive Latest Legal Blow, LAS VEGAS SUN, Dec. 13, 2011, 
available at http://www.lasvegassun.com/news/2011/dec/13/can-righthaven-survive-latest-legal-
blow/ (last visited Jan. 20, 2012); Steve Green, With Sale of Domain Name, Tables Are Turned on 
Righthaven, WIRED.COM, Jan. 6, 2012, available at 
http://www.vegasinc.com/news/2012/jan/06/sale-domain-name-tables-are-turned-righthaven/ (last 
visited Jan. 21, 2012). 
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in its agreement with Stephens Media, rather than a clear principle, theory, 
or doctrine. Its actions were however fundamentally problematic—as a 
matter of copyright theory and policy—which arguments altogether 
missed.  
 
 
II. THE PROBLEM WITH COPYRIGHT TROLLS 

 
In the end, courts were able to rein in Righthaven’s business model 

on the ground that it lacked standing, since it had purportedly been given 
no more than the mere “right to sue,” by its client, which was in turn 
insufficient to confer standing under the Ninth Circuit’s ruling in Silvers. 
All of the district courts that invoked Silvers took it to be suggesting that 
an actionable claim for copyright infringement could not be alienated 
independent of some real right to use and exploit the work.92 Using this 
reasoning, the troll was thus faulted for attempting to trade in an 
independent market for copyright claims. Besides being unduly formalistic 
and therefore likely short-lived, this approach to regulating copyright 
trolling remains extremely myopic, by missing some of the obvious 
benefits in allowing copyright claims to be traded. Not only does it 
misidentify the problem with copyright trolling—which is likely to 
undermine its effectiveness—but it also turns a blind eye to some of the 
benefits of third-party involvement in litigation funding, a practice that has 
started to gain significant momentum in numerous other areas.93 

The problem with copyright trolls, however, has little to do with 
the free alienability of actionable copyright claims. It originates instead in 
ideas that are fundamental to the existence and justification of the 
copyright system. Copyright law contains an enforcement 
optimality/equilibrium that originates in its structure as a private law 
mechanism. This equilibrium is in turn very closely connected to 
copyright’s fundamental social purpose—namely, the inducement of 
creativity. The troll’s activities disrupt this equilibrium, but in so doing, 
also run counter to copyright law’s basic goal, which is why its actions are 
seen as deeply problematic.  

                                                             
92 See, e.g., Righthaven LLC v. Democratic Underground, LLC, 791 F. Supp. 2d 968, 973 (D. Nev. 
2011). 
93 For recent work documenting this trend see: Jonathan Molot, Litigation Finance: A Market 
Solution to a Procedural Problem, 99 GEO. L.J. 65 (2010); Maya Steinitz, Whose Claim Is This 
Anyway? Third-Party Litigation Funding, 95 MINN. L. REV. 1268, 1275-85 (2011). For coverage in 
the popular media see: Binyamin Appelbaum, Investors Put Money On Lawsuits to Get Payouts, 
N.Y. TIMES, Nov. 14, 2010, http://www.nytimes.com/2010/11/15/business/15lawsuit.html?pagewa 
nted=all. For recent work extending this analysis to copyright law, see: Shyamkrishna Balganesh, 
Copyright Infringement Markets (unpublished manuscript). 
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This Part unbundles the connection between copyright’s overall 
purpose and its private enforcement mechanism (II.A), and argues that this 
connection produces a hidden enforcement equilibrium between different 
types of copyright claims (II.B). It then describes the way in which a 
troll’s actions are disruptive of both the equilibrium and copyright’s goals 
(II.C and II.D). 

 
A. The Presumptive Alignment of the Incentives to Create and 

Litigate 
 
As a fundamentally utilitarian institution, copyright’s basic 

purpose is thought to lie in its providing creators with a market-based 
inducement to create.94 Through its grant of a set of exclusive rights in a 
work of original expression, copyright law is thought to incentivize the 
very production of that expression.95 The U.S. Supreme Court put it best, 
when it unequivocally emphasized that “[c]opyright is based on the belief 
that by granting authors the exclusive rights to reproduce their works, they 
are given an incentive to create.96” The public welfare—manifested in the 
“progress” of the sciences and useful arts—is thus believed to be 
promoted by granting individual creators limited entitlements in their 
creations.97 This idea, often referred to as copyright’s incentives theory, is 
today taken to be the central dogma of U.S. copyright law. It routinely 
informs legislative activity in the area, and indeed motivates courts’ 
analyses and interpretation of copyright doctrine.98 

Put in simple incentive-based cost-benefit terms, copyright’s logic 
of incentives posits that because the benefits that are likely to accrue to 
creators from its grant of exclusive rights outweigh the costs involved in 
the creative process, creators are induced to produce creative expression.99 
As rational actors, creators are thus motivated to create by this cost-benefit 
calculus, thereby enhancing overall social welfare. If B© represents the 

                                                             
94 See Shyamkrishna Balganesh, Foreseeability and Copyright Incentives, 122 HARV. L. REV. 1569, 
1577 (2009); Justin Hughes, Fair Use Across Time, 50 UCLA L. REV. 775, 797 (2003); Joseph P. 
Liu, Copyright and Time: A Proposal, 101 MICH. L. REV. 409, 428 (2002); Stewart E. Sterk, 
Rhetoric and Reality in Copyright Law, 94 MICH. L. REV. 1197 (1996). 
95 Id. 
96 Sony Corp. of Amer. v. Universal City Studios, Inc., 464 U.S. 417, 477 (1984). 
97 U.S. CONST., Art. I, § 8, Cl. 8. 
98 See, e.g., Eldred v. Ashcroft, 537 U.S. 186 (2003); Golan v. Holder, 131 S. Ct. 1600 (2011). 
99 See, e.g., WILLIAM M. LANDES & RICHARD A. POSNER, THE ECONOMIC STRUCTURE OF 
INTELLECTUAL PROPERTY LAW 38-39 (2003); William M. Landes & Richard A. Posner, An 
Economic Analysis of Copyright Law, 18 J. LEGAL STUD. 325, 327 (1989) (“For a new work to be 
created, the expected return—typically, and we shall assume exclusively, from the sale of copies—
must exceed the expected cost.”). 
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benefits likely to accrue to a creator from copyright (determined ex ante, 
at the time of creation), and CC the costs involved in the creative process, 
the copyright system is premised on the idea that B© > CC to generate the 
incentive to create. 

Beyond simply identifying the fact that copyright confers likely 
benefits on creators, the incentives theory pays little attention to the 
precise contours of those benefits and the ways in which their likelihood 
figures in creators’ calculations—assuming, of course, that the basic idea 
underlying the incentives theory holds true.100 Copyright certainly doesn't 
promise creators a viable market for their works. Works protected by 
copyright routinely fail in the marketplace, producing no tangible benefits 
to their creators. Yet, this is hardly copyright’s fault. What copyright 
promises to creators on the other hand, is best described as an assurance of 
“market preservation”, i.e., the assurance that it will protect the creator’s 
market through its entitlement structure, regardless of how economically 
viable (or unviable) that market turns out to be. If market preservation 
forms the core of copyright’s promise to creators, much of its incentive 
then originates in the precise mechanism of preservation that it offers 
creators. Copyright’s basic mechanism of market preservation remains its 
conferral of “exclusive” rights to copy the work on creators. In granting 
creators exclusive rights in their works, it assures them that they alone will 
be able to exploit the market for copies of their works, however large or 
small that market may be. However, since expression is by its nature non-
rivalrous, the functional significance of these exclusive rights emanates in 
large measure by the correlative duty that they impose on non-owners not 
to copy the work.101 This point is best illustrated by a hypothetical. 

Consider an open area scattered with edible apples on the ground. 
In order to induce individuals to make effective use of these apples (and 
clean up the ground), assume that the law now creates a rule under which 
a person who expends effort to pick up an apple obtains the exclusive right 
to the apple. In this situation, a person who picks up an apple from the 
ground comes to be in de facto exclusive possession of it, as a result of 
which even though the act of picking it up imposes a duty (to stay away 
from that apple, once picked up) on others, the functional 
value/significance of the exclusive right doesn’t depend entirely on the 
duty for its functioning. The holder of the apply can simply take a bite of 
the apple once he/she picks it up, without having to assert any rights over 

                                                             
100 But see Diane Leenheer Zimmerman, Copyrights as Incentives: Did We Just Imagine That?, 12 
THEORETICAL INQUIRIES IN THE LAW 1 (2011) (expressing skepticism about copyright’s fundamental 
theory of incentives). 
101 See Shyamkrishna Balganesh, The Obligatory Structure of Copyright Law: Unbundling the 
Wrong of Copying, 125 HARV. L. REV. (forthcoming May 2012). 
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it. Copyright law works almost exactly like this regime, except that the 
apple is replaced with a non-rival resource, namely, original expression. 
Once the creator expends effort to produce original expression, he/she 
obtains an exclusive right to copy it. Since the expression is incapable of 
being possessed exclusively, the exclusive right is however—unlike with 
the apple—only ever realized by disabling others from performing acts, 
which the owner is granted an exclusive right over, i.e., copying. And this 
disabling dimension emanates from the duty that copyright law imposes 
on non-owners.102 

Copyright’s incentive structure—its market-preserving exclusive 
rights framework—is therefore heavily dependent on creating a correlative 
duty on others, and then maintaining and enforcing breaches of this duty. 
Enforcing breaches of this duty, either directly through the law, or in the 
shadow of the law, remains integral to the benefit-side of the exclusive 
rights that copyright law confers on creators. And yet, analyses of the 
benefits likely to flow from the copyright entitlement rarely ever look to 
the contingencies of enforcement, which obviously entails its own set of 
costs.103 To put the point more sharply, if a creator were granted an 
exclusive rights entitlement, but nonetheless realized that the enforcement 
of that entitlement were likely to be cost-prohibitive and unviable, it 
would feed directly into the entitlement’s ability to induce creative 
expression to begin with. Consider the following example. 

Assume a movie studio (the creator), ABC Inc. is determining 
whether to create a movie. It recognizes that the cost of making a motion 
picture is $2.5 million, but that it is likely to make at least $4 million in 
revenues from the movie—through theatres and other forms of 
distribution. Now assume that ABC Inc. also recognizes that rampant 
copying of the movie on the Internet and by competitors is likely to 
diminish is revenues from the movie to zero, by interfering with the 
public’s interest in going to movie theatres or in buying legal copies of the 
movie. The theory of incentives tells us that by promising creators (such 
as ABC Inc.) that they have exclusive rights to make copies of their 
creation, copyright law enables them to exploit the full market potential of 
their works, effectively preserving their incentive to create. In our case, 
copyright therefore promises ABC Inc. that it will preserve ABC’s ability 
to earn revenue from its movie after all—by rendering unauthorized 
copying actionable—and ABC estimates based on this promise that it can 
thereby obtain a net gain of $1.5 million. Copyright certainlty doesn't 
                                                             
102 Id. at ___. 
103 See generally Louis Kaplow, Private Versus Social Costs in Bringing Suit, 15 J. LEGAL STUD. 
371 (1986) (identifying and discussing the different costs that private litigation entails, some of 
which are borne by the private actor, and others by society). 
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promise ABC that it will actually earn $4 million, just that it will preserve 
ABC’s ability to do so by disabling unauthorized copying. Copyright is in 
effect preserving the entirety of ABC’s market, meaning that in this case 
B© (i.e., $4 million) > CC (i.e., $2.5 million), motivating ABC Inc. to make 
the movie.  

Now, if ABC Inc. also realizes that copyright’s mechanism of 
preservation, its promise of exclusivity, is heavily dependent on ABC 
Inc.’s being able to enforce the exclusive rights that it grants creators, and 
here, that enforcing copyright law to make sure that their revenues stay at 
$4 million (and preserve the market in its entirety) will likely take another 
$1.5 million, ABC Inc. will have no incentive to create the movie, since it 
can calculate that its net gain will be zero. What this points to then is the 
simple fact that the effective functioning of copyright as an incentive to 
create—in the standard incentives story—depends directly on the cost-
effectiveness of enforcement. The costs (and benefits) of 
enforcing/litigating the claim, in other words, are just as integral as the 
costs (and benefits) of creation—to the copyright system’s realization of 
its fundamental utilitarian goal.104 

Two important qualifications are in order here. First, the argument 
above assumes that what are described as enforcement costs map onto 
litigation costs; and one might argue that the exclusive rights entitlement 
could indeed be enforced independent of litigation—e.g., through 
technological measures, cease and desist letters, and the like.105 It bears 
emphasizing that while these mechanisms may not constitute forms of 
“litigation” strictly speaking, their effectiveness is always dependent on 
eventual recourse to litigation. In other words, enforcement by self-help is 
always parasitic on the threat of eventual litigation, and happens in the 
shadow of the law.106 As a result, ex ante calculations of enforcement must 
invariably consider the possibility of litigation. Second, copyright’s 
                                                             
104 In some ways, it is surprising that the litigation and enforcement costs of the copyright system 
haven’t been taken to impact its ability to function as an incentive to create. The analogous point 
has for long shown to be true in relation to the deterrence function of tort law, namely, that when 
litigation costs are excessive, a regime of liability is likely to under-deter, since the incentive to 
take adequate precautions is reduced. See Keith N. Hytlon, Litigation Costs and the Economic 
Theory of Tort Law, 46 U. MIAMI L. REV. 111, 113-14 (1991); Keith N. Hylton, The Influence of 
Litigation Costs on Deterrence Under Strict Liability and Under Negligence, 10 INT’L REV. L. & 
ECON. 161, 161 (1990) (developing a model to show how strict liability and the negligence rule 
lead to under-deterrence when litigation costs are taken into account). See also Thomas J. Miceli, 
Deterrence, Litigation Costs, and the Statute of Limitations, 20 INT’L REV. L. & ECON. 383, 393 
(2000) (developing the model further).  
105 See, e.g., Kenneth W. Dam, Self-Help in the Digital Jungle, 28 J. LEGAL STUD. 393 (1999); Julie 
E. Cohen, Copyright and the Jurisprudence of Self-Help, 13 BERKELEY TECH. L.J. 1089 (1998);  
106 Cf. Robert H. Mnookin & Lewis Kornhauser, Bargaining in the Shadow of the Law: The Case of 
Divorce, 88 YALE L.J. 950 (1979) (showing how interactions against the backdrop of a legal regime 
occur in “the shadow of the law”). 
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benefits can certainly be seen as entailing more than just the benefits of 
enforcing the entitlement. Since the entitlement is inherently marketable 
(i.e., through licenses, transfers, and assignments), the very possibility of 
such contractual transfers might generate important benefits for the 
creator. The fact of the matter however remains that such purely 
contractual benefits, are on their own likely to be fairly marginal, when 
unbundled from the possibility of their enforcement. When contracting 
parties recognize that the possibility of the claim being enforced is cost-
prohibitive or unviable, the claim is likely to be valued at a much lower 
level, rendering its benefits to the transferor (i.e., owner) marginal. 

Returning then to the main point, that copyright’s incentive to 
create must factor in the incentive to litigate the copyright claim, allows us 
to now further specify the idea. Incentives to litigate a claim—for a 
rational private actor—can in similar terms be mapped onto the costs and 
benefits of a recovery. The benefits from litigation are thus the difference 
between the probabilistic expected recovery (i.e., damages), and the costs 
of litigation, often represented by the formula:107 BL = p(D) - CL, where BL 
represents the benefit from litigation or the expected value from litigation, 
p the probability of succeeding in a recovery, D the damages that the 
recovery is likely to result in, and CL the costs that the litigation entails. 
Only when this produces a positive yield for an actor, will it make sense to 
litigate.108  

If copyright’s market-preserving benefits (previously B©) consists 
in large part of the benefits from enforcing/litigating the copyright claim 
(BL) and the marginal benefits that flow directly from the copyright 
entitlement (BDir), the original calculus for the incentive to create (B© > 
CC) therefore becomes effectively: [BDir + p(D)] > [CC + CL]. In other 
words, for copyright to work as a rational inducement to create, the sum of 
the marginal non-enforcement benefits and the probabilistic recovery from 
enforcement must exceed the costs of creating the work and enforcing the 
claim. 

Copyright’s fundamental utilitarian goal—of inducing creativity—
thus takes shape in significant part from the mechanism that the law sets 
up to enforce its grant of exclusivity to creators. The realization of this 
social goal is, as a result, contingent on the enforcement mechanism being 
cost effective to creators. Altering the costs, benefits, and probabilities of 
recovery thus affects not just the incentive to litigate, but in the process 
presumptively, the very incentive to create. In this respect, copyright law 
tracks other areas of law where Congress seeks to motivate private actors 
                                                             
107 See SEAN FARHANG, THE LITIGATION STATE 22 (2010); A. Mitchell Polinsky & Steven Shavell, 
Punitive Damages: An Economic Analysis, 111 HARV. L. REV. 869, 882 (1998). 
108 FARHANG, supra note __, at 22. 
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to bring claims, in the belief that by so doing, a broader social goal is 
likely to be realized.109 The reason all of this matters, we shall soon see, is 
because the copyright troll operates by driving a neat wedge between the 
two incentives, in the process disrupting the continuity that the regime is 
predicated on. 
 

B. Sorting Copyright Claims—A Hidden Equilibrium 
 

In addition to relying on private enforcement to achieve its social 
goal, copyright law also depends entirely on its private law apparatus to 
realize an additional institutional function—namely, that of differentiating 
between various types of copyright claims. This function is in many ways 
parasitic on its social goal, but is nonetheless important to the smooth 
functioning of the system. In delegating the decision whether to enforce a 
claim against a copier to the copyright owner (the right-holder), copyright 
law allows right-holders to decide precisely what kinds of claims they 
want to litigate and enforce. Yet, its delegation of this decision isn’t 
unbridled, for it derives from the variables that impact the decision to 
litigate, which are in turn under the control of the state.110 And given the 
regime’s purported realization of its social goal through litigation, this 
controlled delegation can be seen as emanating from the institution’s basic 
premise on the alignment of the incentive to create with the incentive to 
litigate. This framework requires some unbundling. 

“Not all copying, however, constitutes copyright infringement.111” 
Perhaps more importantly though, not all copyright infringement is likely 
to result in liability. This is because the decision whether to enforce a 
claim (and impose liability on a defendant) is very often influenced by 
costs and variables that make it both impractical and inefficient for the 
copyright owner to commence an action.112 Putting these two together, we 
see that potential copyright claims can thus be categorized, broadly 
speaking, into three basic categories: 

 
Actionable and Enforced Claims (Type I). This category covers 
claims that constitute acts of infringement as a legal matter and 
which are in fact enforced by the copyright owner because it 
makes economic sense to enforce them. Paradigmatic of this 

                                                             
109 Id. at 30-31. 
110 Indeed, some argue that statutory regimes which delegate their enforcement to private actors do 
so for political reasons having to do with inter-branch dynamics and the avoidance of gridlock. See 
id. 
111 Feist Pub. Corp., Inc. v. Rural Telephone Serv. Co., 499 U.S. 340, 361 (1991). 
112 Shavell, The Social Versus Private Incentives, supra note __, at 333. 
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category are instances of competitive copying, where the copyright 
owner suffers direct, recurring, harm.113 The action is commenced 
on the recognition that the potential recovery is very likely to 
exceed the harm from allowing the copying to continue unabated. 
 
Actionable but Tolerated Claims (Type II). This is the most 
important category for our purposes and covers claims that as a 
matter of law constitute infringement, but are nonetheless treated 
as non-actionable by copyright owners through their conscious 
inaction. Tim Wu calls uses that form the basis of these claims 
“tolerated uses” and posits that they come about when the 
copyright owner chooses not to enforce its rights for reasons of 
“simple laziness or enforcement costs, a desire to create goodwill, 
or a calculation that the infringement…actually benefits the 
owner.114” Examples include copying by fan fiction websites, or 
the private home copying of literary, musical, or audiovisual works 
by consumers.115 

 
Non-Actionable Claims (Type III). These are typically instances of 
copying that the law (as opposed to the individual copyright 
owner) treats as non-infringing to begin with. The most prominent 
claims in this category are instances of fair use, which the law 
treats as independently legitimate.116 Also included are instances of 
copying that do not meet the “substantial similarity” 
requirement,117 and forms of copying under a statutory 
exemption118 or implied license.119 The key analytical point here 
though is that these claims are rendered non-actionable as a matter 
of law. Private parties, in other words, have little say in expanding 
or contracting this category.120 

                                                             
113 See, e.g., Jessica Litman, Real Copyright Reform, 96 IOWA L. REV. 1, 45 (2010); Lydia Pallas 
Loren, The Evolving Role of “For Profit” Use in Copyright Law: Lessons from the 1909 Act, 26 
SANTA CLARA COMPUTER & HIGH TECH. L.J. 255, 281-84 (2010). 
114 Wu, supra note __, at 619. 
115 Id. See also Jessia Litman, Lawful Personal Use, 85 TEX. L. REV. 1871, 1895-1903 (2007). 
116 17 U.S.C. §107 (2005) (defining fair use). 
117 See Shyamkrishna Balganesh, The Normativity of Copying in Copyright Law, 62 Duke L.J. __ 
(forthcoming December 2012) (describing substantial similarity and its role in copyright law). 
118 See 17 U.S.C. §§108-112 (2005). 
119 See, e.g., Orit Fischman Afori, Implied License: An Emerging New Standard in Copyright Law, 
25 SANTA CLARA COMPUTER & HIGH TECH. L.J 275 (2009). 
120 Fair use thus operates as a mandatory, rather than default rule, and cannot be contracted away. 
See David Nimmer, Elliot Brown & Gary N. Frischling, The Metamorphosis of Contract into 
Expand, 99 CAL. L. REV. 17, 68 (1999). 
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What is crucial for our purposes though, is that fact that copyright 

law—in its reliance on private enforcement—actively delegates to 
copyright owners, the process of categorizing claims into the first two 
categories, i.e., Type I and II. In other words, while copyright owners are 
required and asked to differentiate between Types I and II on the one 
hand, and Type III on the other, they are mandated to do so by the law. As 
between Types I and II however, copyright law (i.e., doctrine) as such says 
nothing at all. The decision is an entirely private one, and resembles the 
gatekeeping function that ownership performs in property law.121 Just as a 
property owner gets to decide who to treat as an uninvited but welcome 
guest and who to treat as a trespasser, copyright owners get to choose what 
kinds of uses (and hence claims) to treat as actionable and enforced, as 
opposed to actionable but tolerated.122 
 This raises the obvious question then of identifying the criteria by 
which copyright owners separate between these claims and choose to 
enforce some but not all. Here, we return back to the factors that influence 
the decision whether to litigate/enforce the claim to begin with. The 
decision to litigate is contingent on the expected benefit from litigation 
exceeding its expected costs, or the costs of litigation when subtracted 
from the probabilistic recovery of damages producing a positive payout to 
the plaintiff, i.e., p(D) > CL, since BL = p(D) - CL.123 On the continuing 
assumption that the decision whether to commence an infringement action 
or not is a rational economic one, we may readily conclude then that it is 
because p(D) < CL that some claims fall into the category of actionable but 
tolerated.  

What is important to recognize is that the variables in question, 
namely, the costs of litigation, the probability of success, and the damages 
recoverable aren’t necessarily individual to each plaintiff, but instead 
develop a level of uniformity over time. For instance, the litigation costs 
involve among other things, the cost of finding a lawyer, paying the 
attorney’s fees for representation, paying the court fees, the costs of 
negotiating a settlement, and the indirect costs that litigation entails (e.g., 
involving reputation, goodwill, and the like). These are often exogenous to 
an individual plaintiff, and in addition show a surprising level of 
consistency across diverse subject matter. As a result, sorting between 
Type I and Type II claims begins to occur as a system-wide phenomenon, 
rather than an individual one. In other words, certain kinds of claims begin 
to fall into Type II rather than Type I because it makes little economic 
                                                             
121 Larissa Katz, Exclusion and Exclusivity in Property Law, 58 U. TORONTO L.J. 275, 288 (2008). 
122 See id. at 289-90. 
123 FARHANG, supra note __, at 22. 
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sense for a rational, individual utility-maximizing plaintiff to enforce 
them, regardless of the specifics of the plaintiff and defendant. An 
example best illustrates this point. 

Jason is an amateur artist. Enamored by a movie poster—for the 
movie Avatar—that he comes across, he decides to paint an oil 
reproduction of the poster at home. He buys an authorized copy of the 
poster, and produces three oil paintings of it that are each virtually 
identical to the original. He hangs each up in a different room of his house, 
for his friends to admire each time they visit him. As a purely doctrinal 
matter, Jason’s actions don’t fall under any of the copyright statute’s 
exemptions from infringement, including the fair use doctrine; i.e., it is in 
theory actionable.124 Now assume that one day, a representative of the 
movie studio, Lightstorm Entertainment—which owns the rights to the 
original poster—visits Jason. Will Lightstorm choose to enforce its claim 
against Jason? 

Clearly not. As a rational actor, Lightstorm will realize that: (i) 
Jason’s actions were not for profit, and didn’t produce a negative market 
effect (i.e., harm) on the sale of its own poster, (ii) a court/jury is likely to 
be sympathetic to Jason’s “personal use” of the protected work (the 
probability of recovery, p, hypothetically is thus closer to .4)125, (iii) even 
if it succeeds, and elects to recover statutory damages (since there are no 
actual damages), its recovery (D) will likely be closer to the minimum 
$750, since proving that Jason’s actions were willful is extremely 
difficult,126 and (iv) the costs of hiring a law firm, initiating the action, and 
going through the litigation will likely be (hypothetically) at least $5,000 
(CL). Putting it all together, enforcing the claim will come at a net loss of 
$4,700 (5000- (.4)750), which endows the claim with little economic 
sense for Lightstorm to enforce. Over time though, the same type of 
calculation is likely to be applied by a majority of copyright owners to 
most types of personal home reproductions of protected works—making it 
highly unlikely that they will be enforced, and effectively pushing such 
uses into the category of actionable but tolerated uses. 

Now one might worry that if the costs of litigating/enforcing the 
claim in such Type II claims is prohibitive, it might affect Type I claims as 
well—effectively interfering with the incentive to litigate, which as we 
saw, feeds into the very incentive to create. This is where Congress and 
the federal courts have the power to step in and alter the calculus, as it 
                                                             
124 See Litman, supra note __, at 1903 (describing such acts as infringing in the “nominal” sense).  
125 Id. at 1878-79 (describing a personal use as one where “even the most rapacious copyright 
owners have always agreed that some uses are lawful even though they are neither exempted nor 
privileged in the copyright statute nor recognized as legal by any judicial decision”). 
126 See, 17 U.S.C. §504(c) (2005). 
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deems necessary.127 Through modifications in the law, they can alter the 
expected recovery (D), the probability of such recovery (p) and the costs 
of litigation, so as to ensure that at any point in time there remains a 
balance between Type I and Type II claims, which makes it viable for 
some copyright claims to be brought and enforced, in turn furthering 
copyright’s purpose of motivating creativity. This point bears emphasis for 
it reveals two extremely important things about the enforcement of 
copyright claims: one, that the balance between Type I and Type II claims 
is realized through private copyright owners’ calculations of when it 
makes economic sense to enforce; and two, that Congress and the courts 
are always in a position to influence this balance through changes in the 
law, if and when they find that the balance is impeding copyright’s social 
purpose of inducing creativity. 

Copyright law at all times contains a balance not just between 
Type I and Type III, or actionable and non-actionable claims, but also a 
balance between Type I and Type II, or actionable and enforced, and 
actionable but tolerated claims. As long as the expected benefits for 
potential Type I claims are significant enough, the incentive to create 
continues to be fuelled by copyright. When Congress and the courts have 
reason to suspect that the balance is problematic such that it is likely to 
impact the incentive to create, they alter the variables. A case in point is 
Congress’s introduction of statutory damages into the Copyright Act in 
1909, when it recognized that copyright owners were finding it difficult to 
prove how much damage they had suffered.128 Presumably then, Congress 
realized that this difficulty was expanding the scope of Type II claims—
since it affected the variable p(D)—and chose to fix it in an effort to push 
claims back into the category of actionable and enforced.  

What this reveals then, is that copyright law as a structural matter, 
contains an under-appreciated enforcement equilibrium, manifested in the 
ratio of Type I to Type II claims. This equilibrium is maintained entirely 
through the rational economic decisions of private copyright owners, with 
periodic support and tailoring from Congress and the federal judiciary. By 
ensuring that the costs of bringing certain kinds of claims—measured in 
terms of primary litigation costs, and the secondary reputational, social, 
and long-term market consequences of such actions—exceeds any likely 
recovery, copyright law ensures that certain kinds of claims remain de 
facto lawful, even when legally actionable. Indeed, this balance is 

                                                             
127 See FARHANG, supra note __, at 24-28 (showing how Congress can do this is numerous 
domains). 
128 See Pamela Samuelson & Tara Wheatland, Statutory Damages in Copyright Law: A Remedy in 
Need of Reform, 51 WM. & MARY L. REV. 439, 446 (2009). 
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precisely why we have a host of “gray area” uses that while infringing in 
the nominal sense are nonetheless rampant.129  

As a species of transaction costs, litigation costs are routinely 
taken to be wasteful, and worthy of being minimized (if not eliminated).130 
Yet, much like positive transaction costs, which can produce certain 
beneficial outcomes contextually,131 positive litigation costs are 
responsible for the Type I/Type II equilibrium, which injects added 
breathing space into any private enforcement regime. Positive litigation 
costs, in other words, perform an important “cautionary function”, by 
forcing plaintiffs to assess the costs and benefits of their actions before 
enforcing their claims.132 This cautionary function in turn produces 
beneficial spillover effects to the rest of society, manifested in the 
maintenance of a large set of Type II claims. 

What is perhaps most important to appreciate about this 
equilibrium, which may seem otherwise uncontroversial is that it forms an 
essential boundary condition for copyright’s functioning as an incentive to 
create. It represents, in other words, a calibration of the amount of 
incentive—in terms of the expected value from copyright—needed to 
stimulate creativity. This calibration however is done by copyright owners 
themselves, in the aggregate. This is where the fact that the equilibrium 
originates entirely in the aggregated calculations of private copyright 
owners over time, while supported by alterations in the law as 
circumstances change, assumes significance. This certainly isn’t to suggest 
that the equilibrium never changes. Indeed, quite independent of 
legislative activity (which are in some sense responsive to the demands of 
private actors), private actors can themselves come to recognize that the 
balance of Type I to Type II claims is inappropriate (i.e., inadequate) to 
serve as an inducement for creativity. When this occurs, copyright owners 
begin to alter their calculus, often ignoring the costs of enforcing 
previously tolerated claims and incurring short term losses to instigate 
long term benefits. A prime example of this phenomenon is the recording 
industry’s campaign against file-sharing.133 

                                                             
129 Wu, supra note __, at 633. 
130 See, e.g., Pierre Schlag, The Problem of Transaction Costs, 62 S. CAL. L. REV. 1661, 1685 
(1989); Ward Farnsworth, Do Parties to Nuisance Cases Bargain After Judgment? A Glimpse 
Inside the Cathedral, 66 U. CHI. L. REV. 373, 410 (1999). 
131 For the leading account on the contextual benefits of positive transaction costs, see David M. 
Driesen & Shubha Ghosh, The Functions of Transaction Costs: Rethinking Transaction Cost 
Minimization in a World of Friction, 47 ARIZ. L. REV. 61, 85-103 (2005). 
132 Cf. Lon L. Fuller, Consideration and Form, 41 COLUM. L. REV. 799, 800 (1941) (describing 
how consideration in contract law acts as a “check against inconsiderate action”). 
133 For some literature documenting this see: Jessica Litman, The Sony Paradox, 55 CASE W. RES. 
L. REV. 917, 958 (2005); Justin Hughes, On the Logic of Suing One’s Customers and the Dilemma 
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In 2003, as the practice of peer-to-peer file-sharing started 
becoming common among college and high school students, recording 
studios began to worry that such digital downloads would diminish their 
revenues from regular sales.134 Individual actions against downloaders had 
until then remained a paradigmatic Type II, or actionable but tolerated 
claim, since the recovery was costly and had little expected value.135 
Nonetheless, recording studios under the rubric of the Recording Industry 
Association of America (RIAA), decided that there remained a hidden 
benefit to such otherwise economically inefficient lawsuits—namely, their 
deterrent effect on other potential downloaders.136 They thus made the 
calculation that even if bringing the individual lawsuits proved inefficient, 
it was likely to generate quantifiable long-term benefits that might render 
it worthwhile in due course. Between 2003 and 2008, the RIAA then 
commenced about 18,000 lawsuits against downloaders at a huge loss, but 
which they hoped would deter further downloading on peer-to-peer 
networks.137 Evidence seems to suggest that this campaign had little to no 
deterrent effect on individual downloaders, with the RIAA eventually 
abandoning the campaign.138 Nonetheless, the concerted action by the 
copyright owners did have the effect of altering the equilibrium of non-
enforcement for peer-to-peer private copying, which had until then been 
tolerated. Scholars referred to this as a “historical shift” that occurred in 
copyright enforcement139—brought about entirely through the action of 
owners. They had thus succeeded in altering the equilibrium, by moving 
such downloading from Type II to Type I—independent of its effect on 
deterrence and social norms among downloaders.140 Individual home 
downloading is today viewed as likely to trigger an infringement action. 

                                                                                                                                                       
of Infringement-Based Business Models, 22 CARDOZO ARTS & ENT. L.J. 725, 744-50 (2005); 
Litman, Lawful Personal Uses, supra note __, at 1876-77. 
134 See David Kravets, Copyright Lawsuits Plummet in Aftermath of RIAA Campaign, WIRED.COM, 
May 18, 2010, http://www.wired.com/threatlevel/2010/05/riaa-bump/ (noting how the campaign 
began in September 2003). 
135 Litman, Lawful Personal Uses, supra note __, at 1877. 
136 Id.; Hughes, supra note __, at 744. 
137 Nate Anderson, Has the RIAA Sued 18,000 People … Or 35,000?, ARS TECHNICA, July 10, 
2009, http://arstechnica.com/tech-policy/news/2009/07/has-the-riaa-sued-18000-people-or-
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Settlements?, TECHDIRT, July 14, 2010, 
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139 Ben Depoorter & Sven Vanneste, Norms and Enforcement: The Case Against Copyright 
Litigation, 84 OR. L. REV. 1127, 1127 (3005). 
140 See generally Litman, Lawful Personal Use, supra note __, at 1877. 
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Despite the fact that the equilibrium of Type I/II claims plays an 
important role in constituting the incentive that copyright law creates, it 
has thus far received little attention in attempts to understand copyright’s 
incentive framework. The “incentives-access” framework first developed 
by Arrow is thought to inform standard economic accounts of copyright 
law;141 and yet, few recognize that actionable but tolerated claims play an 
important role in framing the boundary between incentives and access, 
which has traditionally thought to derive entirely from copyright law’s 
doctrinal filters between protectable and unprotectable material.142 The 
typology and equilibrium described here reveal that the balance is 
maintained not just by protectability, but also by enforcement levels. 

Note that thus far, we have avoided much discussion of non-
actionable claims, of which fair use claims are the most common. The 
problem with fair use however is that given its uncertainty, its borders 
remain unclear.143 As a result, while much of what is colloquially 
understood as “fair use” represents Type III, some of what is taken to be 
fair use is in reality Type II. And given that the decision whether 
something is in Type II or instead in Type I (and therefore enforced) is 
entirely a private decision delegated to copyright owners, potential 
defendants have little ability to contribute to the scope of Type II claims 
on their own. This is another way of saying that the balance between Type 
I and Type II claims is entirely a factor of costs and benefits specific to 
potential plaintiffs, which reveals its stability over time. Once again, 
Congress and the courts can of course, carve certain claims out of Type II 
and put into Type III, and indeed it has done so in the past.  
 

C. The Equilibrium as a Focal Point 
 

The balance between Type I and Type II claims described above—
the “equilibrium”—is more than just a descriptive reality of the copyright 
system. It also is of deep functional significance to the institution, which 
makes its erosion through artificial mechanisms troubling. The importance 
of “balance” in copyright law is hardly new and is well-documented in the 
literature.144 Given that copyright protection produces large costs over 
                                                             
141 See Kenneth J. Arrow, Economic Welfare and the Allocation of Resources for Invention, in THE 
RATE AND DIRECTION OF INVENTIVE ACTIVITY 609, 617 (1962) (setting up what would become the 
paradigm). 
142 See, e.g., Glynn S. Lunney, Jr., Reexamining Copyright’s Incentives-Access Paradigm, 49 
VAND. L. REV. 483 (1996). 
143 See, e.g., Litman, Lawful Personal Use, supra note __, at 1873. 
144 For recent work on this topic see: Abraham Drassinower, From Distribution to Dialogue: 
Remarks on the Concept of Balance in Copyright Law, 34 J. CORP. L. 991 (2009); Peter B. Maggs, 
The Balance of Copyright in the United States of America, 58 AM. J. COMP. L. 369 (2010). 
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time, the importance of safety valves to minimize the system’s costs to 
society has for long been seen as essential to its functioning and 
legitimacy. Fair use, the idea-expression dichotomy, originality, and a host 
of other devices internal to copyright doctrine are thus seen as performing 
this balancing function.145  

While the Type I/II equilibrium contributes in similar vein to 
copyright’s basic ideal of balance, in turn central to the incentives-access 
trade-off that economic accounts of copyright law rely on,146 there is also 
something fundamentally different (and important) about it. Since it 
originates in market-based calculations that copyright owners themselves 
are forced to make over a period of time, the balance partakes of a 
“spontaneous order147,” analogous to customary regimes where 
participants have greater control over the content of the rules that govern 
them. The balance thus assumes a different kind of normativity from the 
one ordinarily communicated and enforced by the rest of copyright law.148 

As a private law institution, copyright law is structured to speak 
through relational directives—of rights and duties. Being an obligatory (as 
opposed to optional) regime, its private law architecture is composed of a 
set of “exclusive rights” that operate through their correlative duties “not 
to copy,” and compels individuals to behave, or refrain from behaving in 
certain ways.149 Copyright’s legal rules therefore communicate a formal 
legal normativity, largely analogous to other areas of law. By declaring 
certain actions to be within the exclusive providence of the copyright 
owner, the law directs others not to engage in those actions, and subjects 
them to the possibility of legal liability if they choose not to comply. 

The Type I/II equilibrium however is devoid of any formal 
normative significance. Being neither a direct nor delegated creation of the 
law, but rather a reality of the enforcement environment, its status is more 
de facto than de jure. This hardly suggests that it isn’t of great importance. 
To the contrary, it performs a crucial coordination function in the creative 

                                                             
145 See generally Robert Kasunic, Preserving the Traditional Contours of Copyright, 30 COLUM. 
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marketplace, as a “focal point” for interactions between copyright owners 
and users/copiers. 

The typical interaction between a copyright owner and a private 
(non-commercial) copier in the marketplace can be understood as one of 
coordination, rather than pure conflict. A coordination situation (in Game 
Theory) is one where the interests of parties are aligned to some degree 
(even if not completely), and yet this fact alone doesn’t ensure that they 
will act to further their aligned self-interest.150 The literature is replete 
with examples of such coordination: cars on a street seeking to proceed in 
an orderly and efficient manner, rowers on both sides of a boat seeking to 
move the boat in the same direction, hunters trying to catch a common 
prey, and so on.151 Users and copiers care deeply about many of the uses 
that fall into the category of “actionable but tolerated” (or “tolerated”), 
since they contribute to the effective consumption and use of creative 
works. Indeed, some scholars describe the allowance for such uses as an 
integral part of the free speech and liberty interests that users have, even if 
copyright law treats them as formally actionable.152 Copyright owners too 
remain indifferent to such uses as we discussed, so long as they do not eat 
into their revenues (i.e., as long as they remain within the zone of 
tolerance), for example, by turning commercial or competitive. In some 
instances, copyright owners might not just be indifferent to such uses, but 
might instead seek to encourage them—given their spillover effects on the 
primary market for the work in question (e.g., fan fiction, or sampling).153 
The two sides’ interests are thus aligned, but absent some formal 
communication, there is no guarantee that they will coordinate—i.e., that 
copyright owners will refrain from enforcing their claims, and that private 
users will use/consume the work within the zone of tolerance.  

In such situations needing coordination, scholars have posited that 
very often “focal points” tend to spontaneously emerge, either through the 
interaction of parties over time, or through a third party, which has the 
effect of making some information salient, thereby inducing the 
coordination that both parties desire.154 What is critical to appreciate 
though is that these focal points need not be endowed with any normative 
                                                             
150 Richard H. McAdams, A Focal Point Theory of Expressive Law, 86 VA. L. REV. 1649, 1655 
(2000) (“In a coordination game, players have common interests, but this fact does not guarantee 
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152 See Litman, supra note __, at 1918-19 (“A healthy copyright system requires an equilibrium 
between copyright owners’ rights to exploit works and individuals’ liberties to enjoy them.”) 
(emphasis supplied). 
153 See, e.g., Sony Corp. of Amer. v. Universal City Studios, Inc., 464 U.S. 417, 446 (1984) (noting 
how some copyright owners “welcome the practice” of unauthorized copying in some contexts). 
154 McAdams, supra note __, at 1658-63. 
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significance for them to work. All that they do is raise the “salience” of 
one option over others, causing parties to converge around that option.155 
The focal point thus generates credible expectations on each side as to the 
behavior of the other, which allow them to move forward collectively.156 
Since focal points don’t work through their formal normativity, their 
origins matter very little. A focal point might thus originate in a third party 
(e.g., a government) or indeed through the action of one side of the 
interaction over time. It is precisely in this manner that the equilibrium 
described before operates. 

Over a period of time, when copyright owners decide not to 
enforce certain kinds of actionable claims (i.e., Type II claims), it has the 
effect of communicating a signal to users/copiers. While it certainly 
doesn’t carry any normative significance in the sense of binding the 
copyright owner, it nonetheless assumes a certain amount of salience that 
is sufficient to enable owners and users to coordinate their actions.157 
Copyright owners’ behavior over time thus creates a self-fulfilling 
expectation that behavior of a certain kind will occur, even if it isn’t 
formally obligatory. It creates a credible expectation that certain kinds of 
unauthorized copying and use on the part of the public will likely not be 
enforced against them, even though such enforcement is permitted as a 
formal legal matter. 

Indeed, the significance of such Type II uses, despite their non-
obligatory status, was emphasized by the Supreme Court in Sony Corp. of 
America, Inc v. Universal City Studios otherwise known for its doctrine of 
“substantial non-infringing” uses in the area of contributory liability.158 
There, the court noted how significant it was that several copyright owners 
readily testified (at trial) that they viewed certain kinds of copying as 
permissible. It thus noted that one prominent copyright owner “had 
absolutely no objection to home taping for noncommercial use” and that 
numerous such owners had no objection to, and indeed “welcome[d]” 
such, copying for various reasons.159 Particularly telling is the Court’s 
conclusion that “owner of a copyright may well have economic or 
noneconomic reasons for permitting certain kinds of copying to occur” 
and that “[i]t is not the role of the courts to tell copyright holders the best 
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way for them to exploit their copyrights.160” The court repeatedly 
emphasized that it was using these findings not to accord the behavior 
normative significance—for example, as a collective implied license—but 
instead to conclude that such uses were de facto non-infringing because of 
copyright owner’s own inaction, which the users/copiers of the protected 
work could legitimately rely on.161 In other words, the Court too seems to 
have thought the existence of Type II claims and the identification of the 
demarcating line between Type I and II to be both salient and behavior-
influencing, i.e., as a focal point. Indeed, the Court’s own recognition and 
validation of such uses can be seen as giving it additional prominence and 
salience to this end. 

Nobel Laureate Thomas Schelling, who is commonly credited with 
developing the idea of focal points, observes that a “prime characteristic” 
of such focal points is that they introduce an element of “prominence or 
conspicuousness” into the situation—one that depends on “time and place 
and who the people are.162” “Who the parties are and what they know 
about each other” is thus an extremely important determinant for the 
emergence and continuing significance of such focal points.163 The 
credible expectation that a focal point creates is thus heavily dependent on 
one party being able to understand the reasoning/thinking that goes into 
the other’s decision, which is in turn dependent on the characteristics and 
incentives of both sides remaining relatively static over time, place and 
context. In our situation, members of the public who seek to use 
copyrighted works must thus be able to understand how (and perhaps 
why) copyright owners will not enforce Type II claims, for the equilibrium 
to operate as a focal point and vice-versa, which in turn necessitates a set 
of minimum shared characteristics on both sides. Indeed, it is precisely 
this element that the troll’s actions alter, in the process changing both the 
equilibrium and its ability to operate as a focal point for coordination 
between owners and copiers/users. The next Section details this process. 
 

D. The Copyright Troll, the Enforcement Equilibrium, and the Unease 
 

 To this point, we have avoided any discussion of the copyright troll 
and its interaction with the enforcement equilibrium built into copyright 
law. It is precisely because of the existence of this equilibrium that the 
troll’s actions start to become problematic. Its unique set of market 
motivations and structural features turn the equilibrium—fragile, unstable, 
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and dependent on private actors—on its head. In the process, it risks 
disrupting the connection between copyright enforcement and the 
institution’s fundamental purposes of inducing creativity through the 
market.  
 When the copyright troll steps into the shoes of the copyright 
owner by acquiring an actionable copyright claim, it brings several of its 
advantages to the enforcement game. The first is its expertise in enforcing 
copyright claims. The troll is usually comprised of individuals with 
experience enforcing and litigating copyright claims—i.e., copyright 
lawyers. As a result, the transaction costs of initiating the claim come to 
be reduced quite dramatically, with the need for external counsel being 
eliminated altogether. Second is its reliance on scale. To the copyright 
troll, the substance of an individual claim matters much less than its 
aggregate returns from the enforcement of multiple claims. This explains 
why it is able to settle each claim for amounts much lower than the 
damages it seeks. Yet, when aggregated together, the settlements prove to 
be beneficial. Third, the copyright troll focuses entirely on its short-term 
gains from enforcement. Not being a participant in the market for creative 
works, and therefore with no customer-base as such, it has little to worry 
in terms of the reputational consequences of going after defendants 
indiscriminately and of suing parties who to traditional copyright owners 
constitute their “customers”.164  
 Going back then to the incentive to enforce a claim, represented by 
the idea of BL = p(D) - CL, what we begin to see is that the copyright troll 
is able to quite significantly lower its costs of litigation (CL) because of its 
cost efficiencies and expertise, and at the same time raise its probability of 
success (p), once again owing to its expertise and systematic enforcement, 
altering its expected payoff from the enforcement of the claim. Its 
expected benefits from litigating/enforcing the claim (BL) are thus 
significantly higher than that of the original copyright owner, i.e., the 
creator, as a result of these features. The reason this matters however, is 
because it has the effect of altering the balance between Type I and Type 
II claims described earlier. Recall that what held the balance between the 
two categories was the fact that at some point, i.e., for a large variety of 
claims p(D) < CL as a result of which those claims aren’t 
litigated/enforced. 
 Yet, this too is hardly problematic, for as we noted earlier, the 
equilibrium is hardly immutable, and copyright owners do occasionally try 
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to change the balance when they feel like the incentive provided by Type I 
claims is insufficient. In this sense, the troll’s actions are no different from 
an otherwise over-zealous copyright owner, such as the RIAA, described 
earlier.165 What differentiates the troll from the copyright owner however 
is that its reasons for not adhering to the balance aren’t germane to 
copyright’s fundamental purpose. 
 As noted earlier, the balance between Type I and Type II copyright 
claims can be seen as an essential boundary condition for the incentive to 
create that copyright law provides creators. In other words, the point at 
which copyright owners treat some claims as Type II ones can be taken to 
represent—to them (i.e., copyright owners)—the point at which the returns 
from enforcement are no longer deemed necessary for the inducement of 
creative expression. Over time, this might change through the actions of 
copyright owners, and when it does, the logic is normally that the 
marketplace for creative expression necessitates higher expected returns, 
pushing tolerated Type II claims into the category of enforced Type I 
claims in order to produce those returns. While the balance between Type 
I and II claims is changed through the concerted action of copyright 
owners in certain domains, the copyright system ordinarily views that 
change as unproblematic because it is taken to be a mere re-calibration of 
the returns needed to induce creativity, which the law delegates to 
copyright owners themselves.166 Thus when recording companies 
(copyright owners) start enforcing infringement claims against non-
commercial downloaders, the system is compelled to see it as 
unproblematic because it is thought to represent the fact that the copyright 
owners are merely re-assessing an equilibrium that represents the returns 
needed to continue producing music. Given the connection between the 
incentives to create and enforce described earlier, an increase in the costs 
of creating new works (CC) necessitates greater cumulative recovery (Ʃ 
p(D)), which accounts for the change.167 In short then, since copyright’s 
fundamental purpose is thought to lie in its providing creators with an 
inducement to produce original expression through the market, alterations 
in the balance between Type I and Type II claims that derive from that 
purpose remain unproblematic. 
 The troll’s attempt to change the balance however has very 
different origins. The troll’s impetus for enforcing claims that would have 
otherwise been actionable but tolerated, originates not in the increased 
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costs of creating new works (CC)—since it obviously plays no role in the 
creation of the work—but is instead a result of its ability to reduce its own 
litigation costs (CL) and enhance its chances of recovery (p(D)), both of 
which raise its expected payoffs from enforcing/litigating a copyright 
claim. To the extent then that the balance between Type I and Type II 
claims is not just a contingent part of copyright’s incentive structure, but is 
instead integral to its very functioning, the troll’s disruption of the balance 
can be seen as emanating from reasons external to copyright’s basic 
purpose of producing creative expression. And it is precisely this aspect of 
copyright trolling that differentiates it from any other attempt to over-
enforce copyright claims. The real problem with the copyright troll thus 
lies in its disruption of the balance between actionable and enforced (or 
Type I) and actionable but tolerated (or Type II) claims for reasons that 
have nothing whatsoever to do with copyright’s functioning as an 
incentive to create.168  
 The troll’s actions produce obvious harm for defendants relying on 
the earlier equilibrium, and who perceived their actions to be actionable 
but tolerated. The troll however does more than just render the activities of 
a few defendants infringing and subject to liability. If allowed to continue 
unimpeded, in due course, the troll’s actions disrupt not just the 
equilibrium as it exists at any given point in time, but also the very process 
by which the equilibrium is formed and functions as a mechanism of 
coordination. Therein lies the real danger that trolling poses for the 
effective functioning of the copyright system. 
 The equilibrium functions as a focal point because of its ability to 
generate credible expectations on the part of both copyright owners and 
copiers as to the other’s behavior. The identities of parties as noted earlier, 
plays a major role in the development of such a focal point. When the 
copyright troll enters the enforcement game and begins to enforce its right 
indiscriminately, and by reference to its own set of motives and incentives 
(which are different from traditional creator-owners), it affects the ability 
of the equilibrium to function as a credible commitment from copyright 
owners across a variety of domains and contexts. Users and copiers of 
                                                             
168 A good analogy here is to the recent modifications to the copyright system that have in similar 
fashion been thought to alter copyright’s balance. The retroactive term extension—of 20 years—
brought about by the Copyright Term Extension Act (CTEA) of 1998 was seen by numerous 
parties as fundamentally problematic not just because it altered the contours of the copyright 
system, which would have otherwise been fine, given that copyright law has been amended by 
Congress on numerous occasions, but because the extension to the exclusive rights entitlement (by 
20 years) was seen as bearing no connection at all to copyright’s fundamental purpose. It was 
precisely because there was no evidence (or claim) that the extension was connected to copyright’s 
working as an inducement to create new expressive work, that many considered the CTEA deeply 
flawed. Indeed, this formed the very basis of the unsuccessful constitutional challenge to the 
CTEA. See Eldred v. Ashcroft, 537 U.S. 186, 210-222 (2003). 



COPYRIGHT TROLLING                       43 

 

works whose actions would fit the category of Type II now have to worry 
that the very identity and reasoning of copyright owners has changed, 
moving a greater number of Type II claims into Type I. Being devoid of 
formal normative significance—i.e., in not binding the party generating 
the signal—the focal point begins to lose its salience as a mechanism of 
coordination. And with this development, the possibility of Type II claims 
and the uses that it represents (tolerated uses) disappearing altogether 
begins to loom large.  
 This lack of formal normativity is unfortunately also the reason 
why the troll’s behavior is hard to fault as a matter of copyright law. 
Strictly speaking, the troll has done nothing illegal or unlawful. Its actions 
are fully in compliance with copyright law’s rules on transfers, standing, 
and recovery of damages.169 Yet, its actions have the potential to disrupt 
an informal dynamic in copyright law that is just as integral to the 
institution as its formal framework of exclusive rights, privileges and 
immunities. This in turn explains why the case against copyright trolls is 
rather difficult. Since its actions relate to an informal, uncodified part of 
the copyright system, reining it in as a matter of formal law presents a host 
of challenges. Any doctrinal tool employed to this end is likely to be either 
over- or under-determinative.  

Take for instance the two approaches that courts used to rein in 
Righthaven. Some courts expanded fair use to cover the defendant’s 
actions of reproducing an article in its entirety.170 In so doing, these courts 
were effectively moving certain Type II claims into Type III simply in 
order to disallow a recovery, and preclude the troll from moving it into 
Type I. Until this point no court had ever concluded that such verbatim 
copying could amount to a fair use – and these decisions surprised both 
copiers and copyright owners, who quite legitimately viewed it as a 
doctrinal aberration motivated by the courts’ purpose.171 A few other 
courts, as noted before, invoked the Silvers rule to deny Righthaven 
formal standing to sue for infringement.172 Yet, as discussed, this approach 
effectively precludes any form of third part involvement in copyright 
                                                             
169 See supra Part I.C. 
170 Righthaven, LLC v. Hoehn, 792 F. Supp. 2d 1138, 1141 (D. Nev. 2011). 
171 See, e.g., Steve Green, Book, Record Industries Attack Righthaven Fair Use Ruling, 
VegasInc.com, Dec. 5, 2011,  http://www.vegasinc.com/news/2011/dec/05/book-record-industries-
attack-righthaven-fair-use-/ (describing the amicus curiae brief of copyright owners opposing the 
Hoehn decision’s expansion of fair use); Brad A. Greenberg, The Quick Rise and Fall of the 
Copyright Troll–And How One Accidentally Expanded Fair Use, 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1947601 (last visited Apr. 4, 2012). 
172 Righthaven LLC v. Democratic Underground LLC, 2011 WL 2378186 (D. Nev., June 14, 
2011); Righthaven, LLC v. DiBiase, 2011 WL 2473531 (D. Nev., June 22, 2011); Righthaven, 
LLC v. Barham, 2011 WL 2473602 (D. Nev., June 22, 2011); Righthaven, LLC v. Hoehn, 2011 
WL 2441020 (D. Nev., June 20, 2011). 
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litigation, and can be overcome by a tightly worded artificial assignment. 
In short then, the absence of a viable doctrinal solution to the problem is a 
reflection of the reality that the problem with the copyright troll is (i) 
entirely one of copyright theory/policy, that (ii) isn’t formally embodied in 
copyright law. The challenge thus lies in formulating a legal response that 
can account for this reality, to which the next Part turns. 
 
 
III. CURTAILING COPYRIGHT TROLLING DIRECTLY: “COMPENSABLE HARM” 
 
 Having identified the real problem with copyright trolls to lie in 
the fact that their reasons for enforcing copyright claims diverge rather 
significantly from the institution’s (i.e., copyright’s) fundamental purpose, 
this Part moves to the prescriptive and suggests mechanisms by which 
copyright trolls can be reined in. In specific, any solution to the problem 
of copyright trolling needs to focus directly on policing the entity’s 
motives and reasons for enforcing copyright claims, while at the same 
time ensuring that it doesn’t (a) alter the contours of copyright’s 
traditional doctrines (such as fair use), and (b) preclude a secondary 
market for copyright claims from developing altogether. The approaches 
that courts currently adopt tend to do one or the other—as described 
earlier—making them unviable as long-term solutions to the problem. 
 This Part argues that a direct, more tailored solution lies in a rule 
that introduces a heightened rule of standing for non-author plaintiffs, by 
ensuring that the basis of their legal claims, in theory, tracks those of 
actual authors/creators, who copyright law is primarily designed to serve. 
Such a rule would require (i) non-author plaintiffs (e.g., trolls) who in 
infringement claims (ii) elect for statutory damages (as opposed to actual 
damages to injunctive relief), to establish that the defendant’s actions 
would in principle have enabled a claim for “actual damages173” and/or 
attributable profits, the type of injury that copyright law’s statutory 
damages allowance was “intended to prevent.174” In other words, it would 
make the availability of statutory damages for non-author plaintiffs 
depend on their establishing the existence of some compensable harm. 
 

A. A Limited Analogy to the Antitrust Injury Rule 
 

Scholars commonly make reference to antitrust law’s “antitrust 
injury” rule to suggest that copyright law ought to incorporate an 
equivalent rule of standing to limit plaintiffs’ claims to situations that 
                                                             
173 17 U.S.C. §504(c) (2005). 
174 Brunswick Corp. v. Pueblo Bowl-O-Mat, Inc., 429 U.S. 477, 489 (1986). 
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relate to copyright’s core objective of inducing creativity through the 
market.175 While no doubt well-intentioned, this argument is hard to 
square with copyright’s basic structure as a strict liability tort. My claim 
here is in contrast, quite different. Subsequent interpretations (and 
applications) of the Supreme Court’s opinion in Brunswick Corp. v. 
Pueblo Bowl-O-Mat, Inc.,176 which is credited with formulating the 
antitrust injury rule, make the claim that the Court was attempting to lay 
down a formal rule of standing for all private plaintiffs in antitrust 
cases.177 Whether this is accurate or not, the Court’s opinion in Brunswick 
also sheds important light on how a federal statute’s remedial provisions 
ought to be understood and interpreted, when the statute specifically 
contemplates private actions, and the realization of a public goal through 
such actions. This interpretive approach should inform how courts 
approach the question of when plaintiffs should be allowed to invoke 
copyright law’s allowance for statutory damages. 

Brunswick involved an action brought by a few individual bowling 
centers, complaining that the defendant’s acquisition of a few other 
centers in the region was in violation of Section 7 of the Clayton Act, 
which regulated anti-competitive mergers.178 The defendant was the 
largest owner/operator of bowling centers in the region. The action was 
brought under Section 4 of the Act, which allowed a plaintiff to recover 
“threefold the damages” (treble damages) upon establishing that it had 
been “injured in his business or property by reason of anything forbidden 
in the antitrust law.179” Speaking for a unanimous court, Justice Thurgood 
Marshall concluded that Section 4 needed more than just any causal 
connection between the merger and the plaintiffs’ injury, since mergers by 
their very nature caused some dislocation.180 Instead, the plaintiffs needed 
to show “injury of the type the antitrust laws were intended to prevent and 
that flows from that which makes the defendants’ acts unlawful.181” In 
other words, the causation required to allow the claim had to originate in 
antitrust law’s fundamental purpose of avoiding anticompetitive behavior 

                                                             
175 See, e.g., Sara K. Stadler, Copyright as Trade Regulation, 155 U. PA. L. REV. 899, 934 (2007); 
Shyamkrishna Balganesh, Rethinking Copyright: Property Through the Lenses of Unjust 
Enrichment and Unfair Competition, 156 U. PA. L. REV. PENNUMBRA 345, 346 (2008); Christina 
Bohannan & Herbert Hovenkamp, IP and Antitrust: Reformation and Harm, 51 B.C. L. REV. 905, 
979 (2010).  
176 429 U.S. 477 (1986). 
177 2A PHILLIP E. AREEDA & HERBERT HOVENKAMP, ANTITRUST LAW ¶ 335, at 73 (3d ed. 2007).   
178 429 U.S. at 479-80. 
179 15 U.S.C. §15(a) (2005). 
180 Brunswick, 429 U.S. at 487. 
181 Id. at 489. 
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and effects. Thus emerged antitrust law’s “antitrust injury” rule, which has 
since become a formal doctrine of standing in antitrust law. 

Many scholars have suggested that copyright law (and indeed 
perhaps all of intellectual property law) would stand to benefit from a 
similar injury requirement—and that courts should allow copyright claims 
only when plaintiffs succeed in showing “harm” to their incentives to 
create or distribute the work in question.182 While this would certainly 
render non-actionable a large number of copyright claims that do not 
directly further social welfare by inducing creative expression, it is also 
likely to dramatically alter the analytical structure of copyright law.  

Liability for copyright infringement has always been seen as 
“strict”, in the sense that it requires neither a showing of fault, nor proof of 
actual harm.183 Making liability now depend on proof of harm/injury is 
likely to alter the contours of liability not just as a procedural matter (i.e., 
as to standing), but as a substantive one as well. As a private law regime, 
copyright law depends entirely on private enforcement via infringement 
suits for its functioning. Unlike antitrust law, where private actions are one 
of several forms of enforcement,184 the very existence and validity of a 
copyright claim is thus dependent on a copyright owner’s ability to 
enforce it. In the antitrust context, when a private plaintiff’s claim is 
dismissed under the antitrust injury rule, it never precludes various other 
forms of enforcement. As a purely analytical matter then, the underlying 
violation (of antitrust laws) isn’t automatically legitimized, since public 
enforcement continues to remain viable. In copyright law on the other 
hand, precluding an infringement claim when proof of harm is lacking 
would serve to validate the defendant’s actions, given the absence of 
alternative enforcement mechanisms.185 To the extent that copyright law is 
meant to operate as an inducement to create, to the creator who 
understands that as a functional matter, the very existence of the 
entitlement is heavily dependent on proof of harm, the rule is likely to 
impede the system’s operation. A full-blown copyright injury rule—
modeled on antitrust law’s antitrust injury requirement—will thus operate 
as a substantive, rather than procedural bar. And certainly for our 
purposes, it is likely to do much more than just curtail trolling, since it will 
effectively alter all claims for copyright infringement. 
                                                             
182 See, e.g., Stadler, supra note __, at 933-34; Christina Bohannan, Copyright Harm, 
Foreseeability, and Fair Use, 85 WASH. U. L. REV. 969 (2007) 
183 Balganesh, Obligatory Structure, supra note __, at 1682. 
184 See, e.g., 15 U.S.C. § 15a (2005) (dealing with suits by the United States); 15 U.S.C. §15c 
(2005) (dealing with suits by State Attorneys General). 
185 To put the point in terms of a distinction drawn earlier, it would effectively remove acts of 
copying that do not cause harm to the plaintiff out of the category of Type I claims, but its effect 
wouldn’t just be to move it into Type II, but rather Type III – i.e., non-infringing claims. 
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A more modest use of the antitrust analogy however also derives 
from Brunswick. What analogies to Justice Marshall’s opinion routinely 
ignore is the extent to which he focused on the “remedial” nature of the 
treble damages provision that was in question.186 In other words, the 
opinion was motivated in large part by the Clayton’s Act purported fusion 
of compensatory and punitive (i.e., deterrent) objectives into the damages 
provision, which in turn necessitated a rule that would unbundle the two. 
Justice Marshall thus observed in Brunswick: 

 
Section 4, in contrast [to Section 7], is in essence a remedial provision. It 
provides treble damages to “[a]ny person who shall be injured in his 
business or property by reason of anything forbidden in the antitrust laws 
. . . .” Of course, treble damages also play an important role in penalizing 
wrongdoers and deterring wrongdoing, as we also have frequently 
observed. … It nevertheless is true that the treble-damages provision, 
which makes awards available only to injured parties, and measures the 
awards by a multiple of the injury actually proved, is designed primarily 
as a remedy.187 

 
Justice Marshall was thus clearly observing that the Act’s damages 
provision served two separate functions: a compensatory one, and a 
punitive one. Indeed, Congress’s conflation of the two played an important 
role in the Court’s analysis, when it went on to further note: 

The discussions of [the treble damages remedy under the Sherman Act—
which the Clayton Act then incorporated] on the floor of the Senate 
indicate that it was conceived of primarily as a remedy for “[t]he people 
of the United States as individuals,” especially consumers. …. Treble 
damages were provided in part for punitive purposes … but also to make 
the remedy meaningful.188 

The antitrust injury rule was thus motivated primarily by the 
concern that allowing a plaintiff to rely on a loose idea of causation, even 
if demanded by the punitive dimension of the remedy, would dilute the 
remedy of its compensatory significance. Despite later courts’ extension of 
the logic to other antitrust remedies, the Brunswick Court saw its rule 
intricately tied to the treble damages recovery being invoked. It thus 
concluded that “for plaintiffs to recover treble damages on account of 7 
violations, they must prove more than injury causally linked to an illegal 
presence in the market [but instead an] antitrust injury, which is to say 
                                                             
186 Brunswick, 429 U.S. at 485. 
187 Id. at 485-86. 
188 Id. at 486 n.10. 
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injury of the type the antitrust laws were intended to prevent and that 
flows from that which makes defendants' acts unlawful.189” Had the 
plaintiff been seeking just an injunction, one doubts that the Court would 
have insisted on the same rule, even though later courts have extended 
Brunswick in that direction. 
 Brunswick was thus in the end about standing for a damages 
recovery that combined compensatory and punitive purposes. It thus 
provides us with a narrower, and more direct framework with which to 
think about the primary motivation of the copyright troll, namely 
copyright’s statutory damages provision. 
 

B. A Rule of Standing for Non-Author Plaintiffs Seeking Statutory 
Damages 

 
Statutory damages were introduced into U.S. copyright law for the 

first time in 1909.190 The primary reason for their introduction was to aid 
courts and litigants in situations where it was difficult to prove and 
quantify actual damages and lost profits.191 In attempting to facilitate the 
recovery of actual damages through a fixed amount, their original purpose 
was thus compensatory in nature.192 While the 1909 Act’s statutory 
damages provision authorized courts to make awards that they considered 
“just”, the law also set a range for such awards and provided suggested 
awards for common types of infringements.193 Perhaps most importantly 
though, the statute specifically provided that statutory damages were “not 
to be regarded as a penalty”, thereby seemingly endowing them 
exclusively with a compensatory dimension.194 Thus, courts routinely 
refused statutory damages awards when plaintiffs could establish actual 
damages and lost profits.195 

In revising the statute in 1976, Congress altered much of this. In 
addition to modifying the range for awards, the law eliminated suggested 
awards amounts, and the explicit recognition that awards were not to be 
considered penalties. In due course, courts came to interpret the new 
                                                             
189 Id. at 489 (emphasis supplied). 
190 See Pamela Samuelson & Tara Wheatland, Statutory Damages in Copyright Law: A Remedy in 
Need of Reform, 51 WM. & MARY L. REV. 439, 446 (2009). 
191 Id. at 446 n.22 (detailing the legislative history of the 1909 Act’s statutory damages provisions). 
192 See, e.g., Douglas v. Cunningham, 294 U.S. 207, 209 (1935) (discussing the compensator 
purpose). 
193 17 U.S.C. §101(b) (1976) (superseded). 
194 Id. 
195 See, e.g., Sheldon v. Metro-Goldwyn Pictures Corp., 309 U.S. 390, 399 (1940) (finding that 
statutory damages could not be awarded when damages and profits had been proven); Zeigelheim 
v. Flohr, 119 F. Supp. 324, 329 (E.D.N.Y. 1954). 
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provision —§ 504(c)—as thus consciously embodying a punitive 
dimension in addition to a remedial/compensatory one.196 Yet, since 
statutory damages were intended as replacements for actual damages, they 
continued to serve their core compensatory purpose, while 
accommodating a punitive one. In effect, the compensatory and 
punitive/deterrent dimensions came to be merged in practice, especially 
towards the higher end of the permitted range, i.e., for willful 
infringements.197 

Much like antitrust law’s treble damages rule, copyright law’s 
statutory damages provision thus blends compensatory and punitive 
purposes into a single award. Especially since an election for such 
damages forms an alternative to actual damages/lost profits, the 
compensatory dimension—of making the plaintiff whole in situations of 
injury—continues to form at least part of the rationale for the provision. 
Given this reality then, courts ought to scrutinize the election for statutory 
damages more closely, so as to ensure that the compensatory purpose isn’t 
lost altogether. Indeed, this is the modest lesson that can be taken away 
from Brunswick. 

§504(a) of the copyright statute allows a plaintiff in an 
infringement suit to elect to receive statutory damages in lieu of actual 
damages/lost profits at any time before the final judgment is delivered.198 
In its compensatory dimension then, the provision operates in largely 
evidentiary terms—either allowing the plaintiff to prove actual damages 
(and lost profits) or to avoid this burden by settling for an amount within a 
specified range. To ensure that the compensatory dimension is indeed at 
play—which Congress never sought to eliminate—courts should 
scrutinize a plaintiff’s election more closely to ensure the existence of 
“actual damages” or “any additional profits of the infringer” so as to 
trigger the very need for damages. In other words, since the statutory 
damages provision was intended to aid courts in their computation for 
compensatory damages, courts ought to satisfy themselves as to the need 
for such damages before proceeding to its computation within the 
prescribed range. In situations where the court finds no basis for 
compensation, i.e., no actual damage suffered, the need to invoke a 
computational aid ought to disappear, since the primary logic for damages 

                                                             
196 See, e.g., On Davis v. Gap, Inc., 246 F. 3d 152, 172 (2d Cir. 2001); NFL v. PrimeTime 24 Joint 
Venture, 131 F. Supp. 2d 458, 478 n.17 (S.D.N.U. 2001); U.S. Media Corp. v. Edde Ent. Corp., 
1998 WL 401532 at *18 (S.D.N.Y. July 17, 1998); Samuelson & Wheatland, supra note __, at 460-
61 n.89 (citing several other examples where courts have recognized this dual purpose). 
197 Samuelson & Wheatland, supra note __, at 460-61. 
198 17 U.S.C. §504(a) (2005). 
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as a category disappears—and punitive damages are by and large 
impermissible without compensatory damages.199 

Indeed, the idea of scrutinizing the basis of and need for the 
plaintiff’s election has been suggested before. In arguing for reforming 
copyright law’s statutory damages provision, Pamela Samuelson and Tara 
Wheatland exhort courts to “[a]sk parties to offer proof of damages and 
profits, or in the alternative, to demonstrate why damages or profits are 
sufficiently difficult to prove.200” They continue on to note that Congress 
consciously chose to avoid requiring plaintiffs to offer such proof, but 
seems to have contemplated an award of no more than the statutory 
“minimum” when the plaintiff fails to offer such proof of actual 
damages.201 Accordingly, they would have courts award the prescribed 
minimum statutory damages when the plaintiff has lost no profits or 
suffered actual damage.202 The Samuelson-Wheatland proposal, while thus 
aimed at ensuring greater scrutiny of a plaintiff’s election, doesn’t quite 
convert the scrutiny into an actual pre-requisite for recovery. 

Interposing Justice Marshall’s logic from Brunswick into this 
framework however moves us in the direction of a formal rule of standing. 
As noted previously, Brunswick can be seen to stand for the idea that in 
dealing with a mixed damages provision in a statute (i.e., where both 
compensatory and punitive purposes are blended), the court should ensure 
that the compensatory purpose is being directly served—in a manner 
intended by the statutory framework—before allowing the award. In the 
copyright context, this should mean that when a court has reason to 
suspect that a plaintiff’s election for statutory damages isn’t as a 
computational aid, but is instead a cloak for some recovery as such, it 
should deny the election of the statutory damages remedy. Instead, the 
court should tie the recovery to any actual damages sustained, without 
which, the plaintiff should be unable to recover. In effect, this would work 
as an “injury” requirement for plaintiffs seeking to invoke the statutory 
damages remedy. At the same time, for plaintiffs that are initial owners of 
the copyright—i.e., authors/creators—this rule of standing might be 
relaxed, for two interconnected reasons.  

First, given copyright’s purpose of creating an ex ante incentive to 
create original works of authorship, the very act of infringement—once 
                                                             
199 See BMW of North America, Inc. v. Gore, 517 U.S. 559 (1999); Cooper Indus., Inc. v. 
Leatherman Tool Group, Inc., 532 U.S. 424 (2001). But see Abner v. Kansas City R.R. Co., 513 
F.3d 154 (5th Cir., 2008) (finding that punitive damages could be awarded without compensatory 
damages under the Civil Rights Act because of an explicit provision in the Act that enabled such 
awards). 
200 Samuelson & Wheatland, supra note __, at 502. 
201 Id. at 502 n.313. 
202 Id. at 501. 
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seen to exist—can be seen to operate as a valid basis for presuming 
potential market harm.203 Since the insistence on a plaintiff’s proving 
actual damages is meant to work as a proxy for injury, it ceases to remain 
necessary when such injury is known to exist in certain domains. Put in 
opposite terms, one could argue that the very availability of statutory 
damages operates as an ex ante incentive to create for authors, which in 
turn ought not to be disturbed.204 Second, going back to the connection 
between the incentive to create and the incentive to enforce, requiring a 
plaintiff to adduce evidence of actual harm as a precondition for recovery 
will undoubtedly raise the costs of litigation (CL). Without a 
corresponding rise in benefits, it will undoubtedly modify the incentive 
calculus, altering the Type I/Type II claim equilibrium in one domain, 
which could in turn produce effects in others. In other words, by pushing 
some claims from Type I to II—which the rule could result in for creator-
plaintiffs—it might conversely result in their moving other types of claims 
from Type II to I to balance out the effects of the rule. 

The rule of standing would thus operate only in relation to 
elections made by non-initial copyright owners, i.e., non-author owners, a 
class recognized by the copyright statute itself.205 Indeed the Copyright 
Act itself treats authors as a special class, and vests them with additional 
protection, in the nature of inalienable termination rights—in the interests 
of fairness.206 There should thus be little reason in exempting author-
plaintiffs from a formal rule of standing when they invoke the statutory 
damages provision. In short then, the logic of Brunswick and the purpose 
behind copyright law’s provision on statutory damages allow for courts to 
impose on non-author plaintiffs in infringement suits who elect to recover 
statutory damages, the burden of showing the existence of some “actual 
damages” or lost profits before validating the election.  

This rule then raises the obvious next question—of precisely what 
a non-author plaintiff will need to show to establish that some “actual 
damages” are in principle recoverable. As Nimmer notes, “[a]ctual 
damages represent the extent to which infringement has injured or 
destroyed the market value of the copyrighted work at the time of 
infringement.207” At its simplest, the “basic rule for computing injury to 
                                                             
203 Indeed, the absence of market harm is often dispositive in fair use cases. Consequently, if a 
court were to find a defendant’s copying to be infringement—and not fair use—it is but reasonable 
to infer the existence of potential market harm. See Harper & Row v. Nation Enterp., 471 U.S. 539, 
566 (1985). 
204 Indeed this point in consistent with the Court’s expansive interpretation of copyright law’s 
structure as an incentive to create. See Eldred v. Ashcroft, 537 U.S. 186, 210 (2003). 
205 17 U.S.C. §201(a) (2005). 
206 Id. at §203. 
207 4 NIMMER, supra note __, at §14.02[A]. 
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the market value of a copyrighted work arising from infringement is to 
inquire what revenue would have accrued to plaintiff but for the 
infringement” and to place the burden on the plaintiff “of establishing with 
reasonable probability the existence of a causal connection between 
defendant’s infringement and loss of anticipated revenue.208” In situations 
where lost revenue is hard to quantify, and the defendant hasn’t any 
attributable profits to speak of, some courts look to the “value of use” in 
their assessment, i.e., they equate actual injury with the likely cost of the 
infringing use to the defendant had permission been sought, which the 
defendant saved on.209 Note that for our purposes, the quantification of 
these harms is irrelevant, since what matters is their existence, and once 
shown to exist, the non-author plaintiff may conveniently elect for 
statutory damages.  

Requiring non-author plaintiffs to establish some basis for “actual 
damages” before their election is validated would thus operate as a rule of 
substantive standing that comports with copyright’s fundamental 
institutional purposes. It would operate as the perfect antidote against the 
copyright troll, by rendering its business model unviable—an issue to 
which we return. 

 
C. Deterring the Troll 

 
A formal rule disallowing a non-author plaintiff from electing for 

statutory damages (under §504(c)) without proof of compensable harm 
operates as a direct, targeted measure that is likely to impede copyright 
trolling. What is crucial to appreciate about this strategy though is that it 
operates by affecting the core motivation of the copyright troll, namely its 
reliance on copyright’s statutory damages provision. Unlike a formalized 
denial of all standing to sue—such as the expanded Silvers rule—the 
version offered here doesn’t formally prohibit trolling, but instead deters 
it. In other words, it focuses on eliminating the troll’s basic incentive that 
drives its business model. Without the automatic availability of statutory 
damages, the troll will have absolutely no guarantee of legal recovery. 
Since the troll will in most cases be unable to establish any compensable 
harm as such, its ability to recover damages will be dramatically impeded. 
Knowing this to be the case, trolls are unlikely to pursue defendants that 
copyright owners are unlikely to have gone after themselves (e.g., non-
commercial defendants, or those engaging in purely personal uses), in the 
process aligning the ability to obtain statutory damages with copyright’s 
basic a priori incentive structure to litigate the claim. 
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None of this is to suggest that this strategy will of necessity be fool 
proof. Copyright trolls might choose to take their chances and hope that 
defendants are risk averse enough to settle even without a valid claim for 
statutory damages. While this might have limited payoff in the short run, it 
is certainly unlikely to be a viable model once a defendant emerges who is 
willing to test the troll’s claims and have it adjudicated in a court. 

The situation where the compensable harm pre-requisite is more 
likely to be insufficient involves defendants that have an interest in 
continuing their use of the work. In other words, when a defendant has 
something to lose from being enjoined from copying, a troll could in 
theory choose to seek a permanent injunction by way of remedy and use 
the threat of such an injunction to obtain a hefty settlement from the 
defendant—which would operate as a licensing fee of sorts.210 The reason 
why this too is unlikely is because the grant of injunctive relief is 
predicated on a plaintiff being able to show a likelihood of “irreparable 
injury” without such relief.211  

The first requirement that courts of equity look to before granting 
injunctions is the requirement that the plaintiff establish that an ordinary 
legal remedy—namely compensatory damages—will not adequately repair 
the harm. While the rule diminished in significance in the last century, the 
last few years have seen its revival following the Supreme Court’s 
decision in eBay, Inc. v. MercExchange,212 which held that courts had to 
look to equity’s traditional requirements, including the irreparable injury 
rule, before granting injunctive relief. While eBay dealt with permanent 
injunctions in patent cases, its logic and reasoning apply with equal force 
to copyright law and preliminary injunctions as well, and indeed later 
courts have extended it in that direction.213 In essence, the irreparable 
injury rule prohibits courts from presuming that an injunction ought to 
follow merely because a plaintiff establishes ownership of copyright and 
an infringement. It needs to be additionally satisfied that damages aren’t 
sufficient.  

Now one of the ways in which courts have historically satisfied the 
irreparable injury requirement is when damages are too hard to be 
measured accurately.214 Here however, courts are required invoke the 
logic of the compensable harm requirement suggested for statutory 

                                                             
210 Injunctive relief while codified in Title 17 is largely equitable in its origins and availability. See 
17 U.S.C. §502(a) (2005); Abend v. MCA, Inc., 863 F.2d 1465 (9th Cir. 1988). 
211 eBay, Inc. v. MercExchange, 547 U.S. 388, 391 (2006). 
212 Id. 
213 See, e.g., Salinger v. Colting, 607 F.3d 68 (2d Cir. 2010). 
214 See Douglas Laycock, The Death of the Irreparable Injury Rule, 103 HARV. L. REV. 687, 711 
(1990); Salinger, 607 F.3d at 81. 
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damages.215 Merely because damages cannot be adequately measured 
shouldn’t imply that courts do not satisfy themselves of the existence of 
compensable harm for such damages to begin with.216 In other words, the 
gist of eBay is that a court cannot presume irreparable harm merely 
because a right is violated, but instead needs to be convinced that such 
harm does in fact exist or is very likely.217 Consequently, the copyright 
troll is unlikely to succeed in merely replacing its quest for statutory 
damages with injunctive relief and going after defendants that intend to 
continue using the work. Courts are likely to insist on a showing of 
actual/potential harm—which the troll is unlikely to satisfy by merely 
pointing to lost licensing revenue.  
 
 
CONCLUSION 
 
 The copyright troll is today a common bogeyman used to illustrate 
the innumerable problems that underlie our copyright system. In the 
process, discussions of copyright trolling all too readily ignore the 
mechanisms of copyright law that motivate trolling, and the precise 
reasons why copyright trolling is fundamentally problematic. This in turn 
has courts and scholars develop antidotes to copyright trolling that are 
ineffective, short-lived, over-expansive, or which in their myopic focus on 
the consequences of trolling, end up foreclosing potentially important 
developments in the copyright system. 
 In this Article, I have argued that copyright trolling remains a 
deeply problematic activity, but for reasons that have little to do with fair 
use, or the acquisition of copyright claims by third parties. Copyright law, 
as an inducement for creativity, is premised on the connection between the 
incentive to create and the incentive to enforce actionable claims. It 
contains an important balance between claims that are enforced and those 
that are tolerated despite their being actionable as such. Very importantly, 
this balance is realized by the private enforcement decisions of copyright 
owners over time. As an entity having no interest in the creation, 
distribution, or use of creative works, yet motivated to enforce copyright 
claims relating to such works in a dogmatic manner, the copyright troll 
disrupts this—informal, unwritten, and fragile—equilibrium. In the 
process, it detaches the enforcement-side of copyright from its functioning 

                                                             
215 See 6 WILLIAM PATRY, PATRY ON COPYRIGHT §22:74 (2010). 
216 Salinger, 607 F.3d at 82 (“After eBay, courts must not simply presume irreparable 
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as an inducement to create. What makes its actions additionally 
troublesome is the fact that in disrupting this informal equilibrium, it 
actions nonetheless comply perfectly with all of copyright law’s formal 
rules. This is precisely what makes the case against copyright trolls 
complicated. 
 Despite its having risen to prominence only recently, the 
conceptual and analytical tools that make trolling possible have been in 
existence ever since the Copyright Act of 1976. The Righthaven episode 
brought home—to courts, lawyers, and the public—the speed and 
effectiveness with which copyright trolls could operate, and the 
powerlessness of courts to deal with the phenomenon. While Righthaven 
may have ended its operations, it is certainly only a matter of time before 
an entity learns from Righthaven’s mistakes and picks up where it left off. 
And when that occurs, courts and policy-makers will do well to fully 
appreciate what copyright trolling is and is not, and why it is that trolling 
is detrimental to the copyright system, before formulating a response to it. 
Failing such an approach, copyright trolls will have little reason to worry 
about their future.  
 




