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!.Introduction 
1.1 I was engaged as an Expert by the firm Brauti Thorning Zibarras 

LLP, 151 Yonge Street, Suite 1800 Toronto, ON M5C 2W7 on behalf 
of Voltage Pictures LLC (Plaintiff), in the Federal Court proceedings 
between the Plaintiff and John Doe and Jane Doe (Defendants). The 
Court reference number is T 2058 12. 

1.2 My instructions were sent to me by Mr. John Philpott by email on 
April 5 2013, a copy of which may be found at Schedule 3. In sum
mary, my instructions were to answer the questions, as set out be
low: 

1.2.1 Does the "Observer" software correctly identify the IP address 
assigned to the owner of the internet connection (the "Sub
scriber'') and if such connection was used to upload Voltage's 
copyrighted works using the BitTorrent Protocol? Furthermore, 
is there potential for the "Observer" software ("the Software" or 
"the System") to produce erroneous results? 

1.2.2 What effect, if any, does the Subscriber having a dynamic IP 
address have on the veracity of the results? 

1.2.3 What effect, if any, does the phenomenon known as "time 
drift" (whereby a computer's internal clock does not keep cor
rect time) have on the veracity of the results? In addition, is 
the "time stamp" created by the Observer Software accurate? 

1.2.4 What is the potential likelihood that "malware" (such as bot
nets) infect a home or business computer to download or up
load Voltage's copyrighted works using the BitTorrent Pro
tocol? 

1.3 This report is prepared in accordance with the professional state
ments, standards and guidelines issued by the Chamber of Com
merce in Darmstadt, Germany about the public office of a sworn in 
and accredited expert witness. Also, the code of conduct for expert 
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witnesses by the Federal Court Rules in Canada (rule 52.2) is recog
nized and any work done is bound by its rules. 

1.4 Guardaley Ltd, the creator of the Software, provided me with the 
Software source code and associated user documentation. 

1.5 I, Mathias Gaertner, sworn in and officially accredited expert witness 
for Systems and Applications of Information Technology for the area 
of Computer Networks was nominated by the Plaintiff to act as an ex
pert. 

1.6 This report has been prepared by myself. My curriculum vitae is en
closed with this report and may be found at Schedule 1. It is for use 
in this matter and may not be used for any other purpose without my 
express written permission. 

1.7 I acknowledge that I have read the Federal Court Rules concerning 
Expert Witnesses and agree to be bound by it. 

1.8 I declare that I have made all inquiries that I believe are desirable 
and appropriate, and that no matters of significance which I regard as 
relevant have, to the best of my knowledge, been withheld from the 
Court. 

2.Summary of findings 

2.1 In my examination of the Software's source code, I found that it is 
able to reliably log BitTorrent traffic being sent from a remote IP 
address. It correctly identifies the IP addresses involved. 

2.2 The Software is programmed with various mechanisms to ensure 
25 that the accuracy of logging is maintained. IP addresses that may be 

erroneous are not recorded as usable for legal proceedings. 
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2.3 The Software records and stores an accurate internal time stamp. It 
ensures that an IP address remains the same when BitTorrent traffic 
is monitored from a remote computer's IP address. The time stamp 
recorded by the Software is sufficiently accurate to identify the cor-

5 rect Subscriber. 

2.4 When a file sharing transaction occurs using the BitTorrent protocol, 
one computer will send a piece of the data and the other will receive 
the same piece. If the System receives data, it correctly identifies that 
data to be a part of the copyrighted work being monitored by the Sys-

10 tern. It is extremely unlikely for for two different files to have the same 
data set at the exact same position in the file in the BitTorrent sys
tem. 

2.5 Dynamic IP addresses do not affect the accuracy of the Software. In 
the unlikely event an IP address changes during the data capture 

15 process, it is not logged by the Software. If a Subscriber's IP address 
changes, the previously recorded IP address and time stamp may be 
used to identify the correct Subscriber. 

2.6 Malware could theoretically be used to distribute copyrighted works 
using the BitTorrent protocol; however, this is highly unlikely in prac-

20 tice. Computers are usually equipped with anti-virus software which 
substantially protects computers from malware. 

25 

5 

3.Source of information and scope of work 

3.1 In preparing this report, I have reviewed and relied upon the docu
ments listed in Schedule 2. For the purpose of this report, I have ac
cepted the information provided to me as accurate unless otherwise 
noted. 

3.2 I worked independently in my analysis of the software and in coming 
to the results found in this report. 

Page 5 of 29 Pages 



5 

10 

Dipl.-lng. Mathias Gartner D-64289 Darmstadt Heinheimer StraBe 38 
Report 130204/04 from May 18 2013 for Brauti, Thorning, Zibarras LLP 

3.3 I have received all source code for the software "Observer" in the 
version 1.47 from Guardaley Ltd. I received the complete code for 
the version 1.47. 

3.4 I do not have any relationship, private, business or otherwise with 
any of the entities, or individuals referred to in this report. I do not ex
press any opinion about the accuracy of the information provided to 
me and upon which my findings are been based. The conclusions in 
this report depend upon the accuracy of that information. 

3.5 In the event that any of the information I have relied upon is found to 
be inaccurate or incomplete, or further information is provided to me, 
I reserve the right to revisit my findings. 

4.Assumed facts and limitations 

4.1 The source code presented to me was used to create the program 
15 that scanned the Bittorrent network. The available compilers that can 

be used for that task does not have known errors in the compiling 
process. 

4.2 While using the program, at least one suitable time source (such as 
atomic clock or radio controlled clock) was used to create a time 

20 source. 

4.3 The time source provides the correct time for use by the Software. 

4.4 The creation of hash values for copyrighted works and its sub-pieces 
is done without error. The hash values created were correct. 

4.5 The BitTorrent client used by the System to scan the BitTorrent net-
25 work functions correctly and in accordance with BitTorrent protocol 

specifications. The exception to this is its inability to transfer pieces 
of the copyrighted work being monitored to remote computers that 
request copies. 

5 
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5. Terminology 

This report makes use of technical terminology. Those are explained below. 

5.1. IP address 

5.1.1 

5.1.2 

5.1.3 

An IP address (version 4, the commonly used version) is a 
32bit large binary number. An IP address is similar to a postal 
address. It informs Computers wishing to send information to 
another computer where it may be sent to, such as the Bit 
Torrent Protocols. 

There are more computers on the internet than there are 
available IP addresses. Accordingly, a technology exists to 
ensure that information is sent to the correct computer. 

This mechanism is called "network address translation". It al
lows an internet access point to have the unique IP address 
visible to the world. This IP address may not therefore always 
trace back to a computer, it may be the address of an interface 
device such as a router or DSL access point. These interface 
devices connect computers that exist within an internal net
work (such as a household) with the network of the Internet 
Provider. Accordingly, it is possible for an IP address to not 
identify an individual computer. It may instead identify the net
work which the Subscriber is part of or uses. 

5.2. Dynamic IP address 

5.2.1 

5.2.2 

An ISP (Internet Service Provider) will assign to the Subscriber 
an IP address to enable the Subscriber's internet connection 
to connect to the outside world. Many ISPs have more Sub
scribers than it does have IP addresses. In these circum
stances, an ISP may choose to not assign a fixed IP address 
to a subscriber. 

An ISP may assign a dynamic IP address to a Subscriber. A 
dynamic IP address is assigned only for a certain period of 
time. In other words, it has an expiry date. This time range var-
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5.2.3 

ies from ISP to ISP and could be up to 6 months or more. 
When an IP address expires, the Subscriber may be assigned 
a different IP address by the ISP. 

If an ISP uses dynamic IP addresses, knowledge of an IP ad
dress alone is insufficient to identify a Subscriber since that I P 
address may have been assigned to a large number of Sub
scribers in the past. In order to determine the correct sub
scriber, an ISP will require the time when a particular IP ad
dress was recorded by the System. This is because IP ad
dress of subscriber A at the time Y may be assigned to sub
scriber Bat the time Y+l. 

5.3. TCP/IP 

5.3.1 

5.3.2 

5.3.3 

The IP address system allows a computer to have a unique 
reference point. It does not, however, facilitate the transporta
tion of actual data. Furthermore, the IP address system is un
able to communicate with software running on a computer. 
The IP address only addresses a computer as a whole. In or
der to facilitate the transportation of data, the TCP (Transport 
Control Protocol) was invented. 

The TCP system introduces two main concepts. 
The first concept is port numbering, which addresses an ap
plication on a computer. The second concept is a proto
col which ensures the reliable transmission of data. 

A BitTorrent client is an application on a computer. It coexists 
with other applications on a computer such as a web-browser 
or e-mail system. In order to deliver data to the correct appli
cation, a unique number is applied to the application. This 
number is commonly known as a port number. An application 
residing on one computer may use a different port number of 
another computer. Furthermore, an application may use a dif
ferent port number on the same computer if it is restarted. 
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5.3.4 When data is transmitted using the BitTorrent protocol, the 
sender will need to know the receiver's IP address and the 
port number. Successful transfer will not occur unless this in
formation is provided to the sender. 

5.3.5 

5.3.6 

The port number of a BitTorrent client is assigned randomly, 
unless the user specifies the BitTorrent client to use a particu
lar port. There is no predictable method of knowing the port 
number without being provided with this information. A Bit 
Torrent client will register with a tracker its IP address and 
port number. There are ways a BitTorrent Client may ob
tain this information from other peers in a swarm such as 
DHT and Peer Exchange. 

The TCP protocol operates through a secured connection be
tween participant computers. That means, that before data 
can be sent, a formal connection request and acknowledge
ment must be performed. This is called the "three-way
handshake" where a random sequence number and source 
and destination port numbers are exchanged. If the three-way
handshake is successfully completed, the connection may be 
defined by the following six values: 
-Source I P address; 
-Destination IP address; 
-Source port number; 
-Destination port number; 
-Sequence number from the sender; and 
-Sequence number from the receiver (which is also a sender, 
at least for the purpose of handling acknowledgments). 

5.4. Hash values 

5.4.1 A DVD movie may contain up to approximately 4.5 billion 
bytes. This is a large amount of data. Hash values may be 
used to identify it to a high degree of accuracy. In other words, 
movie 'A' will have hash data different to movie 'B'. Further
more, if a movie is broken down into pieces, each piece will 
have its own hash value. 

Page 9 of 29 Pages 



5 

10 

15 

20 

25 

30 

5 

Dipl.-lng. Mathias Gartner D-64289 Darmstadt Heinheimer StraBe 38 
Report 130204/04 from May 18 2013 for Brauti, Thorning, Zibarras LLP 

5.4.2 

5.4.3 

5.4.4 

5.4.5 

Hash values are calculated using a mathematical method. 
This enables the large quantities of data to be represented by 
a relatively small number of bytes. The method used produces 
a unique hash value that can only be reproduced by the exact 
same source file (the file being hashed). Hash values are con
sidered to be the fingerprints of digital data. There are three 
commonly used methods to calculate hash values. 

The most commonly used hash value calculation method is 
called MD5. This method is known to have a mathematical 
"defect". If this defect arises, there is a possibility of creating 
the same hash value for two different sets of input data. This is 
called a hash collision. There is software that creates hash 
collisions for the MD5 hashing method. This method is not 
used by the System. 

The second most used method of calculating hash values is 
called SHA-1. This method is theoretically vulnerable to hash 
collisions also, but currently there is no method known to cre
ate such a collision. 

A third method is called SHA-512 or sometimes SHA-2. This 
method is currently not known to have collisions. 

5.5. BitTorrent 

5.5.1 

5.5.2 

BitTorrent operates using a distributed peer-to-peer (P2P) 
system. It relies on the theory that the data distribution takes 
place using other computers. That data does not origin
nate from one source but from many sources at once if the 
number of sources is not known to the system initially. 

In a BitTorrent ecosystem, sources of data may not necessari
ly possess all of the data in file. Instead, a source may only 
have only parts of it. Sources are only able to distribute the 
parts of the file they have obtained from others. It is therefore 
possible that a source may not possess a copy of the com
plete file. This, however, changes as time passes when the 
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5.5.3 

5.5.4 

5.5.5 

5.5.6 

Source has an opportunity to obtain the pieces it does not 
have. 

BitTorrent is designed to operate without a central server. This 
means that the information necessary for distributing data is 
not held by one central computer. Instead, computers called 
"trackers" are used to store and share information relating to 
potential sources and how they may be found by interested 
parties. It should be noted that trackers do not store or trans
mit parts of the file to those requesting it. 

A BitTorrent program running on a computer is called a Client. 
These act as potential sources to those wishing to obtain a 
file . A Client will register with a tracker the portions of data of 
a given file it is able to distribute. The tracker adds this infor
mation to a database. When another client requests the rele
vant file, the tracker will send to the Client a list of possible 
sources from whom the file may be obtained from, together 
with information about pieces of that file available for distribu
tion. The Client may then choose an appropriate source and 
piece of the file to download. 

A tracker stores and makes available to Clients the following 
information upon request: 
-The name of the file tracked by the tracker; 
- A MD5 hash value of the file in order to identify the content; 
-A list of possible sources; 
- For each source a list of the pieces of the file that this source 
holds;and 
-A SHA-1 hash value for each piece in order to identify the 

content. 

A source may have the complete file, a piece of it or a sub
piece. A piece in terms of the BitTorrent system is a part of the 
whole file with a variable size. A sub-piece is a part of a piece 
with a fixed size that is defined by the request of the Client. A 
Client is only registered as a source if it has a full piece. A Cli
ent may request sub-pieces from different sources at the same 
time. When this is done, a Client may gain a faster download 
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speed and acquire a complete file in less time than otherwise 
possible. 

6.Method of work 

5 6.1 I received to complete source code for the system "Observer" in the 
version 1.47. I also received the documentation of the functionality of 
this system. 

6.2 I examined the complete source code to determine if: 
-the functionality of the Software is programmed as it is documented; 

10 and 
-the general functionality of the system is fit to identify Subscribers 
(with the assistance of ISPs). 
The examination also checked for potential errors in the implementa
tion of the System and whether it has the potential to record incorrect 

15 information, such as inaccurate timestamps, sub-piece identification 
and I P addresses. 

6.3 The examination cannot assure that the System is completely er
ror-free. However, I evaluated all of the potential for programming er
rors and the likelihood of such results being recorded and used in 

20 legal proceedings. 

7.0perational functionality 
7.1. Basic functions 

7.1.1 The System is configured so that it does not transmit pieces of the 
file being monitored to those seeking pieces. Indeed, the System 

25 does not contain any code that is able to transmit pieces of data. The 
System is "hidden" in that it receives a copy of the data packet arriv
ing from a source to the host computer. The System then decodes 
the received data in accordance to the common TCP/IP standards 
and examines it for BitTorrent traffic. 

30 7.1.2 The system relies on a BitTorrent client running on the same host. 
This customized client acquires information about potential sources 

5 
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of the file by issuing messages to potential sources to inform them 
that it wishes to acquire pieces of the file. Other Clients may respond 
to these messages and send data to the local client. 

7.1.3 The System receives timestamps from various sources. This is to 
5 calibrate the System so that it is using the correct time when it logs 

IP addresses of Subscribers. One source is the local clock of the 
computer it is running on and another source are NTP servers. NTP 
servers are computers which provide a time stamp references over 
the internet to those that request them. These NTP servers use refer-

10 ence clocks, such as GPS data and atomic clocks, to determine the 
precise time that information is sent to the System. I did not examine 
how these NTP servers were set up, as that is beyond the scope of 
this investigation. 

7.1.4 If the System recognizes that a piece of the file being transmitted 
15 from a source match that forms part of the file being monitored by the 

System, it records its findings in a database. I explain in further detail 
how this part of the System functions in section 7.2 below. This data
base entry is later checked by the System to ensure it is accurate 
and it is then written onto a write-once memory. This checking mech-

20 anism does not form part of my investigation. 

25 

30 

35 

5 

7.2. Scanning of BitTorrent traffic 

7.2.1 In order to initiate the download of a file using BitTorrent, a client re
quires a seed-file. This is known as a torrent file . In this file, the relev
ant data about the file sought is defined. The file contains the follow
ing: 
-file name; 
-file length; 
- address of the tracker for this file; 
- length of each piece of the file; and 
-a list of hashes (SHA-1) (there is a separate hash for each piece of 
the file) 
In order for the Client to operate and for download to begin, the tor
rent file must be downloaded by the Client. Once this is done, the Cli
ent will send requests to a tracker to obtain information about poten
tial sources willing to send pieces of the file to the requesting com
puter. The System functions in the same way in that it requires its op-
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erator to load the torrent file into its Client so that it may receive the 
hash value information. Once obtained, this information is stored in a 
database by the System for the purpose of verifying the data it re
ceives from Sources. 

7.2.2 The Client then issues a request for information from the tracker. 
Since this address is known to the System, it monitors this conversa
tion between the Client and tracker. If the tracker sends to the Sys
tem an address list of other clients that can act as potential Sources, 
the System records those addresses as addresses to be monitored 
in its database. The System then regularly scans the TCP/1 P traffic it 
receives for the occurrence of these addresses. 

7.2.3 The Client issues a so-called "interest" message to some or all of the 
IP addresses received from the tracker. These "interest" messages 
are also tracked and recorded by the System. In doing so, the Sys
tem marks those conversations as ones to "watch closely". 

7.2.4 If one of the IP addresses answers the interest message with a sub
piece of the requested piece, this conversation between the two 
computers is monitored by the System. Furthermore, if a complete 
sub-piece was received by the System, a record is created and 
stored in a database to be processed later. This record contains the 
following key information: 
- the IP addresses used in the conversation belonging to both the 
sender and the local receiver; 
- the port numbers used in this TCP conversation; 
-the time when the conversation started; 
-the time when the data was received (start and end); 
- a hash value (SHA-512) of the received data ;and 
- the position of the sub-piece in the complete file. 

7.3. Check for transfers of copyrighted material 

7.3.1 After the System creates a record with the information set out above, 
a second step is undertaken to correctly identify the source IP ad
dress as one participating in the act of copyright infringement. 
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7.3.2 In order to perform the second step, hash values for the pieces and 
more importantly the sub-pieces of the file in question are calculated 
from a reference file. This process did not form part of my investiga
tion for this report. 

7.3.3 The check for copyrighted material is a relatively simple comparison 
between the two sets of hash records. The System compares the 
hash created by the Observer against the hash-value created by the 
previous process. If both hash values match, the corresponding data 
must be the same. Furthermore, if the same data is recorded to be at 
the exact same position in the file the only conclusion is that it is part 
of the same file. 

7.3.4 As mentioned above, the SHA-512 method is used to create hash 
values of the sub-pieces. A hash collision is therefore not possible. It 
is possible, however, that the received sub-piece contains trivial data 
where all bytes have the value of "zero" or "one". The comparison 
process must therefore ensure that data of this kind is not being used 
for the identification of Subscribers. I examined the System and 
found the appropriate code to be in place to prevent this from hap
pening. 

7.3.5 It is possible that two different files contain the exact same data at 
different places in the file. As the System records the position of the 
received data in relation of the whole file, it can (and does) check the 
hash-value of the data at the exact same position of the reference 
file. It is extremely unlikely that two files exist with the same data at 
the same location. The method used by the System ensures that this 
cannot happen. 

7.3.6 The Observer tracks files which are identified by name and by a 
MD5-hash value. That means, if it records data from a BitTorrent cli
ent, this data must come from a file with this identity. In order to 
make this fact untrue, the BitTorrent client would have sent wrong in
formation to the tracker. This does not happen in practice. In order to 
incorrectly identify an IP address as an address sending copyrighted 
material a Client must deliberately send the wrong information to a 
tracker and must also send the exact same data at the exact same 
position in the reference file. This is extremely unlikely. 
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7.4. Providing time stamps 

7.4.1 IP address assignment to a subscriber may change, particularly if an 
ISP uses dynamic IP addresses. It is therefore important that the 
correct time is recorded when data is transmitted from a Source to 
the System. 

7.4.2 The System creates an "internal" time and that is used to record the 
correct time. This internal time is calculated by analyzing from three 
different time sources. The first source is the local time of the Sys
tem computer itself. Usually this time is established by the use of 
NTP servers. NTP servers distribute time stamp references over the 
internet. The second and third sources are direct NTP-servers which 
provide an accurate time stamp using GPS signals. 

7.4.3 The System creates the internal time from these NTP sources and 
keeps track of the time variance between the three sources. It also 
creates an average value of the variance between the internal time, 
the local time and the timeserver values. The System then applies 
this average to all the time stamps recorded by the System. As a 
result, the longer the System operates, the smaller this variance be
comes and the more accurate the internal time will be. 

7.4.4 I estimate that the internal time used when recording infringements is 
no more than 0.2 milliseconds ("ms") off the absolute correct time. 

7.4.5 It should be noted that even if there was a larger time difference 
such as 10 ms, this does not imply that an incorrect time stamp was 
used by the System. This is because the System does not stop mon
itoring the connection immediately after the reception of the first sub
piece. Furthermore, as the System requests a whole piece of a file 
from a source, it is likely that the source will continue to send data to 
the System and those instances are recorded. If, however, during 
this time period the IP address changes, the connection between 
local client and the remote side is terminated. In the source code, 
such an event leads to an invalidation of the recorded data. It is dis
carded and not used. This procedure has a relatively long duration, 
and almost certainly longer than the time difference. 
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8.Answers to the questions 

8.1. Question 1 

8.1.1 

8.1.2 

8.1.3 

In my opinion, based on my examination of the source code, 
the System correctly identifies IP addresses that send data to 
it. 

It also correctly compares and identifies the data received 
from a source with the data contained in a copyrighted file. 
This ensures that the I P addresses logged are correctly con
nected to the copyright protected file. 

There are several possible error conditions with the potential 
affect logging accuracy. I found that those error conditions, 
such as crashes of the software, writing to wrong memory lo
cations etc. do not lead to a false logging. This is ensured by 
the implementation of thorough checking mechanisms and a 
very conservative logging policy. Data that is not verified in 
accordance with the System's specifications is not logged at 
all. 

8.2. Question 2 

8.2.1 

8.2.2 

The System accurately logs IP addresses assigned to a Sub
scriber's Internet access point at a specific time. This IP ad
dress may be assigned to a different Subscriber at any time 
and without notice. The System cannot control this reas
signment but ensures that a correct time stamp is attached to 
the corresponding data record. 

The time stamp is accurate to 0.2ms to a maximum of 10 ms. 
By ensuring that the connection to the IP address logged is 
still active for more than this time period, it is technically im
possible that the IP address changed during that period. In my 
opinion, this is sufficient to accurately identify the IP address 
to be valid at the time it was logged. 
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8.3. Question 3 

8.3.1 

8.3.2 

8.3.3 

As mentioned in the answer to question 2, the accuracy of the 
time in the System must be correct. In normal computer sys
tems (such as most of the commercially sold systems) there is 
no mechanism to have a true or accurate clock. Accordingly, 
the local time on the computer where the System is running 
may differ from the exact time by unknown degree. 

The System does not depend on its own internal clock as its 
sole time reference source. It relies on time information that is 
generated by remote systems called time servers (NTP). The 
System constantly calculates the time offset between the local 
time of the computer and the time information received from 
the time servers. It uses this value to correct internal time in
formation. 

In my op1mon, potential inaccuracy of the computer's local 
time is mitigated by the mathematical methods applied to 
calculate this a time offset which is used to regularly "cor 
rect'' the computer's time information. The time logged by 
the System is correct within a few milliseconds. 

8.4. Question 4 

8.4.1 

8.4.2 

The System monitors traffic that is received from an IP ad
dress. It is not possible from this information to identify the true 
identities of those sending this data. In general, there is no dis
tinction between traffic generated on behalf of a user and traf
fic generated on behalf of malware1

. 

In theory it is possible for a computer to become "infected" by 
a trojan horse malware or botnet client. If this happens, a re
mote controller may control the infected computer for a wide 
range of purposes. One such purpose may be to commence a 
BitTorrent download (and therefore an upload as well). 

1This statements holds true in the case of BitTorrent traffic. Other traffic may be detectable 
to be sourced from malware 
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8.4.3 

8.4.4 

As an expert witness and forensic expert in about 300 cases, I 
have never found evidence of infected computers being used 
to download or upload BitTorrent- or any other P2P data. It is 
not usually the intention of the "owner" of a botnet or tro
jan horse to use the infected computer for P2P data sharing of 
copyrighted works. The botnets are typically used for criminal 
activities, such as Denial of Service Attacks, sending SPAM 
mail or distributed password deciphering. These are activities 
that enable a controller to gain personally. 

It should be noted that it is common knowledge that every 
computer should be equipped with an up-to-date virus scan
ner. In the commercial arena, operating a computer without a 
virus scanner is regarded as being grossly negligent. But also 
in the private area it is regarded as careless to not have a 
scanner. By using virus scanners the risk of being infected by 
malware is considerably reduced. 

8.4.5 In my opinion, it is therefore possible but highly unlikely that 
malware is performing BitTorrent or other P2P actions. 

20 9.Disclaimer 

25 

30 

5 

9.1 This report has been prepared for the purpose as described in sec
tion 1 above and it is not to be used for any other purpose. It has 
been prepared at the request of the solicitors for the Plaintiff to be 
used during the proceeding between the Plaintiff and Defendants. 

9.2 Accordingly, this report has been prepared for the Plaintiff, their legal 
adviser and the Court and may be relied upon by those persons. I 
disclaim any liability to any other persons relying on this report. This 
report may not be disclosed or copied to any person other than the 
Defendants and their legal adviser without express written authority, 
other than for the purpose of the litigation proceeding in relation to 
which it has been prepared. 
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9.3 The statements and findings contained in this report are given in 
good faith. However, in preparing this report, I have relied upon in
formation provided by the Plaintiff and the programmers of the Ob
server system as set out in this report. Other than as specified in this 
report I do not imply, nor should it be construed that, I have carried 
out any form of audit or other verification of the information supplied 
to me and relied by me, in the preparation of this report. 

:ay 18 of 2013 

J 
ipl. g. Mathias Gartner 

permanently swo , in and offcially installed expert witness for 
Systems and A lications of Information Technologies in the 

area of Computer networks. Officially supervised by the 
Chamber of Commerce in Darmstadt Germany 
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Career Summary 

Klaus Mathias Gaertner 
permanently sworn and accredited 
expert witness for systems and 
applications of Information Techno
logy in the area of Computer networks 
Mathias.Gaertner@it-svbuero.de 
Tel: +49-6151-9712640 
Mobile: +49-170-78 555 22 
Fax: +49-6151-9712641 
http://www.it-svbuero.de 
Heinheimer Strasse 38 
D-64289 Darmstadt 
GERMANY 

Over the past 20 years of professional experience, knowledge and expert
ise has been gained in the following areas: 

• Network Design 

• Network support/troubleshoot
ing 

• Source code analysis for vari
ous systems, such as 
o UMTS radio femto cell os 
o ERP system software 
o database software 

• Network testing 
• Evaluation of call-center solu

tions 
• IT infrastructure planning 
• IT Center operation manage-

ment 
• Data privacy operations 
• Department management 
• Computer and network 

forensic work 
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• Network comm1ss1oning (in
cluding Voice networks) 

• Network installation 

• Supervising and contributing to 
a network control appliance 
with self programmed monitor
ing systems 

• Project management 
• University lecturing and data 

network training 
• ERP project management 
• Data security management 

• Data security definitions 
• Project team management 
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Education I Training 

Technical University Darmstadt 1985-1992 
Masters with thesis mechanical engineering 

5 University Hagen 2007-2010 

10 

15 

20 

25 

6 semester bachelor of law (unfinished, no final degree) 

Certifications and Accreditations 

• CCIE Routing & Switching (#11220) 
o Recertification 2005, 2007, 2009, 2011, 2013 (scheduled) 

• Accreditation as expert witness (permanently sworn in as public of
ficer) with formal knowledge examination according to German law 
§36 GewO 
o Recertified and renewed oath 2002, 2007 and 2012 

• Accreditation as Data Privacy Officer according to German law §4f 
BDSG 

• Member of the IT-Taskforce of the ,Bundesministerium der 
Wirtschaft" (Federal Ministry of Economics and Technology) 

• Vice-president of the NIFIS e.V. (National Initiative for Information 
Security, http://www.nifis.de) 

• Program committee World Forensic Conference, China 
• 3COM ATM Troubleshooting course plus several other industry re

lated courses 

Skill Summary 

Routing Protocols: 
30 BGP 4, OSPFv2, OSPFv3, IS-IS, EIGRP, RIPv1/2, RIPng, 

PIM (all variants) 
WAN Technologies: .§S!!~slule _ 

ATM, Frame Relay, SONET/SDH 
LAN Technologies: 

35 Ethernet, TokenRing, FOOl, IEEE802.1q, IEEE802.1x, 
IEEE 802.1d, 802.1w, 802.1s, Wireless LAN 

IP Service: 

40 Security: 

Hardware: 

5 

MPLS, MPLS VPN, AToM, QoS, NAT/PAT, PPP, 1Pv4, 
1Pv6, TCP, UDP, Multicast, VoiP (SCCP and SIP) 

Cisco ASA/PIX, Cisco IP Telephony 

All Cisco telephony, routing and switching platforms 
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All 3COM/HP switching platforms 
Basic knowledge of Foundry Networks switching platforms 
Basic knowledge of Extreme Networks switching platforms 
Basic knowledge of Juniper Networks routing and switch 
platforming 

Computer Skills: 

C, C++, Assembler (68x00, 6502, VAX), PASCAL, FOR-
TRAN, PHP Programming Languages, Basic JAVA know-
legde 
UNIX- Solaris Operating System, IRIX, TruUnix, LINUX 
All Windows Operating Systems 
Microsoft Office (Word, Excel, PowerPoint, Outlook) 
Mainframe-Systems Tops-10, Tops-20, VMS, OpenVMS 
E-Mailsystems (MS Exchange, OpenSource), 
Webserversystems 
Virtual machines (XEN, VMWARE) 
Storage Area Networks, Storage Systems, RAID-Systems 

Other: 
Project -Management 
IT-Division Management 
IT security requirement Analysis 
ERP-Businessprocess definitions 
Strong team-leading skills 
Team motiviation skills 
Good communications skills, including C-Level 
communication 

Languages: 
German (Motherlanguage) 
English (IEL TS-Test overall band-score 7.5 points) 
French (basic knowledge) 

Work History 

1997 - Present 
Public office as governmental controlled and quality assured expert witness 

40 for IT. Permanently sworn in since March 2000. 

5 

This public office serves to provide technical expertise for Courts, Public 
prosecuting offices and private organizations. A formal certification process 
precedes the accreditation. Constant training is required to be re accredited 
every 5 years. The chamber of commerce in Darmstadt, Germany serves 

Page 23 of 30 Pages 

Schedule 
-~::....:...~...:... 



Dipl.-lng. Mathias Gartner D-64289 Darmstadt Heinheimer StraBe 38 
Report 130204/04 from May 18 2013 for Brauti, Thorning, Zibarras LLP 

as my supervising agency on behalf of the German government. Currently 
only approx. 140 individuals in Germany do hold this accreditation. 

Key Achievements: 
5 1. Giving technical expertise reports and testimonies for over 220 civil court 

cases 
2. Giving computer forensic reports and testimonies for over 250 criminal 

court cases 
3. Providing IT-related expert ship and court approved reports for over 30 

10 private cases 

General Responsibilities: 
1. Working with judges, lawyers, plaintiff and defendant representatives to 

solve court cases 
15 2. Providing Companies with technical background information about IT-

project statuses 
3. Evaluation of IT-project statuses 
4. Acting as public office for (IT-)technical questions in and before court 

cases 
20 5. Providing evidence of wrongdoing in criminal cases and corporate is-

sues 

2010 - Present 
Data Privacy Officer for several Companies, especially in the general area 

25 of medical data processing. 

30 

35 

In Germany, Data Privacy is one of the strictest controlled areas. Every 
company with more than 9 persons involved in processing private data must 
name a data privacy officer. This officer must either be internal or external 
with preference on the latter. 

Key Achievements: 
1. Implementing proper Data Privacy Procedures for my customers 
2. Set up of an audit system for external Subcontractors 
3. Ensuring continuous data privacy awareness 

General Responsibilities: 
1. Ensuring the use of data privacy procedures 
2. Giving expertise to the CEO when developing new processes 
3. Giving expertise when developing or implementing new database- or 

40 CRM-software 

5 

4. Answering customer requests about their private data 
5. Consultation/Communication with the governmental supervising agency 

for data privacy concerns 

Page 24 of 30 Pages 

Schedule 
...:...,~::..c .... ::...: ................ _ ... ;..._ 



Dipl.-lng. Mathias Gartner D-64289 Darmstadt Heinheimer StraBe 38 
Report 130204/04 from May 18 2013 for Brauti, Thorning, Zibarras LLP 

6. Frequent training about data privacy aspects for all employers 

1993-2008 
Employed at the Fraunhofer Institute for Computer Graphics in Darmstadt 

5 (Fraunhofer IGD). 
Member of the computer center INI-SC, now named SC. 
The Fraunhofer Society is the world largest research organization world
wide with over 15000 employers, doing applied research on a multitude of 
topics such as but not limited to 

10 IT in general (i.e. developing and maintaining the MP3-standard) 
Solar panels 
Laser technology 
Production technologies for mechanical engineering 
Building material physics 

15 Microbiology 
Ceramics 

For more details, please see http://www.fraunhofer.de. 
The Fraunhofer IGD focuses on the research in Computer Graphics (see 
http://www.igd.fraunhofer.de). 

20 The computer center is responsible for planning, installation and mainten
ance of all IT-related infrastructure (data center operations, cooling sys
tems, data network, main server infrastructure, WAN-infrastructure). It 
coveres all aspects of IT-operations. Fraunhofer IGD had branch offices in 
Providence/RI, USA, Coimbra, Portugal, Singapore and Germany. 

25 
Key Achievements: 
1. Expanding the Computer Center from 6 employers to 13 employers 

(plus about 25 Student workers) 
2. Defining and implementing IT helpdesk operations 

30 3. Planning and implementing two data and voice ready networks for Schedule 
Fraunhofer IGD ""'"'"--""~""'~ 

4. Planning and implementing the IT infrastructure and remote operation 
management for all branch offices 

5. Planning and implementing the Darmstadt locaiiSP network MANDA as 
35 an interconnect infrastructure for all research organisations within Darm

stadt. MANDA now is an ISP in Darmstadt, providing redundant 1 Gb/s 
Internet-Access with direct peering with over 120 ISPs 

6. Developing and implementing the Fraunhofer wide competence center 
for LAN-Management 

40 7. Defining the IT infrastructure planning guides for the Fraunhofer Society, 
including VoiP-networks 

5 
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8. Designing and implementing the secure VoiP-Infrastructure of 
Fraunhofer IZI, Leipzig, Fraunhofer IDMT, llmenau, Fraunhofer IBP, 
Holzkirchen 

9. Co-Designing the centralized VoiP-infrastructure (Cisco-based) for the 
5 Fraunhofer-society at large (60 branches throughout Germany, approx. 

7.000 ports so far, designed for 20.000) 
10. Member of the IT security advisory board 

10 General Responsibilities: 
1. Network Group manager (1994-1998), responsible for the data network 

with over 1000 user ports 
2. Deputy head of the infrastructure department (1998-2008), responsible 

for an annual budget of 1.8 M€ 
15 3. Chief Operation Officer (1998-2003), responsible for an annual budget 

of 1.5 M€ 
4. Project Manager (2003-2008), annual budget 450.000 € 
5. Head of Fraunhofer wide Competence Center LAN-Management (2002-

2008), responsible for LAN-Management server systems for 75 offices 
20 worldwide, responsible for a project budget of about 600.000 €, peak 1 

M€. CC-LAN headcount was 6 full time employers plus students. 
6. Responsible IT infrastructure planner for all Fraunhofer Institutes (2006-

2008), up to 6 concurrent infrastructure projects per year, infrastructure 
cost on average 800.000 € 

25 7. Responsible for nearly all public tenders about data networking equip-

30 

ment and data storage systems for the Fraunhofer Society, yearly in
vestment costs exceed 2 M€ 

2003-2006 
Lecturer at the University of Applied Science WOrzburg (http://www.fh
ws.de). 
Institute for Business Administration 

Key Achievements: 
35 1. Lecturing on the topic ,IT Basic for MBA-Students" 

2. Lecturing on the topic ,IT Basic for Digital Media Students" 

General Responsibilities: 
1. Lecturing various topics with MBA-Students in Semester 1 

40 2. Lecturing various topics with Digital Media-Students in Semester 3 

5 
Page 26 of 30 Pages 



5 

Dipl.-lng. Mathias Gartner D-64289 Darmstadt Heinheimer StraBe 38 
Report 130204/04 from May 18 2013 for Brauti, Thorning, Zibarras LLP 

2005 - Present 
Lecturer at the University of Applied Science Darmstadt (http://www.h
da.de). 
Institute for Computer Science, Network Division and Forensic Division 

Key Achievements: 
1. Lecturing on the topic ,Basic Data networking technologies" 
2. Lecturing on the topic ,Routingprotocols" 
3. Lecturing on the topic ,Switching Data networks" 

10 4. Lecturing on the topic ,Data networks for digital media students" 
5. Lecturing on the topic ,Selected advanced topics of computer forensics" 

General Responsibilities: 
1. Lecturing various topics with Bachelor-Students from Semester 1 to 6 

15 2. Co-Corrector for Bachelor and Master-Thesises 

5 
Page 27 of 30 Pages 

Schedule 
..::-~~--~-



5 

5 

Dipl.-lng. Mathias Gartner D-64289 Darmstadt Heinheimer Stra.Be 38 
Report 130204/04 from May 18 2013 for Brauti, Thorning, Zibarras LLP 

Documents relied upon 

1. Source code for the system Observer, Version 1.47, as handed 
to me by Guardaley Ltd., the creator of the system. 

2. Documentation concerning the operation of the System (user 
handbook) 

3. Definitions of BitTorrent messages 
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The following 2 pages form the Schedule 3 and show the instruc
tion letter. 
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April 5, 20 13 

John Philpott 
Direct: 416.304.7011 

Tel: 416.362.4567 
Fax: 416.362.8410 

Email: jphilpott@btzlaw. ca 

Mathias Gartner 
Reinheimer Strasse 38 
D-64289 Darmstadt 
Germany 

Via Email: Mathias.Gaertner@it-svbuero.de 

Dear Mr. Gartner: 

Re: Voltage Pictures LLC v. John Doe and Jane Doe 

The purpose of this letter is to confirm your retainer to act for us as an expert on information 
technology in a copyright infringement case. We represent Voltage Pictures LLC in a copyright 
infringement case against various individuals whose identities are currently unknown to us. 
Through the use of the software called Guardelay Observer vl.2 (the "Forensic Software"), our 
investigators have scanned Bittorrent networks for the presence of Voltage's copyright works. 

The Forensic Software is designed to scan Bittorrent networks and then provide the following 
information: 

a) the IP address assigned to the internet account used to upload Voltage's works by his or 
her internet service provider at the time the work was distributed on the Bittorrent 
network; 

b) the date and time at which the file was distributed; and 

c) the name of the file and size of the file. 

In other words, the Forensic Software should provide us with the correct IP address that 
correlates with the internet account or internet line used to upload Voltage's copyrighted works. 
We will provide you with access to the Forensic Software and request that you conduct an 
analysis of it and answer the following questions: 

1) Does the Observer software cotTectly identify the IP addresses associated with contract 
owner of the internet line (the "Subscriber") that was used to upload Voltage's 
copyrighted works to the BitTorrent Protocol? For greater certainty, what is the 
potential for the Observer software to produce erroneous results? 

2) What effect, if any, does the Subscriber having a dynamic IP address have the veracity 

BRAUTI THOflNING ZiBARRAS llP 
151 YONGE STREET, SUiTE 1800, TORONTO, ON M5C 2v'V7 

TEL: (416) 362 ,4 567 · FAX: (416) 362 8410 WWW BTZLAW , C.~ 
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of the results? 

3) What effect, if any, does the phenomenon known as 'time drift', whereby a computer's 
internal clock does not keep correct time, have on the veracity of the results? In 
addition, is the "time stamp" created by the Observer software accurate? 

4) What is the potential likelihood that "rnalware", such as botnets, have surreptitiously 
infected a horne or business computer to download or upload Voltage's copyrighted 
works to the BitTorrent Protocol? 

Please specify any assumptions in made in your report and provide any definitions that are 
necessary for you to provide fulsome answers. 

Prior to starting your work, please ensure that you have read the Federal Court of Canada Code 
of Conduct for Expert Witnesses (attached) and sign the attached form signifying that you agree 
to be bound by it. 

Yours truly, 

BRAUTI THORNING ZIBARRAS LLP 
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•. ~_ -.·_. _ ... ·.···· ····· . . · .. -~,~~---·.·· _ · ·~- -·_· ..... · __ · ._ . . ·._._ .. ·· __ ._ .. _ .. • ·_·_·._ . ·· __ · ····-··.· ···-.. · ·_· ~- ---~~·':'~ '_-:--- ·::,':,,'·'·_,_·_-·-, .. ,--:_. ___ ·-.:-'_; ···_··:_< - __ --
'Iii;._ . . - - ' --_ . . ' '· .. . . ~ ' . .. .--_ - -- . - .·'·· . - . - ' . . - . ' 

.. · - / '. _,_: 

John Philpott 
JPI kls 
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